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SAFETY INSTRUCTIONS

ATTENTION!

These are the important safety instructions that should be followed during
the installation and maintenance of the ELPROMA NTS-x000 family of timeservers.

IMPORTANT NOTE!

This equipment contains hazardous AC and DC voltages. Do not handle any metallic
part until the power has been disconnected. Do not assemble; disassemble when the
power is ON. Making any wiring and touching cables is strongly prohibited when power
is ON. Please refer to your RACK’19 safety instruction to Learn more about connecting
power to server equipment. The NTS-protection system requires the PE line to be
connected to RACK’19 din rails.

Elproma safety advises:

. Safety first! Never work alone under hazardous voltage conditions

. High short circuit current through conductive materials can cause server burns
. Check that the power cord(s), plug(s), and sockets are in good conditions

. Always use qualified service personnel to install permanently wired equipment
. Do not handle any metallic part before the main power has been disconnected

. Take care your power lines and rack’19 frame is properly PE grounded

AUV h WNR

ELPROMA Electronics Poland Sp. z o.o.

Dunska 2A street, ©5-152 Czosnow (near Warsaw) POLAND, EU
Phone: +48 227517680

Internet: http://www.elpromaelectronics.com

General info e-mail: info@elpromaelectronics.com

Support e-mail: support@elpromaelectronics.com
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ACRONYMS

1PPS 1 Pulse Per Second ITU International Telecom Union
AIV Assembly, Integration and Validation KPI Key Performance Indicator
BIPM Bureau International des Poids et Mesures MCT Modular Coherent Transfer
CA Certificate Authority NMI National Metrological Institutes
CCTF Consultative Committee for Time and NTA National Time Authority
Frequency (mostly the same as NMI)
CIF Core Infrastructure Facilities NTP Network Time Protocol
COTS Commercial Off-the-Shelf OFT Optical Fibber Technology
cv Common View 0sC Oscillators (OCXO, Rubidium, Cs)
DAB Digital Audio Broadcasting PPP Point Precise Positioning
DEMETRA Demonstrator for EGNSS services based on PTP Precise Time Protocol IEEE 1588
Time Reference Architecture PTPv2 (WR —White Rabbit profile of PTP)
DB Database (mostly SQL) QR Quality Report
DVB Digital Video Broadcasting RINEX Receiver Independent Exchange Format
ETH Ethernet RMO Regional Metrological Organization
EBU European Broadcast Union SFN Single Frequency Network
EGNOS European geostationary navigation overlay SIS Signal In Space
system
EGNSS European GNSS SPF Service Provision Facility
EURAMET European Regional Metrological Organisation | SV Satellite Vehicle
SVN# Satellite Vehicle Number
EWR Extended White Rabbit SVF Service Validation Facility
FO Fibber Optic SW Software
FR FREE-RUN mode T&F Time and(&) Frequency
GCC Galileo Control Centre TAI International Atomic Time
FTP File Transfer Protocol TA(PL) Polish Atomic Time
GDO GPS Disciplined Oscillator TDMA Time Division Multiple Access
GGTO Galileo GPS Time Offset TFL Time and Frequency Laboratory
GMT Greenwich Mean Time TLC Time Local Clock (the same as UT)
GNSS Global Navigation Satellite System TMC Time Master Clock (see TSG)
GPS Global Positioning System TRF Time Reference Facility (see TMC)
GPST GPS Time Scale TSA Time Stamping Authority
GSA GNSS Supervising Authority TSI Time Service Infrastructures
GST Galileo System Time TWSTF Two Way Satellite Time and Frequency
Transfer
HTTP Hypertext Transfer Protocol Hypertext ut User Terminal (see also TLC)
HTTPS Transfer Protocol Secure
HO HOLDOVER mode (e.g. operating w/o GNSS) UTC Universal Time Coordinated
HW Hardware wpP Work Package
IPR Intellectual Property Rights WR White Rabbit (see PTP)
IRIG-B Time Code (AM or DM) WPL Work Package Leader




SYNCHRONIZATION TERMS

- The degree of conformity of a measured or calculated value to its definition or with respect
to a standard reference time. In the meaning of NTP (Network Time Protocol) the accuracy determines
how close the PC clock is to UTC reference (GNSS or external atomic clock).

- a time scale based on atomic or molecular resonance phenomena. Elapsed
time is measured by counting cycles of a frequency locked to an atomic or molecular transition. Earlier
time scales were based on the rotational rate of the earth.

— (see COMPASS)

- The process of identifying and measuring time or frequency errors, offsets, or deviations of
a clock/oscillator relative to an established standard, such as UTC(NIST).

- a device for maintaining and displaying time.

— is Chinese satellite navigation system. It consists of two separate satellite
constellations — a limited test system that has been operating since 2000, and a full-scale global
navigation system that is currently under construction. The first BeiDou system, officially called the
BeiDou Satellite Navigation Experimental System.

- a coordinated time scale, maintained by the Bureau International
des Poids et Mesures (BIPM), which forms the basis of a coordinated dissemination of standard
frequencies and time signals. A UTC clock has the same rate as a Temps Atomique International (TAI)
clock or international atomic time clock but differs by an integral number of seconds called leap seconds.
The UTC scale is adjusted by the insertion or deletion of leap seconds to ensure approximate agreement
with UT1.

(frequency) - the linear (first-order) component of a systematic change in frequency of an oscillator
over time.

- the rate at which a periodic phenomenon occurs over time. - see drift.
- the frequency difference between the measured value and the defined value.
- change in frequency from a standard reference. - statistical

estimate of the frequency fluctuations of a signal over a given time interval.

- an oscillator such as a rubidium (Rb), cesium (Cs), or hydrogen (H) maser who'’s
output is used as a frequency.

— is a global navigation satellite system (GNSS) currently being built by the European Union
(EV) and European Space Agency (ESA). One of the aims of Galileo is to provide a high-precision
positioning system upon which European nations can rely, independently from the Russian GLONASS,
US GPS, and Chinese COMPASS (BEIDOU) which can be disabled in times of war or conflict. Galileo
is compatible to US GPS (see GPS).

— acronym for Globalnaya navigatsionnaya sputnikovaya sistema or Global Navigation
Satellite System, is a space-based satellite navigation system operated by the Russian Aerospace
Defence Forces. It provides an alternative to Global Positioning System (GPS) and is the only alternative
navigational system in operation with global coverage and of comparable precision. Glonass use L1-
1575.42MHz with additional frequency margin between 1597.50-1609.50Mhz.

- a highly accurate, global satellite navigation system based on a
constellation of at 24 satellites orbiting the earth at a very high altitude 20000 km. GPS signals are: L1-
1575.42MHz;L.2-1227.6MHz;L3-1381.05 MHz

- a 24 Hour system based on mean solar time plus 12 hours at Greenwich,
England. Greenwich Mean Time can be considered approximately equivalent to Coordinated Universal
Time (UTC), which is broadcast from all standard time and frequency radio stations. However, GMT is
now obsolete and has been replaced by UTC.

- an atomic time scale based on data from a worldwide set of atomic
clocks. It is the internationally agreed upon time reference conforming to the definition of the second,
the fundamental unit of atomic time in the International System of Units (SI). It is defined as the duration
of 9 192 631 770 periods of the radiation corresponding to the transition between two hyperfine levels
of the ground state of the cesium - 133 atom.



- The process of measuring the difference in time of two time scales such as the output
signals generated by two clocks. In the context of timing, synchronization means to bring two clocks or
data streams into phase so that their difference is 0 (see time scales in synchronism).

- Relative adjustment of two frequency sources with the purpose of canceling their
frequency difference but not necessarily their phase difference.

- statistical estimate of the frequency fluctuations of a signal over a given time
interval: stability usually involves measurement averages beyond 100s. stability
usually involves measurement averages from a few tenths of a second to 100s.

- indicates how fare from cesium ref. the clock is in the chain of synchronization.

- a system of symbols (digital or analog) used for identifying specific instants of time. An
information format used to convey time information. IRIG-B is example of Time Code.

- The duration between two instants read on the same time scale.

- a system of unambiguous ordering of events. A time scale is meant to be stable and
homogeneous.

- a continuously operated device used for the realization of a time scale in accordance
with the definition of the second and with an appropriately chosen origin.

- a discontinuity in a time scale at some instant. A step is positive (+) if the time scale reading
is increased and negative (-) if the reading is decreased at that instant.



UNDERSTANDING OSCILLATOR HOLDOVER

Customers frequently ask the question, “How long server can operate holdover w/o GNSS signals.
The answer depends on the built-in oscillator version and requests output NTP/PTP accuracy to UTC.
Depending on the server model, Elproma supports the following oscillators:

”

NTS-3000 std. QUARTZ
NTS-4000 OCXO

NTS-5000 LITE OCXO
NTS-5000 RUBIDIUM & OCXO

Higher accuracy of synchronization requests concludes with shorter holdover operations for the same
version of the oscillator. Independently, each NTS-x000 (NTS-3000, NTS-4000, NTS-50000) product
can be extra-ordinary equipped with a TCXO oscillator for chip low-noise clocking. It can be used
simultaneously with other versions of oscillators, such as OCXO and RUBIDIUM (Rb).

IMPORTANT NOTE!
Above figures basis on several important assumptions:
- Server operates in constant temperature
- Noinitial phase and frequency error
- Time server device has been powered for one month and locked to GNSS for 72 hours

Difference between Accuracy and Stability of Synchronization

OJOXOKE,

ACCURATE & STABLE STABLE BUT NOT ACCURATE NOT ACCURTE - NOT STABLE JITTER




METROLOGY HOLDOVER CERTIFICATION
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SWIADECTWO
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CERTIFICATE OF CALIBRATION

Data wydania: Nr $wiadectwa: Strona:
Boteagio 30-11-2021 Cartificats Nox L2.4180.76.2021.3846.1 B 1/5
PRZEDMIOT Serwer NTP/PTP typu NTS-5000 w trybie holdover, nr fabr.: 15513230,
WZORCOWANIA produkcji firmy Elproma Elektonika Sp. z 0.0. - wprowadzony w tryb

holdover przez fizyczne odtaczenie sygnatéw synchronizujacych, po
okresie wstepnej synchronizacji lokalnym sygnatem sekundowym
UTC(PL) i informacja o czasie pobrana z sygnatu GPS, sygnat wyjsciowy:
1 pps

CALIBRATED OBJECT NTP/PTP server of the type NTS-5000 in the holdover mode, sn.: 15513230,
manufactured by Elproma Elektronika Sp. z 0.0. - put into holdover mode by

physical disconnection of all input synchronisation signals, after the initial period
of disciplining by the local 1 pps signal of UTC(PL) with time of day information
received from GPS signal, output signal: 1 pps

ZLECENIODAWCA Elproma Elektronika Sp. z 0.0.

CUSTOMER ul. Duriska 2A, 01-152 Czosnéw

z up. Prezesa GUM
on behalf of President of GUM
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SWIADECTWO
WZORCOWANIA
wykonanego przez:

Samodzielne Laboratorium Czasu i Czestotliwosci w Gtownym Urzedzie Miar

CERTIFICATE OF Time and Frequency Laboratory, Central Office of Measures

CALIBRATION ul. Elektoralna 2, 00-139 Warszawa POLAND
performed by: tel: +48 22 581 9156 fax: +48 22 581 9392, e-mail: time@gum.gov.pl
Data wydania: v Nr $wiadectwa: Strona:

Disbe of kisiie: 30-11-2021 Certificate No.: L2.4180.76.2021.3846.1 Page: 2/5

METODA
WZORCOWANIA

METHOD OF
CALIBRATION

WARUNKI
SRODOWISKOWE

ENVIRONMENTAL
CONDITIONS

DATA WYKONANIA
POMIAROW

DATE OF
CALIBRATION

SPOJNOSC
POMIAROWA

TRACEABILITY

Poréwnanie czasu fazowego sygnatu wyjsciowego 1 pps wzorcowanego
serwera PTP/NTP wzgledem sygnatu sekundowego UTC(PL) za pomoca
czestoéciomierza-czasomierza kontrolnego - wg instrukcji wzorcowania
zegaréw, numer systemowy IW6-TF wyd. 8 z 23.04.2021r.

Comparison of phase time of a 1 pps output signal of a server NTP/PTP under tests
with reference to the UTC(PL) 1 pps signals using as a control device a time and
frequency counter - instruction of clocks calibration, No. IW6-TF, issue 8, April 23,
2021

Temperatura otoczenia w czasie wykonywania wzorcowania wynosita:
(20,5 + 22,5) °C.

During calibration ambient temperature amounted to: (20,5 + 22,5) °C

October 8, 2021 - November 9, 2021

Wyniki wzorcowania serwera NTP/PTP zostaty odniesione do
utrzymywanego w GUM parstwowego wzorca jednostek miar czasu i
czestotliwoéci przez zastosowanie  jako przyrzadu  kontrolnego:
czestoéciomierza  czasomierza  typu  SR620, nr fabr. 4423,
synchronizowanego sygnatem wzorcowym czestotliwosci pobieranym
z panistwowego wzorca jednostek miar czasu i czestotliwosci oraz pomiary
czasu fazowego wzgledem sygnatu UTC(PL)

Calibration results of the NTP/PTP server have been referred to the national time and
frequency standard maintained at the Central Office of Measures through application
of following control device: SR620 type universal counter, sn 4423, synchronized by
standard frequency taken from the national time and frequency standard as well as
phase time measurement performed with reference to the UTCI(PL).

10




SWIADECTWO Samodzielne Laboratorium Czasu i Czestotliwosci w Gtéwnym Urzedzie Miar
WZORCOWANIA

wykonanego przez:

CERTIFICATE OF Time and Frequency Laboratory, Central Office of Measures

CALIBRATION ul. Elektoralna 2, 00-139 Warszawa POLAND
performed by: tel: +48 22 581 9156 fax: +48 22 581 9392, e-mail: time@gum.gov.pl
Data wydania: g4 Nr $wiadectwa: Strona:
Dateoflisue:.  30-11-2021 Certificate No: L2.4180.76.2021.3846.1 o 3/5
NIEPEWNOSC Niepewnos$¢ pomiaru zostata wyznaczona zgodnie z zaleceniami zawartymi
POMIARU w dokumencie EA-4/02 M: 2013. Podane wartosci niepewnosci stanowia

niepewnosc rozszerzong przy prawdopodobienstwie rozszerzenia ok. 95 %
i wspotczynniku rozszerzenia k =2

UNCERTAINTY OF The measurement uncertainty has been determined in accordance with EA-4/02 M:

MEASUREMENT 2013 Document. The reported expanded uncertainty is stated as the standard
uncertainty multiplied by the coverage factor k =2, which corresponds to a coverage
probability of approximately 95 %.

WYNIKI Przedstawione ponizej wyniki wzorcowania odnosza sie wytacznie do
WZORCOWANIA przedmiotu wzorcowania.

RESULTS Results presented below relate only to the object of calibration.

OF CALIBRATION

1. Btad pomiaru zegara/ serwera NTP/PTP (dla sygnatu wyjsciowego 1 pps z tytu urzadzenia
wynosi) w trybie Rb Holdover:

a) przed przejsciem w tryb Rb Holdover
(w trybie synchronizacji sygnatem UTC(PL) i z podtaczona antena GNSS):

(0,0£0,1) ps,
b) w trybie Rb Holdover (w zaleznosci od czasu po odtaczeniu sygnatu UTC(PL) i anteny
GNSS):
Caspracybez | 44 2d 3d 4d 5d 6d 7d
synchronizacji
Bladpomiaru | 5,041 | -12201 | 18201 | 24201 | 29201 | 33201 | 37201
zegara, s

1. The measurement error of the clock/ NTP/PTP server (for the 1 pps output signal in the back of the
device) in Rb Holdover mode amounts to:

a) before switching into Rb Holdover mode (disciplined by 1 pps of UTC(PL) and with connected
GNSS antenna):
(0,0+£0,1) ps,

b) in Rb Holdover mode (against time after disconnection of the 1 pps of UTC(PL) and GPS antenna):

Time of work with 14 2d 3d

et 4d 5d 6d 7d
no disciplining

Measurement error = F: N 3 .
o the clack, us 05+0,1 12201 18:01 2401 29:01 33:01 37+01

Sprawdzit(a):
Checked by:
KIEROWNIK
Samodziclnego Laboratorium

Czasu j (?smuiwoéci
Z] h L G(a
A

dr Alhin Czubla
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SWIADECTWO Samodzielne Laboratorium Czasu i Czestotliwosci w Gtéwnym Urzedzie Miar
WZORCOWANIA

wykonanego przez:

CERTIFICATE OF Time and Frequency Laboratory, Central Office of Measures

CALIBRATION ul. Elektoralna 2, 00-139 Warszawa POLAND
performed by: tel: +48 22 581 9156 fax: +48 22 581 9392, e-mail: time@gum.gov.p!
Data wydania: 44 Nr $wiadectwa: Strona:

Ditoct tostia: 30-11-2021 Certificate No: L2.4180.76.2021.3846.1 Page: 4/5

2. Btad pomiaru zegara/ serwera NTP/PTP (dla sygnatu wyjéciowego 1 pps z tytu urzadzenia
wynosi) w trybie OCXO Holdover:

a) przed przejéciem w tryb OCXO Holdover
(w trybie synchronizacji sygnatem UTC(PL) i z podtaczona antena GNSS):

(0,0 £0,1) ps,
b) w trybie OCXO Holdover (w zaleznosci od czasu po odtaczeniu sygnatu UTC(PL) i anteny
GNSS):
Czaspracybez | 44 2d 3d 4d 5d 6d 7d 14d

synchronizacji

Btad pomiaru | (.01 | 28201 | -72£01 |-137£01[-221£01 |-329£0,1 |-459£01 |-1841£01
zegara, Us

2. The measurement error of the clock/ NTP/PTP server (for the 1 pps output signal in the back of the
device) in OCXO Holdover mode amounts to:

a) before switching into OCXO Holdover mode (disciplined by 1 pps of UTC(PL) and with connected

GNSS antenna):
(00%0,1) s,
b) in OCXO Holdover mode (against time after disconnection of the 1 pps of UTC(PL) and GPS

antenna):
Time of work
with no 1d 2d 3d 4d 5d 6d 7d 14d
disciplining
Measurement
error of the 06+01 | -28+01 | -7,2+£01 | -137+01 | -221£01 | -329+ 01 |-459+01 | -1841+0,1
clock, us

Btad pomiaru jest roznica miedzy wskazaniem przyrzadu wzorcowanego a wartoscia (umownie)
prawdziwa wielkosci mierzonej. Btad pomiaru zegara odniesiono do momentu pojawienia sie zbocza
narastajacego sygnatu wyjsciowego 1 pps z wzorcowanego serwera wzgledem sygnatu UTC(PL).

Measurement error is a difference between an indication of the device under test and a (conventionally) true
value of the measured quantity. Measurement error of the clock was referred to the moment of appearing the
rising slopes of 1 pps output signal from the server under test in relation to UTC(PL) signal.

Sprawdzit(a):
Checked by:

KIEROWNIK
Samodziclnego Laboratorium

Czasu j. Czgstotliwosci
/~\ é\ “ 4(0
dr Albin Czubla
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SWIADECTWO Samodzielne Laboratorium Czasu i Czestotliwoéci w Gtéwnym Urzedzie Miar
WZORCOWANIA

wykonanego przez:

CERTIFICATE OF Time and Frequency Laboratory, Central Office of Measures

CALIBRATION ul. Elektoralna 2, 00-139 Warszawa POLAND
performed by: tel.: +48 22 581 9156 fax: +48 22 581 9392, e-mail: time@gum.gov.pl
Datawydania: 34_99.2021 Nriwiadectwa: | 5 4180.76.2021.3846.1 St 5 ¢

Date of issue: Certificate No.: Page:

The Central Office of Measures (GUM) fulfils its responsibilities assigned by the Act of 11 of May 2001 -
Law on Measures. GUM is the National Metrology Institute (NMI) for the Republic of Poland.

The Central Office of Measures is responsible for ensuring uniformity of measures and required accuracy of
the results of measurements carried out in the Republic of Poland as well as their traceability to the International
System of Units (Sl).

The Central Office of Measures as the NMI is the source from which the accredited calibration laboratories
obtain their measurement traceability. The primary role of the national metrology institute is confirmed in the
international document ILAC P10:01/2013, ILAC Policy on the Traceability of Measurement Results and the
document DA-06 issued by the Polish Centre for Accreditation entitled “PCA policy on providing traceability for
measurement”. GUM standards, which are referred to in the results of calibration (information on the traceability
posted on the front page of certificate) are linked to the standards of European and worldwide laboratories of
National Metrology Institutes through participation in mutual comparisons of standards and / or calibration
performed by these laboratories.

GUM calibration laboratories have implemented a quality assurance system based on standard PN-EN
ISO/IEC 17025:2018-02 “General requirements for the competence of testing and calibration laboratories”.

GUM is a signatory of a Mutual Recognition Arrangement (CIPM MRA) for national measurement standards
and for calibration and measurement certificates issued by national metrology institutes.

The information with regard to the Calibration and Measurement Capabilities (CMCs) is specified in Appendix
C of the CIPM MRA. This certificate is consistent with the CMCs that are included in Appendix C of the Mutual
Recognition Arrangement (MRA) drawn up by the International Committee for Weights and Measures (CIPM). Under
the MRA, all participating institutes recognize the validity of each other’s calibration and measurement certificates
for the quantities, ranges and measurement uncertainties specified in Appendix C (for details see
http://www.bipm.org).
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MEMBER OF

Wieden, 16 kwietnia 2024 r. (IQNET

Quality Austria - Trainings, Zertifizierungs und Begutachtungs GmbH,
AT-1010 Vienna, Zelinkagasse 10/3

hodl (N i

Ing. Christoph Baumgartner, MSc, MBA
Upowazniony sygnatariusz,
Kierownik Customer Service Center

Mag. Christoph Mond! Mag. Dr. Werner Paar
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Building

trust

IQNET
together.

Certificate

Quality Austria
has issued an IQNET recognized certificate that the organization:

Elproma Elektronika Sp. z 0.0.
ul. Dunska 2a / 05-152 Czosnow / Poland

for the following scope:
Designing, production and distribution of electronic devices and its components
EAC:19; 29

has implemented and maintains a

QUALITY MANAGEMENT SYSTEM

which fulfils the requirements of the following standard

ISO 9001:2015

Issued on: 2024-04-16
Validity Date: 2027-04-06
Quality Austria certified since: 2012-03-06

AT-11895/1

Registration Number:

Mm Cotello (e \_
o
Mag. Friedrich Khuen-Belasi @ qualityaustria

Alex Stoichitoiu
President of IQNET Authorised Representative Succeed with Qualty
of Quality Austria

This attestation is directly linked to the IQNET Member's original certificate and shall not be used as a stand-alone document

IQNET Members™:
AENOR Spain AFNOR Certification France APCER Portugal CCC Cyprus CISQ Italy CQC China CQM China CQS Czech Republic
Cro Cert Croatia DQS Holding GmbH Germany EAGLE Certification Group USA FCAV Brazil FONDONORMA Venezuela ICONTEC
Colombia ICS Bosnia and Herzegovina INTECO Costa Rica IRAM Argentina JQA Japan KFQ Korea LSQA Uruguay MIRTEC Greece
MSZT Hungary Nemko AS Norway NSAI Ireland NYCE Meéxico PCBC Poland Quality Austria Austria Sll Israel SIQ Slovenia

SIRIM QAS International Malaysia SQS Switzerland SRAC Romania TSE Turkiye YUQS Serbia

* The list of IGNET Members is valid at the time of issue of this certificate. Updated information is available under wuaw ignet-certification. com
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NATO CODIFICATION

WOJSKOWE CENTRUM NORMALIZACJI, JAKOSCI I KODYFIKACJI
Military Centre for Standardization, Quality and Codification

43 KRAJOWE BIURO KODYFIKACYJNE
43 National Codification Bureau

ZASWIADCZENIE
CERTIFLEATE

Zaswiadcza sig, ze na podstawie zlozonego wniosku podmiot o nazwie:
This is to certify that:

ELPROMA ELEKTRONIKA
Sp. z o.o.

z siedzibg w:
located in:

05-152 CZOSNOW UL. DUNSKA 2A

otrzymat
was given

Kod NATO Podmiotu Gospodarczego:
NATO Commercial and Government Entity Code — NCAGE Code:

dr in%. Mariusz SOCZYNSKI
/

/
Warszawa, dnia 21 czerwca 2022/1'.

i Centrum Normalizacji, Jakosci i Kodyfikacji — 43 Krajowe Biuro Kodyfikacyjne
00-909 Warszawa ¢ ul. Nowowicjska 28a ¢ tel. 261845708, fax 261845891 4 wenjk@ron.mil.pl
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2 M

WOJSKOWE (:‘ENTRUM NORMALIZACIJI, ROCINICA
JAKOSCI I KODYFIKACJI POWSTANU
00-909 Warszawa, ul. Nowowiejska 28A ARMII KRAJOWE
(tel. 261 845 700/fax 261 845 891)

%

WOJSKOWE CENTRUM
NORMALIZACJ, JAKOSC! L koDvrikac)  Pan Krzysztof BORGULSKI

Warszawa, 21 czerwca 2022 r.

WICEPREZES ZARZADU
ELPROMA ELEKTRONIKA SP. Z 0.0.

ul. Dunska 2a
05-152 Czosnoéw

Nr sprawy: WCNJiK-OKWO.WZ.703.310.2022

Dotyczy: kodu NATO podmiotu gospodarczego (NCAGE Code — NATO Commercial and Government Entity
Code)

informuje, ze na podstawie wniosku z dnia 10.06.2022 r. zostal przydzielony dla firmy
ELPROMA ELEKTRONIKA SP. Z 0.0. kod NCAGE 9ATKH - zaswiadczenie
w zalgczeniu. Kod identyfikuje firm¢ w Systemie Kodyfikacyjnym NATO (NCS — NATO
Codification System).

Dane firmy zostaly wprowadzone do:

— Bazy Podmiotéw Gospodarczych prowadzonej przez Wojskowe Centrum Normalizacji,
Jakosci i Kodyfikacji (WCNIJIK),

— Bazy NATO Podmiotéw Gospodarczych prowadzonej przez Agencj¢ Wsparcia i Zaméwien
NATO (NSPA — NATO Support and Procurement Agency),

— Gléwnego Katalogu NATO Referencji dla Logistyki (NMCRL — NATO Master
Catalogue of References for Logistics) prowadzonej przez NSPA,

— Bazy Podmiotéw Gospodarczych prowadzonej przez Agencje Logistyki Departamentu
Obrony Stanéw Zjednoczonych (DLA — Defence Logistics Agency).

Jednoczesnie prosz¢ o powiadomienie WCNJiK w przypadku zmiany danych, ktére zostaty
podane we wniosku. Dodatkowe informacje o kodzie NCAGE dostgpne sg na stronic
internetowej www.wenjk.wp.mil.pl w zakladce O Nas> Kodyfikacja>Kod NCAGE.

Zalaczniki: 1 na 1 str. - tylko adresat

Dorota Mirecka, 261-845-345
21.06.2022r. T703

str. 1/1
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Details

9ATKH  ELPROMA ELEKTRONIKA SP. Z 0.0.

CAGE Information

CAGE 9ATKH

UEI

Status Active

Type Non-US Manufacturer
Established 06/15/2022

CAGE Update Date 06/15/2022
CAGE Expiration
SAM Expiration

Ownership of Offeror Information
Highest Level Owner
Information not Available

Immediate Level Owner
Information not Available

Additional Information
CAO-PAY

Contact Information

List of Offerors (0)
Information not Available

POC

Phone

Fax
International
Address

P.0. Box

City

County
State/Province
Country
Zip/Postal
Corporate URL

48 227517681
48 227517680
DUNSKA 2A

CZOSNOW

MAZOWIECKIE

POLAND

05-152
WWW.ELPROMAELECTRONICS.COM

Back
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CE CERTIFICATION

Date:
Certificate number:

Dclares that:

Manufactured by:

and has been found
in complience with:

- cate

DECLARATION OF CONFORMITY

10-12-2021
15082021-06

NTS Time Server Family NTP/IEEE1588

models: NTS-5000. NTS-4000. NTS-3000. NTS-5000Lite. NTS-TC (time converter), NTS-pico/NTS-

pico3

ELPROMA Electronics Poland
EU/Poland, Dunska 2A, Czosnow

1S09001:2008 IQNet
TIEC 62368-1

IEEE1588:2008 PTPv2
IEEE1613:2003

IEC 61850-3:2014

Audited by Quality Austria

Low Voltage Directive

Precision Time Protocol

Control Power Inputs and Insulation

Dielectric strength (EFEC37.90)
Impulse Voltage (IEEEC37.90)

ETSIEN 301 489-1 V2.2.3 BMCElectromagnetic Compatibility
ETSIEN 301 489-52 V1.2.1

Induced disturbances (IEC61000-4-6)

Surges ([EC61000-4-5)

Oscillatory waves (IEC61000-4-18)

Fast transients IEC61000-4-4)

Radiated electromagnetic disturbances (IEC61000-4-3)
Immunity to conducted disturbances 0-50kHz (IEC61000-4-16)
Power frequency magnetic field (EC61000-4-8)

Damped Oscillatory Magnetic Field Immunity @EC61000-4-10)
Ripple on DCinput power port immunity ([EC61000-4-17)
Voltage dips, short interruptions and voltage variations on, d.c.
input power port immunity IEC61000-4-29) Electrostatic
Discharge Immunity test JEC61000-4-2) Voltage dips, short
interruptions and voltage variati di ity tests (IEC

P

61000-4-11)

Monika Wardzynska
CEO ELPROMA
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QUICK START

Configure
In 5 Minutes



1. QUICKINFO - About

Thank you for choosing ELPROMA. Here are a few important steps to get started with your
ELPROMA NTS-3000, 4000, or 5000 timeserver (referred to as the NTS-x000 in this
manual).

Company Website
Visit our main website at https://elpromaelectronics.com for general information and resource

General Inquiries
For general information, you can reach us at info@elpromaelectronics.com.

Sales Department
Contact our sales team at sales@elpromaelectronics.com for purchasing and product details.

Technical Support

For technical support, please reach out to support@elpromaelectronics.com and include your
server model and serial number to help us assist you efficiently. You can also

visit support.elpromaelectronics.com for further support resources

Firmware Updates
Download the latest firmware updates from our repository at
cloud.elpromaelectronics.com/index.php/s/NTS-Firmware

Newsletter
Stay updated on new firmware releases, software patches, and company news by
subscribing to our newsletter at newsletter.elpromaelectronics.com
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2. QUICKINFO - Introduction to NTS series

This manual cover ELPROMA time servers (shortly NTS-x000): NTS-3000, NTS-4000, NTS-5000,
NTS-5000LITE, NTS-9000), NTS-TC time converter.

All servers are STRATUM-1 NTP time servers. The support all versions of NTP, SNTP including NTPv4
NTPv3. They automatically increase STRATUM level to STRATUM-2, STRATUM-3... when to
synchronised to another NTS-server. All servers are simultaneously a PTP IEEE1588 GrandMasters
and they can operate Sub-Master or Slave (Client). Servers supports both IPv4 and IPv6.

Both protocols NTP and/or PTP IEEE1588 are served parallelly. They are synchronized to STRATUMO
sources of UTC. The default ref. source of time is GNSS L1 carrier supporting GPS + GLONASS. Other
satellite systems as BEIDOU* or GALILEO* are optional.

Servers can be also synchronized to any other local or remote UTC ref. clocks using additional 1/O
interfaces: 1PPS (PPM*, PPH*), 10MHz, IRIG-B AM or DCLS, IBM SYSPLEX. Other not std. interfaces
are available on request too.

The main difference between models is a built-in holdover (HO) oscillator (OSC) type. Oscillator
ensures synchronization continuum when timeserver cannot receive GNSS satellite signals. To operate
in HO mode, the OSC must be synchronized to GNSS first. Please ref. to begin of this manual to
understand holdover operation.

Server model NTS5000/NTS5000LITE optionally supports additional Expander 1-4 Network Interface
Card. Each Expander NIC supports 2x GE Ethernet with low level hardware timestamping. Cards are
100% information isolated from each other. Expander nr. 1 (NIC) is very special one. It can operate in
Slave mode for synchronization to other PTP IEEE1588 devices. The hardware PHY timestamping
ensures ultra-high accuracy of synchronization represented in level of tens of nanoseconds [ns].

All Elproma servers support simultaneously 1/0 inputs providing ref. sources of UTC time. However, only
one reference is taken in time following user-definable PRIORITY TABLE and other stays ready for
backup. There is a special priority management system in the WEB SETUP that is letting you maintain
all resources and its priorities. Time ref. sources can be defined into 3 groups of ref. time:

1) GNSS using sub-systems: GPS, GLONASS, GALIELO*, BEIDOU*
2) NETWORK using protocols: NTP, PTP IEEE1588
3) LOCAL CLOCKS using signals: PPS, RS-232, RS-485, IRIG-B

GPS GLONASS

BEIDOU GALILEO

NTP Servers
(WAN/Internet)

OCXO CLOCKS

(1PPS/10MHz) (IRIG-B)

Elproma Time Servers are unique — they take ref. time simultaneously from all available I/O sources
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3. QUICKINFO - Product at arrival

Standard product pack includes:

NTS-x000

L Network Time Server 1pcs.
2 NTS-antenna 1pcs
" | w/ built-in GNSS receiver pCs.

Roof Mounting Kit ; S

3. | Incl. mast H=0,5m, 1set -
Set of screws, handlers etc. I{‘_,, e
Ethernet patch cord

S5 | UTP cat. 5 (2m) 2pcs. p c

6. | Power cable (1.5m) 1pcs. ﬁ

Extra options* (need to be ordered separately):

2nd
& | NTS-antenna extra 1pcs. (see above table)
b. | 2" bove tabl
* | Roof Mounting Kit extra 1set. (see above table)
b ol
NTS-protect = 3
C. 1 set. 5
surge/overvoltage arresters E =
d FO-01 2pcs.
" | Converter electric-2-fibber (1set)

Important Notes!

The antenna cable is not included to product and should be purchased locally (min UTP or STP cat 5).
Manual and software need to be downloaded from web page www.elpromaelectronics.com.
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4. QUICKINFO - Installing hardware

Quick unpacking/mounting steps:

1. Remove all parts from shipped box. Prepare additional tools: (1) RJ45 connectors (pcs.2),
(2) UTC/STP cable cat.5 or above (not included to shipment), (3) Ethernet crimping tool,
(4) screwdriver & scissors.

2. Always mount GNSS receiver (NTS-antenna) on the top point of the roof of building. Antenna
should access possible a 360° sky view (unobstructed view of the sky) to receive all available,
not reflected satellite signals. Do not mount GNSS receiver: on the building wall, on chimney,
near electric engines (e.g. air-condition). Always avoid reflections from any other structures.
The minimum recommended distance from other antennas is at least 2 meters.

W W W
& W " " W
W

0K

OK FINE

NOT GOOD

OK FINE FINE OK

3. Lunch UTP (STP) antenna cable down to datacenter room. Measure and note a total length of
used a cable for future signal delay compensation (4ns/m to be set at server www setup-level).
Cables should not be located in direct neighborhood to any power line. Well done cable
installation should be tested for connectivity and resistance before using. Ensure that building
fire regulations do not volatile. Always consider using overvoltage protection and surge arresters.

4. Mount NTS-surge protection on the back of rack’19 shell. Ensure, it is properly grounded to PE

line (yellow-green marked). Ask, certified authority to assist you at this step, especially if you
are not qualified for electric installations. Always read all safety instructions first!
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5. Crimp RJ45 connectors to terminate antenna cables at time-server side and test connections.

6. Locate Time Serverin rack”19 shell. Please keep min. 1U space to neighborhood other products
that can unexpectedly hit your NTS-x000 timeserver from top and bottom surface.

7. The default setting assumes there are 2x antennas connected to NTS-server. If you use one
antenna, please disable the 2" antenna from device setup level.

1

I 1

. L

| EpE—
1
[
1
—

12345678 EXPANDER #1 EXPANDER #2 EXPANDER #3 EXPANDER #4 EXPANDER #5

ANT 2~ IRIGB_IRIGB_ 10MHz 10MHz _1PPS__1PPS

TIMER TIMER
AT [N ) OUT ] IN ) ouT [ IN [ ouT N ) out (AN (PE
”””””””” il ] e
HRALCHRHR | 7 |
0o G B B —. \____ &
REER

ANT-1/ANT-2 RJ45 (pin) Signals Std. UTP cable color

1 PPS+ White/Orange
2 PPS- Orange
3 ToD+ (TR+) White/Green
4 JAM/SPF- (or DCF-) Blue
5 JAM/SPF+ (or DCF+) White/Blue
6 ToD- (TR-) Green
7 +VCC (+24VDC) White/Brown
8 oV Brown

GND GND Not used

ANT-1/ANT-2 interfaces can be configured individually from setup level
o INPUT supplying ref. time to NTS antenna from GNSS and/or DCF

e OUTPUT emulating NMEA183 to another server
e OFF - port is disabled
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5.

QUICK INFO - Powering Server OFF/ON

Turn ON the power switch located on the back panel of NTS-x000 server. In case of redundant power
each power supply has own ON-OFF separate switch.

I-I i m il m il il Q=
M__ |EEE 1588/P

LEE Sislells ] e WL =

DIGITAL TIME CODE & SYSPLEX
The ANT1/ANT2 RJ45 YELLO LED starts pulse (PPS) max. 1 minute after switching power ON.
Typical firmware start-up time duration takes 1 minute, but this can take longer too. Firmware BOOT
progress can be traced on front panel 6x LED and 2x20 LCD display of front panel.

/ S ELPROMA
46 \

= o 24072013 GPS  12/32

= - . 11:22:59 GNSS 9/32 NTP/IEEE1588 Time Server
IEJ NTS-5000  momenson

- RIG i Setup Keyboard Status Display Dual Holdover RUDIdiUM & OCXO

Observe LCD and LED during BOOT process. Ensure GNSS synchronization is indicated by OK status
(LCD) and green color LED too.

Use front panel KEYBOARD and SETUP device by entering LAN1-2 basic IPv4 configuration.
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6. QUICKINFO - LED Indicators On Booting

Following boot sequence can be observed:

#Lp

Process

Time
duration

(Front Panel - left)

6x LED

LCD display
(Front Panel right side)

ANT1/ANT2
(Back Panel)

OFF-ON

1s

B osc
B s
| BES
|
I
| B
B R

Yellow LED is OFF

HW
INIT

1s

[ Josc
[ Tonss
[ 1res
[
[ Inte
[ e
[re

Vellow LED is OFF

SW
INIT

1s

I osc
I enss
[ 1ps
[
I wre
e
T wis

BOOT
LOADER

<lmin
(60s)

I osc
I Gnss
0 1pes
P
e
e
B R

PULSE

0s
INIT

<5s

Down, Upt Down)

N o

. e
.

0 .
O O .
) [ . e
11 we

(O
READY

<2s

OFF

OFF

OFF

OFF

OFF

osc

GNSS

1PPS

LAN

NTP

Bz pre
[EE3 wie

Yellow LED is OFF
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NET
INIT

<2s

o o P
Ea B [ o~
B3 I [ 1wes
Lo | o SR
Ed EX B v
B3 N [ e
3 B [ re

GNSS RECEIVEING IF
YELLO LED PULSE 1PPS /

NTP
READY

LAN
Link (-)

+1min
(+60s)

[ osc
[ anss
[ 1ees
|
[ e

orF i1

[ mwe

GNSS
READY

+6min
(+360s)
max

[ osc
[ cnss
[ wpes
| v
o e
ofF Jiald

[ me

ToD millisecond accuracy of
synchronization has been started

10

1PPS
READY

+6min
(+360s)
max

[ osc
I cnss
B wees
| Y
- NTP

[l PTP

[ me

Microsecond [us] to nanosecond [ns]
high accuracy of 1 PPS
synchronization has started now

11

IRIG
READY

+2min
(+180s)
max

[ osc
[ cnss
I wees
| Y
B e
il PTP

B wie

12

0osC
READY

+10min
(+600s)
max

I osc
B onss
B iees
|
o e
[ orr ligid
B rs

13

ETH
Link (+)

LAN1
or
LAN2

I osc
I onss
[ vees
e
I e
[orF B
I wrie

YVellow LED pulse
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7. QUICKINFO - Panel Keyboard SETUP

After switching ON power the following screen sequence will appear on LCD display:

Boot Loader V16.0120
Loading

(C) 2019 ELPROMA
elpromaelectronics.com

When booting, the following message will be displayed while dots indicates booting progress:

Loading NTS-5000

You are able to configure the IPv4 address only for LAN1 and LANZ2 using the front panel keyboard. Any
additional LAN interfaces available on different models, can be configured through the web interface or
via WWW or SSH.

Press & hold [OK] Press & hold [OK] [C]

—=| to enter setup === to reset to defaults
LAN1: (disabled) E LAN1: no carrier E ‘
LAN2: (disabled) LAN2: no carrier

Press & hold [OK] for min. 5s. The LANL1 IP address will appear on LCD. Use arrow keys [€2] to select
IPv4 position, and [aW¥] to assign requested value 0-9.

LAN1 netmask:
255.255.255.000

LAN1 IP address:
192.168.001.002

LAN1 gateway:
192.168.001.001

Press [OK] to switch to next screen or press & hold [OK] for 5s to save configuration. You can always
interrupt and quit SETUP w/o saving at any moment by pressing & holding [C]. Repeat above steps
to configure LAN2 IP address:

LAN2 netmask:
255.255.000.000

LAN2 IP address:
010.000.000.002

LAN2 gateway:
010.000.000.001

Once IPv4 address is set, the following screen request is displayed to save setting:

Are you sure?
[OK] - Yes [Cancel] - No

Now NTS-x000 timeserver is ready to communicate via LAN1 (LAN2). Unless you like to provide more
advances setting, the above simple IPv4 configuration is the minimum required to start working server.

If the GNSS receiver remains not synchronized the following INIT information will be displayed on LCD:
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15-07-2018 INIT
23:00:11

Once more than 3 satellites are in view, the GNSS receiver is ready and synchronization is pending:

15-07-2018 OK
23:01:00 SAT A=18/32

If you use 2 redundant GNSS receivers (Antl & Ant2), additional information will be displayed too for B:

15-07-2018 OK
23:01:01 SAT B=19/32

It is frequently that both GNSS receivers can show a different volume of visible satellites.

15-07-2018 GPS 11/32
23:01:17 GNSS 9/32

Following additional information can be provided any time:

Firmware release
NTS-5000 24/06/2024

Environmental DATA is provided periodically:

CPU temperature [C]
+41.5 +36.8 +25.1

CPU temperature [F]
+106,7 +98,2 +77,1

Onboard voltage [V]
+3.32 +5.03 +15.54

Plugging Ethernet cable to LAN1 will trigger Link(+) and following message will be displayed on LCD:

LAN1: no carrier
LAN2: no carrier

LAN1: active
LAN2: no carrier

LAN1: 192.168.1.2
LAN2: (disabled)
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8. QUICKINFO - LCD Messages

If there is no antenna connected to server, the following error screen is displayed on LCD front panel:

15-06-2024 ERRsats
23:35:21 ANT ERROR

Error: no antenna detected, antenna error or cable connection is broken

Time server is requiring min. 3 satellites in order to set localization and time from GNSS. If it receives
less than 3 satellites or quality of satellite signals is not good enough, server will display ERRsats with
specific number of visible satellites at receiver A or B:

15-06-2024 ERRsats
23:38:28sat A=1/12

Error: missing GNSS satellites or bad GNSS geometry (should be min 5-sat visible)

Nevertheless, in both above cases the NTS-x000 automatically switch to HOLDOVER mode.
In HOLDOVER mode, a time is not provided from GNSS but from built-in oscillator OSC (OCXO or
RUBIDIUM - if supported). The Rubidium (Rb) is available for NTS-5000 only. NTS-4000 supports
OCXO. Standard version of NTS-3000 does not include any oscillator and therefore it does not support
HOLDOVER mode.

To provide accurate time in HOLDOVER mode, oscillators (OCXO and Rubidium) must be synchronized
to GNSS first. If server has never reached synchronization to GNSS, the oscillators reminds FREE-RUN
mode and they cannot be use. The NTS-x000 state machine never use oscillators when previously not
synchronized to GNSS. However, if HOLDOVER mode is overdue, the oscillator can drift providing
growing large error to UTC. In some cases, the time overdue is also called a FREE-RUN mode.

The LCD shows only a status of the GNSS antennas. It does not show status of the other time sources
like 1PPS, IRIG, SYSPLEX etc. However, all other time ref. UTC sources can be traced remotely using
built-in software (ntpq). The ntpq is built-in to NTS server and can be accessed by SSH/TELNET setup.

Another kind of “ERR sync” message is possible, if a quality of received satellite signals is not fine
enough. This problem might happen when GNSS signal is noisy, reflected or jammed/spoofed.

17-06-2024 ERRsync
08:02:21sat A=5/12

Error: GNSS not in sync mode

The last, but not least is critical error message - “Error call service”. It highlights device is not operating.

Error call service
+48 (22) 7517680

Error: Device out of order
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9.QUICK INFO - Software Setup LAN (SSH)

NTS-x000 configuration can be done using LAN1 or LAN2 network interface. This also including the
configuration of LAN3-LAN10 (Expanderl1-4) interfaces of NTS-5000/TC models. We recommend to use
SSH protocol. The factory defaults for software SETUP are: Username -> admin; Password -> 12345

SLANL | ip address:192.168.001.002]
LAN2

VLAN

ROUTING ip address: 192.168.001.002

SYSLOG netmask: 255.255.252.000

SNMP gateway: 192.168.001.001

NTP ipvé address: 0000:0000:0000:0000:0000:0000:0000:0000
DATE/TIME prefixlength: 64

TIMEZONE ntp broadcast: 000.000.000.000 key: -1
AUTH ntp multicast: 000.000.000.000 key: -1
RADIUS telnet: yes

DNS ssh: yes

MISC http: yes

Exit https: yes

snmp: yes

Since, PTP LAN3-LAN10 expanders (only for platform 0) interfaces are physically isolated from each
other, the Expander 1-4 configuration goes in special protected mode and via LAN1-LAN2. To configure

PTP LAN3-LAN10 please select PTP:

LAN1
LAN2
ROUTING
SYSLOG
SNMP

NTP
DATE/TIME
TIMEZONE
AUTH
RADIUS
DNS

MISC

Exit
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Esc/F12 - Cant | Enter - select

The new setup (different color) screen appears after selecting PTP item from main setup menu. Different
color indicates fact that you have entered the security zone of NTS-5000/TC. New menu style includes
automatically recognized Expander 1-4 NIC cards. Cards are numbered: PTP1 (Expander 1),
PTP2 (Expander 2), PTP3 (Expander 3), PTP4 (Expander 4). Only cards that are recognized by NTS
system are displayed.

You will need to configure each 1-4 Expander NIC card separately. Each card includes 2 independent
network interfaces: 1x electric (RJ45) and 1x SFP — that can be set to operate fiber-optic or electric
Ethernet signals. The Expander 1-4 NIC are numbered:

Expander #1 supported by: NTS-5000, NTS-TC
LAN3: RJ45 electric GE interface
LAN4: SFP fiber or electric GE interface

Expander #2 supported by: NTS-5000, NTS-TC
LAN5: RJ45 electric GE interface
LANG6: SFP fiber or electric GE interface

Expander #3 supported by: NTS-5000 only
LAN3: RJ45 electric GE interface
LAN4: SFP fiber or electric GE interface

Expander #4 supported by: NTS-5000 only
LANS5: RJ45 electric GE interface
LANG: SFP fiber or electric GE interface

Each of LAN3-LAN10 (Expander 1-4) network interface supports own: IP, MASK and GATEWAY. If
GENTEWAY is not used please keep field empty (filled by zero). Each of Expander 1-4 NIC is
independent microprocessor MASTER with own CPU, RAM, IP-stack and PTP-stack.

Example IP configuration of Expander #1 (LAN3-LAN4).
The LAN3 is labeled ETH
The LAN4 is labeled SFP
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NTS Network Time Server

Reference time: 2019-93-25 18:03:00 Mode MASTER
PTP UTC time : 2819-03-25 18:03:00 Link ETH Down
PTP TAI time : 2019-83-25 18:83:37 Link SFP : Disabled
PTP UTC offset: 37 sec MAC ETH : fcraf:ba:ff:66:7c
Clk states : FREE MAC SFP : fc:af:ba:ff:66:7d
Clk sync : S/N : 826236.5.29151
TOD input : Unstable
PTP Profile PPS input : Unstable
*) Default E2E PPS source: UNKNOW
Default P2P NTP offset: -163.882
Tel G.826 Port
Tel G.827 Mechanism
Power C37. !
Power C37. v Protocol
Custom

10.112.0.254__ | Compatibility
255.255.255.0__|

Gateway

IP sfp 92. timeout

Netmask 2 255.0__ Unicast

Gateway

IP node

Mode (*) Asymetry [sec]

Sync E
Delay

oc Pdelay

Description [lNFsiAzsE Announce

Type %) Ordinary Receipt

boundary DSCP

Two step x] enable SNTP server X

Slave only enable ( ) Unicast
Priority 1 pid _ Manycast
Priority 2 i : Broadcast
Domain (%) Mixed
Time e
UTC offset

seconds
Quality

Class

Accuracy

Variance : <Apply> <Save> <Cancel>

Clepsydra Time Systems (2016)
Esc/F12 - Cancel | F2 - Firmware upgrade | F5 - Apply | F1@ - Save
Expander #1 configuration view (SSH setup via LAN1 or LAN2)
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10. QUICK INFO - Troubleshooting

Problems with PC communication to server.

If any problem with LAN1 or LANZ2, the software SETUP can be executed via RS232 (front panel)
Always keep note, only one interface (LAN1, LANZ2, rs232) can be exclusively used for SETUP in time.

S ELPROMA
s feTime
- osc
e e 24-07-2013 GPS _ 12/32
uw . - 11:22:59 GNSS 9/32 NTP/IEEE 1588 Time Server
—F =0 : NTS-5000 s
= RG Rs232 usEN_ LaN2 Selup Keboard Bhrkis Digpley; Dust Holdever RUbIdiUmM & OCXO
EXPANDER #1 EXPANDER #2 EXPANDER #3 EXPANDER #4 EXPANDER #5
1PPS 1pPS 1pPS 1PPS RIG-B
= -©
[ ] our
Smilil Omll O‘mill Oomil M - |
LAN3  LAN4 LANS LANG6 LAN7 LANS LANS LAN 10 ,,3@ i
IRIG-B__IRIG-B_ 10MHz, 10MHz _1PPS__1PPS T #4 @ REB |
ANTASY ANT 2 IN ) oUT )( IN ) ouT IN [ ouT R out E
oje/eje @5 fof BB
out

DIGITAL TIME CODE & SYSPLEX
TIMER MODEM__ |EEE 1588/PTPVv2

T -

IRIGB IRIGB 1PPS_ _1PP

ANT 1 ANT 2 - ¢ 10MHZ N OPUT
/ \ / \
\ ¥, P,

Only front panel RS232 & LAN2 or back panel LAN1 can be used for text mode terminal SETUP configuration.

\ /Ea

For RS232 terminal communication, please use cross serial cable and connect it to DSUB-9 front
panel connector. Please use on PC following serial configuration set to: 9600, 8, 1, N.

WARNING! You cannot access SETUP using PTP LAN3 - LAN10 (NTS-5000 and LITE only. Expander
1-4).

Note! For Microsoft Windows operating system you might like to choose PUTTY software available
FREE to download from: http://www.putty.org . To ensure displaying correct character set, please
choose in configuration Category->Window->Translation->Remote Character Set the correct setting to
your region. In case e.g. of Central European the correct options will be Win1250 (Central European)

The factory default setting is:

Username: admin
Password: 12345
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Problems with 2 antennas connected to server (very important)
If using 2x redundant antennas simultaneously, please set 15t to BIN mode (DIR-A sub-menu), and 2"
to NMEA text mode (DIR-B sub-menu). Otherwise both antennas can be marked X’ (FALSETICKER).

Tracing visibility of satellite signals
To trace satellites signals, please choose MISC and then GPS option. You should be able to observe
at least min. 5 satellites otherwise synchronization to GNSS is not pending and server is FREE-RUN.

LAN1 UPGRADE -— try firmware upgrade by USB
LAN2 GPS —— show GPS status data

VLAN ANT A DIR —— antenna A socket direction (I)
ROUTING ANT B DIR —- antenna B socket direction (I)
SYSLOG NTPQ —— console ntpg

SNMP Return —— return to main menu

NTP

DATE/TIME UPGRADE [ IDIR-A DIR-B NTPQ Return
TIMEZONE

AUTH

RADIUS

DNS

GMISC |

Exit

LAN1

LAN2 ANTENNA A GPS 6/10 GLN 9/ o

VLAN TIME VALID, LEAP NO WARRNING

ROUTING GPS SNR 50 00 46 00 38 44 00 00 39 29 00 00
SYSLOG GLN SNR 00 00 00 00 00 00 00 00 00 00 00 00
SNMP Lat = 52.346390 N 52720'47.00"

NTP Long = 20.892353 E 207?753'32.47"
DATE/TIME Alt = 89.00

TIMEZONE B

AUTH ANTENNA B NOT CONNECTEDL

RADIUS

DNS
gMISC |

Exit

If GNSS connection is OK, you should see the screen similar to above. If values of signal strength are
zero (00) it means GNSS receiver is not receiving signals. In such case please recheck antenna
installation and restart (power OFF-ON) server. Once the strength is no-zero value, it is good to select
NTPQ menu and trace NTP internal synchronization. The description of using NTPQ is not a part of this
manual and can be find at site www.ntp.org

36



LAN1 UPGRADE -— try firmware upgrade by USB
LAN2 GPS —— show GPS status data
VLAN ANT A DIR -- antenna A socket direction (I)
ROUTING ANT B DIR -- antenna B socket direction (I)
SYSLOG NTPQ -— console ntpq
SNMP Return -— return to main menu
NTP
DATE/TIME UPGRADE GPS DIR-A DIR-B [ Return
TIMEZONE
AUTH
RADIUS
DNS
EMISC |
Exit
ntpq> pe
remote refid st t when poll reach delay offset jitter
xGPS_NMEA(B) LANTL. 81 7 8 377 8.088 -8.088 8.0084
oGPS_NMEA(1) LANT2. 81 5 8 377 8.0008 8.0081 0.0084
*SHM(B) .0CX0. 81 6 8 377 8.0880 8.011 0.004
PPS(2) LEXT. 81 - 8 ] 0.000 9.868 0.000
SHM(4) .IRIG. 81 - 8 %] 8.0608 8.068 0.008
ntpqg> rv
associd=8@ status=8415 leap_none, sync_uhf_radio, 1 event, clock_sync,
version="ntpd 4.2.8p1BR1.3728-0 Thu May 18 21:16:59 UTC 2817 (2)",
processor="1i386", system="UNIX", leap=080, stratum=1, precision=-18,
rootdelay=0.800, rootdisp=1.185, refid=ANT2,
reftime=dd5ff144.a1dd82f2 Sun, Sep 18 2017 19:13:48.632,
clock=dd5ffl4b.beB822b81 Sun, Sep 10 2017 19:13:47.742, peer=63809, tc=3,
mintc=3, offset=0.001099, frequency=49.815, sys_jitter=8.0863815,
clk_jitter=0.004, clk_wander=0.008, tai=37, leapsec=201761018800,
cxpirci201786289999, ELPROMA=NTS-40088/20161028/5SN144180628
ntpg> |

Tracing time ref. resources inside NTS time server using built-in NTPqg diagnostic

Normal operation of server (when antennas are installed correct, and the receiver is decoding satellite
signals fine) the REACH column of NTPQ should not be zero (0). After several minutes of server being
uptime this octal value should REACH number 377. This means GNSS data is correct and the server
synchronization is pending to GNSS. The synchronization is confirmed by displaying displays * or ‘0’
located at the very first column of a table. Once it is done, server starts to synchronize locak oscillators.
It will take another 10-20min to synchronize first OCXO (NTS-4000), and another 10-20 minutes to do
PLL on RUBIDIUM (Rb) oscillator (NTS-5000 only). A HOLDOVER oscillator is ready and locked
(PLL/FLL) to GNSS once NTPQ “pe” command displays *, ‘0’, ‘+’ or -* character at the very first column
of a table. This means oscillator belongs to group of NTP Truechimers (time ref. candidate).
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11. QUICK INFO - Updating Firmware

NTS-x000 firmware update can arrive neither on USB memory, or it can be downloaded from
cryptographically protected cloud. The updating is using secured protocol SSH. For security reasons
firmware updates are not available public and via web service. Any update needs serial number
verification. If you are registered customer will be informed about new firmware and software patches
releases by e-mail. Please ref. to very first chapter “QUICK INFO - About” for details how to register
your e-mail and NTS-x000 product.

Below steps informs how to provide firmware update step by step, and using SSH protocols:

1. Prepare USB flash drive with minimum 128Mb free space (FAT32 formatted)

2. Download nts345.v-yymmdd.img file from cloud and copy it to root folder of USB flash drive
3. Plug-in to NTS-x000 front panel USB connector (upper or lower)

4. Login to NTS-x000 using LAN1 or LAN2 and SSH protocol

5. Go to MISC menu, and select UPGRADE submenu using arrow-keys

6. Follow information on the screen (do not interrupt upgrading process)

7. Once firmware update is done, please EXIT and LOGOUT

8. VERY IMPORTANT! Clear your web browser history and delete all cookies. Restart web broser.
9. Restart your timeserver (power OFF-ON) or make hardware reset

10. The new firmware version should be displayed on LCD after restarting

LAN1 UPGRADE -- try firmware upgrade by USB
LAN2 GPS —— show GPS status data

VLAN ANT A DIR -- antenna A socket direction (I)
ROUTING ANT B DIR —-- antenna B socket direction (I)
SYSLOG NTPQ -- console ntpq

SNMP Return —-— return to main menu

NTP

DATE/TIME geinld GPS DIR-A DIR-B NTPQ Return
TIMEZONE

AUTH

RADIUS

DNS
EMISC |

Exit

Server SETUP via SSH (display view)

Firmware release
NTS-5000 24/06/2024

Note!

The firmware upgrades can be also provided via web browser GUI setup (www). For more details please
ref. to SOFTWARE SETUP chapter.
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12. QUICK INFO - Updating Expanders 1-4

Disclaimer. This chapter is only for NTS-5000/NTS-5000LITE users who have purchased product
equipped with special PTP EXPANDER 1-4 network cards. The strong cybersecurity nature of NTS-
5000 forces all (max. 4) EXPANDER cards to be physically isolated (no TCP/IP communication) from
each other and from main unit. Therefore, the site effect of isolation is fact that also PTP EXPANDER
firmware updates need to be done on different and very special way, described below.

Before upgrading any Expander 1-4 card, please ensure your main unit has been successfully updated
to latest firmware version.

IMPORTANT NOTE!

To update the firmware of Expander #1 network interface card you need to connect directly LAN2 of
main server to LAN3 (SFP) or LAN4 (RJ45) first. Connection must be done directly. No intermedia
Ethernet converters, switches, routers are allowed. For Expander #2 use connection LAN2->LANG,
Expander #3 LAN2->LANS8, Expander #4 LAN2->LAN10. Detected Expander 1-4 cards will appear in
SSH setup:

S ELPROMA
s feTime
osc
= = - R
UW & : NTP/IEEE1588 Time Server
e = ‘ NTS-5000 Sy
RIG e, - Selup Kayboord Hiokss Display Duat Holdever RUbidium & OCXO
i

EXPANDER#1 EXPANDER #2 EXPANDER #3 EXPANDER #4 EXPANDER #5

|
1PPS 1PPS —— 1PPS — 1PPS — 2 IRIG-B
om ‘mill omlE oml A - - |

LAN3  LAN4 LANS LANG LAN7 LANS LAN9 LAN 10 4 ”gﬁ‘TB

a1 TGS G e 10 (TSRS, THER . THER ) Cuws “@'%r | (e |
WaGEsee o w ot w5

LAN1
LAN2
ROUTING
SYSLOG
SNMP
NTP
DATE/TIME
TIMEZONE
AUTH
RADIUS
DNS

MISC

AL

Exit

Please check S/N field first.
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S/N: 027806.5.29151 - no firmware update available
S/N: 027806.5.29151 (UPG) - firmware update is available

If there is “(UPG)” flag just after the serial number. This indicates fact that your last NTS5000 main
firmware update has included also extra subOfirmware update to be load to Expander #1. Please
press F2 to start firmware upload.

HTS MHetwork Time !

Reference time: 2019-10-01 20:10:24 Mode : MASTER
FTE UTC time : 2019-10-01 20:10:24 Link ETH : Down
FTE TAI time : 2019-10-01 20:11:01 Link SFFP : Disabled
PTF UTC offset: 37 sec MAC ETH : foraf:ga:ff:ibc:9e
Clk states : Syncing MAC SFFP : fociaf:iba:ff:oc:9f
Clk sync : SN : 0Z7806.5.29151 (URG)
TOD input : Stable
FFS input : Stable
PFS source: 0OCxO
NTF offset:
Port
Mechanism

Protocol

MNetwork
IF eth o HE e Compatibllity
Netmask
Gateway
IF sfp ] ] ] timeout
Hetmaslk Unicast
Gateway 0.0
IP node
Mode Asymetry [sec]
: Sync
: Delay
Cloclk Pdelay
Description 2 Announce
Type Receipt
DSCP
Two step ] SHTF serwver
Slawve only
Priority 1
Priority 2
Domain
Time Poll
UTC offset SyncE ETH
seconds

<Advanced settings:

<Apply> <Save> <Cancel>
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MTS MNetwork Time Serwver

|ReFerence time: 2019-10-01 20:10:44 Mode : MASTER
| PTP Firmware upgrade |
Current firmware : 29151
New firmware : 29181

Mote! Please connect FTF copper to LANZ.
The default routing during upgrade will be removed

Progress : ——

<Cancel >

Metwork
IF eth Compatibility
Netmask
Gateway
IF sfp ’ P s b timeout
Netmask Unicast
Gateway 8
IF node g
Mode Asymetry [sec]
) Sync
b 2 ? Delay
Clock Pdelay
Description [RNESiERES Announce
Type ol i Recelpt
{ DSCP

Two step : SNTF serwver
Slawve only

Friority 1

Friority 2

Domain 5

Time Poll

UTC offset SyncE ETH
seconds

<Advanced settings>

<hpplys <Saver {Cancel>

How to read EXPANDER firmware rev. number.

There are 3 segments separated by colon e.g. S/N: 027806.5.29151 (UPG), so the constructor of
firmware is X.Y. Z where:

X —is physical S/M of Expander module (027806)
Y- FPGA hardware type (4-M64, 5-M68, 6-M88)
Z — current rev. number of expander software firmware (29151)

Please repeat above steps for each Expander #card separately. Always use LAN2 of main unit to
distribute firmware to specific expander.
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13. QUICK INFO - Restoring Factory Defaults

Setup Keyboard
o« 1 1
c

- -

Front panel keyboard view

Restoring Factory Defaults
Press & hold (at the same time) “OK” and “C” buttons, until following below message will be displayed on LCD.
Press “OK” one more time to RESET product and RESTORE factory defaults, or press “C” to abort the operation.
Following below message will be displaced on LCD and needs to be confirmed [OK] “Yes”

Are you sure?
[OK]-Yes [Cancel]-No

You need to confirm before restoring to factory defaults

Standard LAN1-LAN2 defaults:
LAN1: 10.0.0.210 MASK: 255.255.0.0 GATEWAY: 10.0.0.1
LANZ2: 192.168.0.210 MASK: 255.255.255.0 GATEWAY: 192.168.0.1

Optional LAN3-LAN10 (NTS-5000 only) component settings:

LAN3: 192.168.3.210 MASK: 255.255.255.0 GATEWAY: <no value>
LAN4: 192.168.4.210 MASK: 255.255.255.0 GATEWAY: <no value>
LANS: 192.168.5.210 MASK: 255.255.255.0 GATEWAY: <no value>
LANG: 192.168.6.210 MASK: 255.255.255.0 GATEWAY: <no value>
LAN7: 192.168.7.210 MASK: 255.255.255.0 GATEWAY: <no value>
LANS8: 192.168.8.210  MASK: 255.255.255.0 GATEWAY: <no value>
LANO: 192.168.9.210 MASK: 255.255.255.0 GATEWAY: <no value>
LAN10: 192.168.10.210 MASK: 255.255.255.0 GATEWAY: <no value>

Factory default user and password:
Username: admin
Password: 12345

Software SETUP services defaults:

HTTP ON
HTTPS ON
SSH ON
TELNET OFF
Std. ref. time: GNSS (GPS/GLONASS only)
Interfaces: Defaults Available NTS-x000 modes rs485
Antl (Antenna “A”) INPUT INPUT (aln RJ45
OUTPUT (NTS-4000 & NTS-5000 only) RJ45
DISABLE (NTS-4000 & NTS-5000 only)
Ant2 (Antenna “B”) INPUT INPUT (al RJ45
OUTPUT (NTS-4000 & NTS-5000 only) RJ45
DISABLE (NTS-4000 & NTS-5000 only)

Note! After restoring to factory defaults, please clear your web browser history and delete cookies.
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14. Hardware of NTS

IMORTANT NOTE!
Before reading this part of manual please read Quick Manual “Configure in 5 minutes” first.
Some fundamental basics of setup operations are described earlier and not repeated here.

NTS - SERIES description:

NTS-MPLL. U
M — Model
P — Platform
LL — Number of LAN ports
U — Rack unit size
Model | Description
3 Server without additional oscillators for HoldOver, two GNSS receiver
ports.
4 Server with OCXO oscillator for HoldOver, two GNSS receiver ports
5 Server with OCX0 and Rubidium oscillator for HoldOver, two GNSS receiver
ports.
Platform | Description
0 MainBoard with 500MHz CPU, standard 2x100Mbps RJ45 ports (additional
2x1 Gbps SFP for PTP HW timestamping expanders).
1 Reserved.
2 MainBoard with 1.5GHz CPU, standard 1x 100Mbps RJ45, and 2x1Gbps
SFP ports (optional 2xadditional 1Gbps SFP ports).
3 Reserved.
LL Lan ports counter
3 3 x LAN ports
4 4 x LAN ports
5 5 x LAN ports
etc
U Rack unit size
1U Rack 19 1U
2U Rack 19 2U

For example, Series NTS-5xxx Model NTS-5203.2U — two ports GNSS, OCXO & Rubidium,
mainboard with 2xCPU, 1xRJ45 100Mbps, 2xSFP 1Gbps, Rack 19 2U size.
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The NTS time servers has all very similar front panel view. All products are available under ELPROMA
or branded to CLEPSYDRA brand. Below picture present all family of NTS time servers.

sifetime

safetime

ELPROMA NTS family of time servers (from top: NTS-3000, NTS-4000, NTS-5000LITE and NTS-5000 Rubidium)

There is 2x20 characters LCD Status Display (green colour), 6-key mechanical keyboard for quick setup,
RS232 (DSUB-9 mail) connector for direct SETUP, 2xUSB2.0 interface for firmware upgrade etc. There
is LAN2 connector located on the front panel too. It contains 2x LEDs: green - indicates cable connection,
yellow - flashes while data is being transmitted.
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The front panel view of NTS time server is:

. o _ i Setup Keyboard Status Display CLE P SXDRA
= ees Jr—— R - 24-07-2013 GPS 1232 PSR TRAS
= [ ] 1:22:50 GNSS 9/32 I
= PP NTP/PTP LAN Time Server
werwclopsydratime.com b e
Multi-color LED indicators for quick view over all server software & harwere sync. components
6-Key Keyboard for QUICK SETUP
Special multi-purpose RS232 e.g. for Emulating DCF77 or GPS
2x 20 LCD Display
2x USB 2.0 for Firmware Upgrades and Backups
LAN2 Ethernet 100Base-T
CLEPSXDRA — |
fie sYSTEMS
L www.clepsydratime.com
= SAT
" 24-07-2013 GPS  12/32
= PPS — —
= un -l | 11:22:59 GNSS 9/32 NTP/PTP LAN Time Server
= ';IT: - s 1 = st ieni ELPROMA NTS-5000 s conemsnon
= RIG RS232 use LAN2 otup Keybou! s Dhapley. Powered by Rubidium & OCXO

Standard Front Panel — CLEPSYDRA branded

The back panel of NTS is organized on way there are several I/O referential time sections:

SNCT ] DIGITAL TIME CODE & SYSPLEX
IRIG-B_ IRIG-B 1PPS__1PPS TIMER TIMER MODEM __ IEEE 1588/PTPv2
ANT A= ANT2 9 N oo ) 1OMH2) - i out O IN out LAN1— SIM — ' aNe ) LAN4 || LANS |(PE
= e | ——
N0 e e e O = am ;L I ]
E1 SRR & g

Dual Redundant Antenna ANT 1/ANT2

Digital /O (IRIG, SYSPLEX, T1/E1)

\ Relay/Alarm
AC/DC power

Extended LAN Interfaces PTP/NTP

TELECOM E1/T1
Std. LAN1

Analogue /0 (IRIG-B,10MHz, 1PPS) /7GS I
BN DIGITAL TIME CODE & SYSPLEX /

C
IRIG-B__IRIG-B 1PPS__1PPS i MODEM__ IEEE 1588/PTPv2
E1

me/6/e[6]6]C o

Standard Back Panel
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15. Hardware of NTS-3000

(Standard Version)

CLEPSXDRA

SAT RS232 use .
i 24-07-2013 GPS  12/32 P svsven
e L [E ! 11:22:59 GNSS 9/32 I

PP Jepsrdrotimo.con NTP/PTP LAN Time Server
o "’ ELPROMA NTS-3000

Setup Keyboard Status Display

NTS-3000 (standard) Front Panel

IRIG-B_ IRIG-B 1PPS

W R - B

NTS-3000 (standard) Back Panel

l DIG\TAL YIME CODE & SYSPLEX

Available only based on Platform O

Table describe connectors it’s availability and related into it functions:

Name Connector | Standard | Purpose Availability
Antenna (A) RJ-45 RS-485 | Antenna connector (main antenna) +
Antenna (B) RJ-45 RS-485 | Antenna connector (backup antenna) +

IRIG-B IN* BNC IRIG-B IRIG-B source signal -
IRIG-OUT* BNC IRIG-B IRIG-B output signal -
10 MHz BNC 10MHz | 10 MHz output reference signal -
1PPSIN BNC 1pps 1 PPS (pulse per second) source signal +
1 PPS OUT BNC 1pps 1 PPS (pulse per second) output signal -
TIMER IN DSUB9 RS-232 | 2xPPS (pulse per second) input signal -
TIMER OUT DSUB9 Various | ToD, 1PPS, other TC std. optionally -
LAN1 RJ-45 TCP/IP | Local Area Network (back panel) +
LAN2 RJ-45 TCP/IP | Local Area Network (front panel) +
RS-232 DSUB9 RS-232 | For technical and service purpose +
USB KUSB USB For technical and service purpose +

NTS-3000 (standard) Back Panel picture

NTS-3000 (standard) Front Panel picture
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16. Hardware of NTS-4x00 OCXO

(Standard Version)

Setup Keyboard Status Display

24-07-2013 GPS  12/32
11:22:59 GNSS 9/32

worw.clepsydro

RS232

use
e = [l

CLEPSXDRA

e SYSTEMS

NTP/PTP LAN Time Server
ELPROMA NTS-3000

NTS-4000 OCXO (Standard Version) 1U rack’19 mount Front Panel

DIGITAL TIME CODE & SYSPLEX
IRIG-B_ IRIG-B

33016151 ) W T

DEM__ IEEE 1588/PTPv2

NTS-4000 OCXO (Standard Version) Back Pane
Available based on Platform 0 and 2

Table describe connectors it's availability and related into it functions:

e B

Name Connector | Standard | Purpose Availability
Antenna (A) RJ-45 RS-485 | Antenna connector (main antenna) +
Antenna (B) RJ-45 RS-485 | Antenna connector (backup antenna) +

IRIG-B IN BNC IRIG-B IRIG-B source signal Optionally

IRIG-OUT BNC IRIG-B | IRIG-B output signal Optionally
10 MHz BNC 10MHz | 10 MHz output reference signal +
1PPSIN BNC 1pps 1 PPS (pulse per second) source signal +
1 PPS OUT BNC 1pps 1 PPS (pulse per second) output signal +
TIMER IN DSUB9 RS-232 | 2xPPS (pulse per second) input signal +
TIMER OUT DSUB9 Various | ToD, 1PPS, other TC std. optionally +
LAN1 RJ-45 TCP/IP | Local Area Network — platform 0 & 2 +
LAN2 RJ-45 TCP/IP | Local Area Network — platform 0 +
LAN2-3 SFP TCP/IP | Local Area Network — platform 2 +
RS-232 DSUB9 RS-232 | For technical and service purpose +
USB KUSB USB For technical and service purpose +

The NTS-4000 also comes in a 2U version, which replaces the NTS-5000LITE version

OPTO 3 DIGITAL TIME CODE

MODEM
1 LANG

>8_IRIGB_ _._1PPS S 2 3 Ry : &
N & N B —
—lAIA] - , | [ |
JL i \ s poc | )

NTS-4000 OCXO (Standard Version) Back Panel picture

_ IEEE 1588PTPV2_ o
LAN4 |[ LANS ” |

3

~ ANT 1

O

| S—

N 5 IRIG
ANT 2 P

NTS-4000 (Standard Version) Front Panel picture
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17. Hardware of NTS-5x00 Rubidium & OCXO0O

The NTS-5000 std. (standard) is equipped with dual Rubidium & OCXO holdover oscillator.
Available based on Platform 0 and 2

The NTS-5000 network appliance delivers UTC time directly to the Ethernet network (max. 10x LAN)
using both: PTP (IEEE1588) and NTP protocols

Platform O:

LAN1 and LANZ2 are 10/100Mbps and have special features that are very helpful in maintaining and real-
time monitoring of the NTS-5000 server.

Interfaces LAN3 to LAN10 are optional and support 1GbE Ethernet, acting as autonomous
PTP/IEEE1588 GRANDMASTER or SUBMASTER with hardware timestamping (see “Extended version”
on the next page).

Platform 2:
LAN1 is 10/100Mbps, while LAN2 and LAN3 (LAN4, LAN5 — optionally) are 1Gbps, replacing LAN3 —
LANG6 from platform 0.

CLEPSXPRA

e SYSTEMS

ot ‘ 24-07-2013 GPS  12/32

LAN 11:22:59 GNSS 9/32
s - m -

IRIG RS232

NTP/PTP LAN Time Server
ELPROMA NTS-5000 sncenean o

Powered by Rubidium & OCXO

Setup Keyboard Status Display

NTS-5000 RUBIDIUM+0OCXO (Standard Version) 2U rack’19 mount Front Panel. The LAN2 is RJ45 100/10 Mbps Ethernet

IRIG-B_ IRIG- IEEE 1588/PTPv2

Wiess86 e W = B

NTS-5000 RUBIDIUM+OCXO (Standard Version) 2U rack’19 mount Back Panel. The LAN1 is RJ45 100/10 Mbps Ethernet

w DIGITAL TIME CODE & SYSPLEX

Below table describe connectors it's availability, and related into it functions:

Name Connector | Standard | Purpose Availability
Antenna (A) RJ-45 RS-485 | Antenna connector (main antenna) +
Antenna (B) RJ-45 RS-485 | Antenna connector (backup antenna) +

IRIG-B IN BNC IRIG-B IRIG-B source signal Optionally

IRIG-OUT BNC IRIG-B | IRIG-B output signal Optionally
10 MHz BNC 10MHz | 10 MHz output reference signal +
1PPSIN BNC 1pps 1 PPS (pulse per second) source signal +
1 PPS OUT BNC 1pps 1 PPS (pulse per second) output signal +
TIMER IN DSUB9 RS-232 | 2xPPS (pulse per second) input signal +
TIMER OUT DSUB9 Various | ToD, 1PPS, other TC std. optionally +
LAN1 RJ-45 TCP/IP | Local Area Network — platform 0 & 2 +
LAN2 RJ-45 TCP/IP | Local Area Network — platform 0 +
LAN2-3 SFP TCP/IP | Local Area Network — platform 2 +
USB KUSB USB Disabled (Covered) or firmware upgr. +
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safetime

NTS-5000 RUBIDIUM+OCXO (Standard Version) 2U rack’19 mount front panel.
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18. Hardware of NTS-5x00 LITE (OCXO only)

Note! From 2024/Q3 NTS-5000LITE is replaced by NTS-4x00 2U version

Note! The NTS-5000LITE is low-cost version of NTS-5000 Rubidium. It is powered by OCXO oscillator
only. The difference between NTS-5000 Rubidium and NTS-5000LITE is the RUBIDIUM quantum
oscillator only. The Rubidium holdover ensures STRATUM-1 (ITU-I G.811) STRATUM-1 holdover
operation with full accuracy for 72 hours. Please follow NTS-5000 to configure your NTS-5000LITE
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19. Hardware of NTS-5000 NIC Expanders

Note! Version available only for platform 0O

NTS-5000 provides strong security as each of the LAN modules is 100% information isolated from
another. It is so-called “galvanic” isolation. To improve security NTS-5000 also isolate each network
interface LAN on a software level. Any security compromise on one LAN module will be fully software
isolated from another LAN module. Multiple independent networks and devices requiring separation can
be connected to the same NTS-5000 without worry that a security breach in one network will affect
another network.

On top of NTS-5000, the GrandMaster server supports a special expansion 4 slots for additional network
LAN interfaces. The available expansion modules are:

* 4x 2-port 1GbE Ethernet SFP/RJ45 or SFP/SFP (hardware high accuracy time-stamps)
* 1x 8-port 1GbE Ethernet 8x RJ45 + 1x SFP (software std. accuracy time-stamps)

Expa

] é@iluo @ OWF"D‘; -“: -DWF'_“UO wb ém[—

DIGITAL TIME CODE
R\ B_IRIG-B 10MHz. _1PPS. T\MER

”\M N fnuT K )ug N W oot

4x 2-port 1GbE Ethernet SFP/RJ45 or SFP/SFP

RIG-8_ IRIG-B. 10MHz _1PPS__1PPS. TIMER

'\N“ ""” *’f N Cour [ ouT )N [ our )
Clddddsd &2

1x 8-port 1GbE Ethernet  8x RJ45 + extra 1x SFP

Ports LAN3-LAN10 are optional 1GbE Ethernet (both SFT and/or combined pare of SFP+RJ45 ended
depending on the year of production). They are available via special Extender 1-4 cards.
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20. Hardware of NTS-4/5x00 Custom

Note! Version available only for platform 0O

Elproma is able to customize existing NTS-5000 solutions. The server can be equipped with 1GbE,
10GbE. We are also able to design and manufacture a custom build version of time server that basis on
NTS-5000 platform. Below there is example of NTS-5000 device manufactured since 2008 for Air Traffic
Control application. Compering to standard product below NTS-5000 supports fibber-optic GNSS

antenna and it includes 8x IRIG-B AM distribution channel.

ANT 1 OPTO ANT 2 OPTO
MHz_IRIG-B_IRIG-B IRIG-B_ IRIG-B_ IRIG-B_IRIG-B_IRIG-B__IRIG-|

D@MMM@MM@

IRIG-B_ IRIG-B_ 10MHz 1PPS 1PPS, TIMER MODEM _ |IEEE 1588/PTPv2

BNC DIGITAL TIME CODE & SYSPLEX
ANT 1 ANT 2 —TIMER LAN 1 PE
IN ][ ouT om out LAN 4 LAN 5
o]lo) 0 E:J°°° LI e B
E1

NTS-5000Rb+0OCXO0O w/ 8x IRIG-B distribution panel and 2x FIBER-OPTIC GNSS antenna (back panel)

One of advantages of using IRIG-B AM (analogue modulated) is fact there is no TCP/IP communication
that hacker can break into the system. Therefore, frequently the NTS-5000 with 8x IRIRG-B is used to
supply ref. time UTC over firewall to internal secured networks. Such connection is requiring 2" level of
NTS-5000 working IRIG-B clients. The connection scheme is shown below.

prem— prege— IRIG-B server

@ Q . . umm& MUJ (Public Internet access)
LUULM‘U o - B IRIG-B clients

Sl i)
Isolated internal networks

§3 @3 SeeeEsea
- : [JLL][_UUU' B

) M

Node

10MHz_IRIG-B_ IRIG-B |R|GB !RIGB IRIGB IRIGE |RIGB IRIG

IIN : : { M l ( “ l
BNC DIGITAL TIME CODE & SYSPLEX
2 1PPs TIMER TIMER MODEM__ IEEE 1588/PTPv2
ANT 4 ‘“” ™) o) 0 ou IN ouT LAY LAN 6 LAN 4 LAN 57PE
o0 0 e =T =
E1

T
gynchromzaqa IRIG-B (no TCP/IP) Isolated

.' “ DMH |R|G-B IRIGB |R|GB IRIGB IRIGB IRIGB IRIGB RIGB
""""" BNC
----- DIGITAL TIME CODE & svsPLEx
MODEM IEEE1SEB/PTF 2
i CC ”‘ PE =
o
E1 D D

ANT 2 (IRIG-B_ IRIG-B_ 10MHz _1PPS.

UUEH:HH
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21. Hardware of NTS -5x00 IRIG-B DCLS

Special configuration of NTS-5000 is dedicated for modern smart-grid systems.
The typical unit configuration is:

Expander #1: 2x PTP IEEE1588 Network Interface w/ hardware stamping

Supporting: IEEE C37.238 (incl. IEEE 61850-9-3 via C37.238) — only for Platform 0
Expander #2: 2x PTP IEEE1588 Network Interface w/ hardware stamping

Supporting: IEEE C37.238 (incl. IEEE 61850-9-3 via C37.238) — only for Platform 0
Expander #3: 4x ALARM RELAYS

Supporting alarms: SYNC, GNSS, PWR-A, PWR-B

Expander #4: 4x IRIG-B rs422 DCLS (w/ slide switch 1200hm termination ON/OFF)

1x MOSFET PPS/PPM/PPH - support for Platform 0 and 2
Expander #5: 2x IRIG-B TTL level 5V (w/ slide switch for selecting AM or DCLS)

2x IRIG-B ST Fiber Optic IRIG-B DCLS - support for Platform 0 and 2

=il =il o © o=a
| skl sBH sl s
OI(;ITAL TMECODE&SYSPLEX . —  prrrrroroosorsrsososnl
[ ANT 1 — ANT2 - 'RIS-B '"“’ 1oz, PFS. 0U1 ”‘“ 1| LAN 1 E (PE
. Ol10; @ . Cb} - [ ] " J g

NTS-5000Rb+OCXO0O w/ 4x ALARM RELAY, 4x RS422 (IRIG-B DCLS), 2x Fiber Optic (IRIG-B DCLS), 2x TTL 5V (IRIG-B)

In above configuration, LAN1 & LAN2 are used for monitoring synchronization facility only.
Server receives ref. time from GNSS (ANT-1 and/or ANT-2) and redistribute it via LAN3, LAN4,
LAN5, LAN6 GE interfaces using hardware stamping of PTP IEEE1588. Simultaneously it
generates all IRIG-B outputs in all available hardware standards too.

Typical IED connections scheme is:

[2a]
TB: RS422 (5V/120 Ohm)
BNC: TTL (5V/50 Ohm) ;‘ F * F

IED connection block scheme: (upper) RS422 w/ 120 termination, (lower) TTL 5V 50 Ohm

=
=5
s8

Terminator
R=120 Ohm

atl

Terminator
R=50 Ohm




22. Hardware of NTS - The DSUB9 Interface

Server: NTS-3000, NTS-4000, NTS-5000, NTS-5000LITE, NTS-9000 are equipped with 9pin
DSUB9 connectors providing various of hardware synchronization signals.

The pin-out is:
DSUB-9 CONNECTORS
TIMER
ouT
12 3 435
FEMALE MALE
6 7 8 9

1PIN-1PPSIN (if BNC not used) 1 PIN - 1PPS OUT RS-232 standard

2 PIN - RxD RS232 2 PIN - RxD RS232

3 PIN - TxD RS232 3 PIN - TxD RS232

4 PIN - (reserved) 4 PIN - IRIG DCLS RS485+

5PIN - GND 5PIN - GND

6 PIN - PPS IN + RS485+ 6 PIN - 1PPS OUT RS-485+
7 PIN - 1PPS IN RS-485- 7 PIN - 1PPS OUT RS-485-
8 PIN - (reserved) 8 PIN - IRIG DCLS RS485 -

9 PIN - (reserved) 9 PIN - IRIG DCLS TTL

The back panel view with 2x DSUB9 connectors (DIGITAL TIME CODE)

IRIG-B_ IRIGB_ 44\, 1PPS MODEM__ IEEE 1588/PTPV2 _ oc

i 3)306/6]0 ) W T = B

\ Relay/Alarm
ACIDC power

Digital /O (IRIG, SYSPLEX, T1/E1)

Dual Redundant Antenna ANT1/ANT2

Extended LAN Interfaces PTP/NTP

TELECOM E1/T1
Std. LAN1

Analogue I/O (IRIG-B,10MHz,1PPS) GSM/ISDN/PSTN MODEM

TIMER TIMER MODEM_ _ IEEE 1588/PTPv2

BNC DIGITAL TIME CODE & SYSPLEX
ANT 1 - ANT2 - (RIGBL RIS, 414, “,’,':5 ‘ggf N1~ — sim — O e A A A 2 [ PE
i T =N | D}{DMD} =
E1 ggé
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23. Hardware of NTS-TC (Time Converter)

Converting UTC/TAI time from IEEE1588 to IRIG-B

safetime

NTS-TC (time-converter PTP-2-IRIG) —front panel view

DIGITAL TIME CODE & SYSPLEX

IRIG-B__IRIG-B 1PPS_ _1PPS TIMER
IN out

lelelelele] [ocye
{ SRl

0 o TEII o @

Id rd d 1d

DIGITAL TIME CODE & SYSPLEX
“ ANT 1 ANT2 ¢ oS ‘RO“;'TE\ 10MHzy RS ‘gSTS TIMER L e . @ ‘c
LDe|e|ele|e] o[ > ®:

NTS-TC (time-converter PTP-2-IRIG) — back panel view (max. version w/ 4x RS422, 2x FO, 2x BNC TTL 5V AM/DCLS)

The NTS-time-converter basis on NTS-5000 hardware platform. It is dedicated for time-code
conversions from PTP/IEEE1588 to IRIG and/or (back) from IRIG-B to PTP IEEE1588. Depends on
director of signal conversion, the PTP/IEEE1588 operates in Master or Slave PTPv2 mode. Unit can be
optionally equipped with Rubidium and OCXO holdover oscillator. In case of failing INPUT time-code,
unit can product OUTPUT time base on GNSS or from local holdover oscillator OCXO*. In case of using
GNSS, itis necessary to connect at least one NTS-antennato NTS-TC. This product is 100% compatible

(SETUP level) with NTS-5000 time server therefore, to configure NTS-TC please refer to NTS-
5000/NTS-5000LITE.
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24. Extra Hardware - Redundant PWR Supply

Standard NTS-3000 product is delivered with single power supply, The NTS-4000 and NTS-5000 are
delivered with dual power supply. Device starts automatically after power OFF/ON or any double line
redundant power failure.

BNC DlGITAL TIME CODE & sVSPLEX
IRIG-B_ IRIG-B DEM IEEE 1588/PTPv2
ANTUA T NI2A T I OUT 1omHz) "0 OUT AN i LAN s LAN 4 LAN 5
51

Custom NTS-3000 or NTS-40000cxo with redundant A+B dual power supply
DEM IEEE 1588/PTPv2

33503 el WE EEE = B

Custom NTS-5000 Rb & OCXO or NTS-5000LITE with redundant A+B dual power supply

BNC

WARNING

Elproma time servers can be equipped with various types of AC, DC power supplies
supporting different range of voltage. Before using Elproma product please check the
type of power supply labelled on the back panel of time server.

Important note #1! Standard NTS is delivered by default with power supply
110-230VAC. This power supply also supports DC in range of 120-370VDC.

Following power supplies are available single or dual redundant mode:

20- 70 VDC (max 2A)
110-230 VAC (max 1A) /default std. /
120-370 VDC (max 1A)

Important note #2! The dual redundant power supply needs to be ordered together
with a new NTS product. It is not possible to update NTS later on adding 2" power

supply.
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25. Extra Hardware - Connecting to Cesium
(Based on cesium Model 4400/4500 with 10Mhz connection)

Any NTS family time server can work with external Cesium primary reference of time or frequency. Using
external atomic Cesium (Cs) clocks improves holdover operation ensuring server robust frequency
stability and high accuracy of synchronization. Depends on type of available connectivity this can be
limited to synchronization of frequency (PPS, 10MHz) only or both phase & frequency (ToD + PPS)
Synchronizing UTC (TAIl) phase and frequency requires special version of NTS product to support direct
phase. This chapter describes a connectivity of NTS to frequency reference only — the one that is
supported by standard product supporting PPS, or special customized one supporting 10MHz input.

Important note! Using Cs frequency ref. is requiring at least one GNSS antenna (NTS-antenna) to be
connected to NTS. This is important because a time server needs initial timestamp (ToD — a Time of a
Day) information to operate UTC or TAI time scale. The UTC (TAl) can be also initialized from remote
NTP server using Network Time Protocol.

T

j mN ml ml ml
[ ]

Connecting cesium clock using frequency ref. 10MHz
(standard product support PPS-input only)

- !
IRIGS  IRIG-8 ’E&?\TJ m‘::;:w b Av?;::“ MOOEM__ IEEE 1588PTPV2

AT { our |* ‘ N ot ) LS SM NG ' u.m_\"vuns“""
6 vty oo (T = B
© % ©
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Connecting 10MHz cesium 4400/4500 frequency reference to NTS-5000 input. The same solution can base on 1PPS too.
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26. Extra Hardware - Connecting To 5071A

(Based on cesium Model 5071 supporting PPS alone or PPS+ToD via rs232 connection)

The 5071A Cesium clock support is available at NTS series since year 2006. Early time this functionality
was available for model NTS3000 only. Later it was included to NTS-4000 too. Since 2019, all Elproma
NTS series (NTS-3000, NTS-4000, NTS-5000) can support 5071A Cesium atomic clocks. The 5071A
connectivity can be set using 1 of following 2 schemes:

Scheme #1 (Frequency PPS from Cesium only)

NTS-3000, NTS-4000, NTS-5000 uses only frequency reference 1PPS (BNC) from 5071A.
The initial ToD (date & time — the UTC phase) is provided from GPS. This solution is requiring
NTS-antenna to be connected to NTS time server. The 5071 is used only as a frequency reference and
therefore it does not need to be synchronized to UTC.

GPS

Scheme #2 (Time & Frequency from Cesium)

NTS-3000, NTS-4000, NTS-5000 are using both 1PPS (BNC) + ToD(rs232) from 5071A. In this
connectivity 5071A needs to ensure both UTC time & frequency reference, therefore NTS does not need
to be equipped with (GPS) NTS-antenna. You will need to purchase special software firmware licence
that enables such connectivity. In case of time server NTS-5000 the product and a license are well
known as one bundle product id. NTS-9000. In case of EU market this can include 5071 Cesium too.

NOTE! In Scheme #2 the NTS time server is 100% transparent for PC telemetry dataflow going
from/to 5071A via rs232 interface. Typically, PC is used to run Cesium beam monitoring software.
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Ad. Scheme #1 5071A connectivity
(only frequency 1PPS from Cesium)

The 1PPS alone connection is requiring at least one GNSS antenna (NTS-antenna) or another remote
NTP server to provide initial ToD timestamp necessary to support full UTC time scale (date & time).

Please connect 5071A PPS-output using quality RG58 cable. Use GPS antenna to provide initial ToD
information (date & time).
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Omil ‘mill omil
IRIG-B
LAN3 LAN4 LAN7 LANS LANS9 LAN10 #
ouT
Al 1 ANT 2 IR:ﬁAB IRIG-B_ 10MHz__ 10MHz. 1PPS TIMER TIMER #4 IRIG-B

wESElelle W -6

S ELPROMA

s-feTime

24-07-2013 GPS  12/32

: = - 11:22:59 GNSS 9/32 i
AN : . NTP/IEEE1588 Time Server
= =1 | NTS-5000

LAN2

Setup Keyboard Stotus Display

RS232 uss Ousl Holdover RUbidium & OCXO

PPS reference is provided directly from 5071A. The initial ToD information is supported from GNSS.

In above connection scheme, the initial ToD (Time of a Day) is taken from GPS receiver connected to
ANT1 (or ANT2). It can take several minutes (depends on quality of received GPS signals) before NTS
server gets ready to synchronize to 5071A PPS. Once the NTS server is lock to GPS, it will start to
synchronize to 5071A using PPS frequency reference, and it does not need GPS reference anymore.

Alternatively, the initial ToD information can be taken from another (remote) NTP server using network

interface LA N1 (or LAN2). In this case your server will temporary reduce STRATUM to N-1 (where N
means a STRATA of remote NTP server providing initial ToD information to your server). Once the ToD
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initialization (NTP) is done, your server will switch to PPS. Reference from 5071A increasing STRATA
to STRATUM 1 operation. Once this information is done, you will not need remote NTP server anymore.

SERIAL PLATE

001 Hi Performance

@ maaniien © | @ Wioen waray | @
s
o

ouTPUTS [y—

\] 4 N
l\ & 413 d8m 80 v 5071A|[
- | @ Port . Sine Waver A\ gk
l o) L ® - WARNING w
= | Sasesem . @

o1, ervcastie parts

Tictes all sorvicg to
nan ] pt ol

.
CAUTION

METRIC & CH HAROWA RE
ASUL T SE RACE MANLA

REMOTE NTP SERVER

EXPANDER #1 EXPAN EXPANDER #3 EXPANDER #4 EXPANDER #5
1PPS 1PPS 1PPS S IRIG-B
Omm Il Omm Omm Il mili O
out 8 outr ouT’ IRIG-B

LAN3 LAN4 LAN LAN7 LANS LANS LAN 10 OU:I'

IRIG-B_ IRIG-B_ 10MHz__10MHz,

CEEEHEE e S ]

SELPROMA
sifeTime

= OsC
W GNSS
w 1PPS E -
= U i NTP/IEEE1588 Time Server
- PR = u NTS-5000 e
= IRG Rs232 USB  LAN2 Ous Holdover RUbIdiUM & OCXO

Singe frequency reference 1PPS synchronization of NTS. The initial ToD is taken from another (remote) NTP time server

Scheme #2 - Installing special version of NTS with Cesium 5071A using both: PPS + ToD

Elproma has developed solution that supports simultaneously 5071A using both: ToD timestamps and
PPS frequency reference. Such dual PPS + ToD synchronization to 5071A does not need any GPS
receiver nor remoted NTP server. Furthermore, you will not lose cesium telemetry facility due to fact
NTS-x000 behaves 100% transparent for all Cesium data and PC requests.
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Connecting NTS-x000 to 5071A using PPS + ToD. Please use RG58 (PPS) and serial RS232 cable (D-SUB9 ended) cables.

Preparing 5071A. Find 1PPS-out and RS-232 (D-SUB) interface on the back panel of 5071A. Please
connect BNC RG58 cable to PPS-out of 5071A. Then please install RS-232 cable.
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OUTPUTS —— »

+13 dBm 500Q
Sine Wave "\

Properly connected cables to 5071A: PPS (BNC) and RS-232 (D-SUB9) — the 5071A back panel view

Connecting 5071A and NTS-x000. Please connect RG-58 (PPS) cable to back panel BNC of NTSx000
labeled PPS-in, and connect RS232 cable to NTS-x000 front panel D-SUB9 connector as presented.

EXPANDER #1 EXPANDER #2 EXPANDER #3 EXPANDER #4 EXPANDER #5
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mili omili ‘mili omil A -
LAN3  LAN4 LANS  LAN6 LAN7 LANS LAN9 LAN10 P 'RO"S‘TB

IRIG-B
IRIG-B_ IRIG-B__ 10MH 1PPS NPPS TIMER TIMER #4
ANT 1 - ANT 2 (RR8, IRES, 10Nz, 100 N[ OWT IN ouT ol out | (PE H
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o 1PPS_ 1PPS  1PPS

M-S __TIMER
" . T ouT

4
'r/;.

Connecting PPS (BNC) and ToD RS232 cables to NTS (the NTS-x000 back panel view)

Connecting PC to NTS-x000. Please connect RS232 cable to back panel TIMER-IN of your NTS-x000.
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Connecting PC to NTS-x000 using rs232 interface

HIGHLIGHTS:

The PC is connected to back panel D-SUB9 connector of NTS-x000.
The 5071A is connected to front panel D-SUB9 connector of NTS-x000.

Your NTS-x000 behaves 100% transparent for all Cesium data and PC telemetry requests.
You will be able to trace Cesium telemetry data on your PC automatically.
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Software SETUP.

You are now ready to make one step software setup configuration.
Please execute your favorite web browser to access NTS-x000 software setup using HTTPS

Select “System” from main MENU, then please choose a last row labeled “HP5071A Ref clock”.

(o] ELPROMA Network Time Server : NTS-SOOO (15258644)
2024-08-02 09:23:56 UTC

Dashboard (&) System: Time

GNSS1 ) )
Server Time (UTC) Time Zone
GNSS2 —settime————_ set

Network Date [yyyy-mm-dd] Time [hh:mm:ss] Time Zone

e R © ®

HP5071A Refclock

Baudrate of
ROUTE Enabled Pure Cesium RS-232 port

PTP1 L e ®

. License key:
Services i

NTP Sync Sources:
IRIG/1PPx Enabled: ¥
Notifications -
1 ANT2
System
Security 2 ANT1
DNS

. 3 NTPIP
Time R

Antenna PPS IN
Monitoring S

Factory reset PTP1

PTP2
APPLY CONFIG

IRIG IN
LoGoUT

The after 2019 setup view

Please select “HP5071A Ref clock” checkbox labeled “ENABLE” to be ON.
This will let NTS-x000 time server begin to receive timing-data from 5071A via rs232 interface.

By clicking ON checkbox labeled “PURE”, you will ensure there is no other ref. source of UTC time to
be considered by your NTS-x000. This means only 5071A will be your reference of time and frequency.
Saying in other words, by selecting PURE=0N, you ensure exclusive use 5071A cesium clock input.

Set correct baudrate (the default baudrate is 300).
Please save setting and restart NTS-x000 server.

You are now ready to use NTS-x000 with 5071A Cesium Clock.
To continue your configuration please refer to software SETUP.

Older software SETUP version (models 2004-2018).

Select “Services” from menu - then please choose “NTP”.
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Select checkbox PURE to ensure the 5071A is the only ref. source of time for NTS-x000.
Set correct baudrate (the default baudrate is 300).
Save setting and restart NTS-x000 server

SELPROMA

Antenna direction
Firmware upload
GPS status data
Save settings

Logout

NTS Configuration Panel

Cesium 5071A

& Pure 5071A

Setting this option disables all other refclocks and backup
servers, Cesium is then the only time source

Baudrate: (300 | ¥
Select the speed of Cesium RS-232 port

NTP Peer 1 (Backup server 1)

Enabled
Set this option to enable peer 1 server querying

Error
Enter address here (server mustbe a STRATUM i)
NTP MDS5 Key enabled

Set this option to enable encrypted communication with
specified peer

Enter MD5 Key here

NTP Peer 2 (Backup server 2)

Enabled
Set this option to enable peer 2 server querying

Error
Enter address here (server must be a STRATUM 1)

Www.ntp-servers.com

Old 2004-2019 setup view
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27. Extra Hardware - GNSS NTS-antenna

Time server is equipped with 1pcs. of NTS-antenna, however it can support max. 2pcs.
Antenna is delivered with complete mounting set including mast, mounting grip, screws. The receiver
will sync automatically with the satellites available after activation without the intervention of the user.
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GNSS-receiver (board)

DOME (disassembled) bottom view

NTS-antenna scheme and components

i . @l D . J® ¢

Standard NTS-antenna is made by vandal resistant DOME housing. Inside there are:

GNSS coil antenna w/ 38dB signal gain (located on special RF reflector plane),
Replaceable GNSS receiver board supporting GPS, GLONASS, BEIDOU,GALILEO,
(selectable ON/OFF to operate exclusively mode GPS-only, GALILEO-only, GPS+GALILEO,
GLONASS-only, BEIDOU-only, GLONASS+BEIDoU+GPS)

Round /O frequency converter to electric signal rs485 w/ 1PPS support (RJ45 ended)

Elproma offers various of exchangeable GNSS-receiver boards each powered by different GNSS
receivers. The NTS-antenna is connected to NTS using UTP (unshielded) or STP (shielded) cat.5 cable.
The UTP/STP cable is not included and needs to be purchased separately. Elproma always recommend
to use external environment version of cable. The maximum distance for single antenna is 0.7km from
NTS time server. Using 2pcs. independent NTS-antennas ensure GNSS hardware redundancy, but also
it is improving cyber security of solution. Using 2pcs. of antenna enables “geographical” diversification
of shortrange jamming/spoofing risk of attack. Antennas can be configured on way will automatically
recognise GNSS jamming/spoofing. It will then send the alarm down to server and antenna will switch
OFF. Server will continue then in oscillator holdover mode and antenna stays waiting until end of
jamming/spoofing. Special algorithm is sensing quality of 1PPS signal selecting correct time reference.

NTS-antenna

j-,

NTS-antenna #1 max. 1.5 km NTS-antenna #2

max. 0.7km } max. O.ka
1 » ,
) NTS Time Server I S I

NTS Time Server

Single NTS-antenna distance is limited to 0.7km. Two antennas reduces risk of jamming/spoofing (“geographical” protection)

Antenna is also prepared to protect anti-jamming/spoofing on another way. The antenna system is built
according to the principle that if the system has no reception of external time signals, the risk of external
interference is non-existent. Therefore, the antenna (includes receiver) is switched on only for very short
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periods and in between an ultra-stable oscillator is used as the time base. The GNSS receiver is
switched on for one or two short intervals per day. The specific security policy needs to be discussed
with local security authorities. When, the receiver is connected, the received time is checked from
several aspects such as time deviation, short and long-term drift, and precision. If all criteria are met,
the time is accepted and used for correction of the oscillator and for distribution. If the time for any
reason does not meet the requirements, the receiver is disconnected, and an alarm is created.

The 2x antennas can be connected on max. distance of 1.5km from each other, enabling “geographical”
risk diversification of using portable shortrange jamming/spoofing devices when distance is min. 50m.

RJ45 - TAB Dowm
i S e B |

Y

—_

12345678 EXPANDER #1 EXPANDER #2 EXPANDER #3 EXPANDER #4 EXPANDER #5

IRIG-B_IRIG-B_ 10MHz 10MHz _1PPS__1PPS

ANT 1= - nT2 (RSB IRGS, 10Nz, 1, ARRS - R — T — — o0t AN "F'F H
vy (i ee/e|e/e|e|wnen g

ANT-1/ANT-2 RJ45 (pin) Signals Std. UTP cable color

1 PPS+ White/Orange
2 PPS- Orange
3 ToD+ (TR+) White/Green
4 JAM/SPF- (or DCF-) Blue
5 JAM/SPF+ (or DCF+) White/Blue
6 ToD- (TR-) Green
7 +VCC (+24VDCQC) White/Brown
8 oV Brown

GND GND Not used

ANT-1/ANT-2 interfaces can be configured individually from setup level

o INPUT supplying ref. time to NTS-antenna in one of modes:
o BINARY mode (default), supporting leap second (secured mode)
o NMEA183 text mode, not supporting leap second (unsecured)

e OUTPUT emulating NMEA183 to another server

o OFF - port is disabled (the antenna power is OFF)
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QELPROMA Network Time Server safetime

2019-07-10 15:23:31 UTC admin
Dashboard (= System: Antenna
GNSS1 —Ant 1 direction
GNSS2 Direction Visibility Delay

Disabied v] o i ff e - B8

—Ant 2 direction

Network
) Direction Visibili Dela:
NTP
IRIG/1PPx
SNMP/SYSLOG

System

Authentication
DNS

Time

Antenna

Logout

APPLY CONFIG

LED indicators

There are 2x LED (red & green) on the back panel of NTS time server (ANT1, ANT2) RJ45 interfaces:

GREEN LED STATUS

OFF NTP daemon not started

ON NTP daemon started

BLINKS (NTS-3000 and -4000) Synchronized to OCXO (if option applicable)
Synchronized to 1PPS from external BNC connector,

BLINKS (NTS-5000) Rubidium or OCXO (if option applicable)

RED LED STATUS

OFF No GNSS signal

ON Synchronized to GPS (NMEA)

BLINKS Synchronized to GPS (1PPS)

Mounting NTS-antenna

When mounting the antenna, ensure the antenna has a clear view of the full horizon and is at least 2
meters away from telecom, energy transmission sources which may interfere with reception. Avoid the
direct path of any microwave links.

W W W
& W " " W
W

oK

oK FINE

NOT GOOD

oK FINE FINE oK

“OK” — recommended places, “FINE” — acceptable for multipath-mitigation version, “NOT GOOD” — do not install there
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When mounting NTS-antenna, please ensure all
the mast and bracket are properly grounded to
ECB - The Grounded Central Earthing Bus.
This must be achieved by employing a certified,
low impedance connection (a broad, flat lightning
conductor strap of sufficient thickness to provide
adequate mechanical durability) able to carry the
thousands of amperes which may flow. Attaching
to: DATA CENTRE the antenna mast and mounting clamp onto a pole
which is correctly grounded is the recommended
method. Optionally another 2" lightning arrester, a
of NTS-protect-2 system should be mounted where
the antenna cable enters the building and properly
grounded to earth termination.
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2. EXtra Hardware - Lighting NTS-protect

Introduction

As the NTS-antenna is a roof mounted device to ensure clear view of the sky. The cable is UTP Cat5+
offering max. 700m connectivity without signal amplifier. With shielding STP Cat 5+ cable version the
distance is up to 1.4km. Therefore, it is likely to be exposed to lightning strikes. The protection against
this is afforded by ensuring adequate grounding of all mountings as described below. The NTS-protect
basis upon the rule of voltage compensation in accordance with IEC 61024-1 standard. It stipulates
upholding safe levels of overvoltage that will not damage the insulation in all protected electrical 1/0
circuits of the NTS-x000 servers.

The NTS-protect system has been designed so to be in compliance with the regulation Journal of Laws,
No. 75 of June 15, 2002 items 180 and 183 providing that wiring systems should secure against
switching overvoltage and lightning surge, and that voltage limiters shall apply thereto.

The Lighting Arrester

Elproma uses Weidmuller lighting arrester type 1348590000 as a basic component of NTS-protect.
This product has been well laboratory tested and it is approved for using with all NTS Time Servers.
It is ultrafast (1ns switching time), low latency (630 picosecond delay) surge and overvoltage breaker.
It is metal housing and therefore, a vandal resistant too. Device is IP20 and can operate -50C to +85C.

ANTENNA ANTENNA

unprotected
unprotected

:

DIN-rail/ Rack"19
must be grounded

: ® | ©

protected

— 6 protected

SERVER SERVER ANTENNA SERVER

The view of lighting arrester from Weidmuller, it is very important to ground (PE) arrestor and plane a way of antenna cabling.

IMPORTANT NOTE! The lightning arresters are never 100% efficient, a residual attenuated electrical
pulse being transmitted down the antenna cable, may still contain sufficient energy to damage
equipment within the building. Therefore, it is very important to PE ground it and plane a way of cabling.

For above reasons, the 2" (NTS-protect-2 configuration) or even the 3 (NTS-protect-3 configuration)
lightning arresters might be considered at the begin and at the end of the antenna cable. There are 3
versions of NTS-protect system:

1) NTS-protect-1 (std) called NTS-protect, a single arrester system mounted at rack”19 cabinet

2) NTS-protect-2 (extended) NTS-protect-1, plus extra arrester at the entrance of a building
3) NTS-protect-3 (max) NTS-protect-2, plus extra 3" arrester mounted to antenna mast
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= When mounting NTS-antenna, please ensure all

b @ the mast and bracket are properly grounded to
ok ECB - Grounded Central Earthing Bus. This must
b4 be achieved by employing a certified, low
og impedance connection (a broad, flat lightning
=S o conductor strap of sufficient thickness to provide
EDDD: adequate mechanical durability) able to carry the
o oo thousands of amperes which may flow. Attaching
ooo to: DATA CENTRE the antenna mast and mounting clamp onto a pole
Egl:ln: which is correctly grounded is the recommended
o oo method. Optionally another 2" lightning arrester, a
0o oo of NTS-protect-2 system should be mounted where
000, the antenna cable enters the building and properly
g = | grounded to earth termination.
RS

The NTS time-server communicates with the GNSS NTS-antenna module via low-signal circuits of the
voltage levels not exceeding up 24VDC. The transmission is carried out through std. UTP or STP cat5+
cable of a core diameter equaling 0,5 mm.

Mounting NTS-protect-1

This is default std. single arrester protecting system. The installation is shown on below picture.

CEB
Central Earthing Bus

to: DATA CENTRE

The housing of surge
arrestor must be

- 7 well grounded to PE

T ] via DIN-rail/rack”19

a .

from:
Antenna

Installation:
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Ensure the NTS-server is power-OFF.
Ensure disconnecting antenna cable from ANT1 (or ANT2) RJ45 interface of NTS
Mount DIN-rail on the bottom back part of rack”19 cabinet. Ground it PE to rack”’19 cabinet

Connect NTS-antenna RJ45 to unprotected (top) signed RJ45, and NTS-x000 to protected
RJ45 (bottom) connector of the surge arrester. Use std. RJ45 configuration as described in
antenna installation chapter. All arrestor connections a both side pin-2-pin (1-1 etc.).

PwnNE

DIN-rail mounted on the backside of rack”19 cabinet must be grounded (PE)

Mounting NTS-protect-2

This is additional 2 arrester mounted on the antenna cable at the enter to the building.
The NTS-protec-2 includes NTS-protect-1 therefore please refer to previous chapter for instllation
instructions. The 2" arrester should be mounted as near as possible to enter to the building and must
be grounded to PE or to external CENTRAL EARTHING BUS.

‘ Additional 2"d arrestor
CEB Ab
Central Earthing Bus Jff
R

8 can be considered at
a the building entrance

— from: Antenna

i to: 2nd optional
e ARRESTOR

The housing of surge
arrestor must be
well grounded to PE
via DIN-rail/rack”19

from: 2nd

Installation:

1. Ensure the NTS-server is power-OFF.
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Ensure disconnecting antenna cable from NTS-antenna and from ANT1 (ANT2) RJ45
Mount 2"¢ arrester near place antenna cable goes into the building and ground it.
Ensure grounding (min. PE) of surge arrester. Best if grounded to CEB.

Connect NTS-antenna RJ45 and plug antenna into ANT1/ANT2 of NTS time server

vk wnN

Mounting NTS-protect-3

This is the 3 extraordinary arrester mounted to the mast of NTS-antenna. This option includes
NTS-antenna2. (and intermediate automatically it includes NTS-antenna-1 too) so please ref. to
previous pages of installation guide first. Actually, the NTS-protect-3 change from std. NTS-antenna to
one with extra 3 arrester mounted on the mast (see below). Currently Elproma does not support
waterproof (IP-65/IP-68) housing for 3 arrester (IP-20). Please purchase housing locally.

to: DATA CENTRE

R

to: DATA CENTRE

NTS-antenna (NTS-protect 1 & 2) NTS-antenna at NTS-protect-3
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; — W S \
= & Extraordm
) Addltlonal ARRESTOR #2
\ " 8\ RRESTOR #Odcan /) can be considered at the
c % f::ﬁfﬁﬂi )~ Slldihs hirnc )/
U /pL

" to: 2nd optional
ARRESTOR

The housing of surge
arrestor must be
well grounded to PE

j\r;:‘ész‘rrgg CIEE Y via DIN-rail/rack”19 to: DATA CENTRE
L

NTS-protect-3 installation diagram. The NTS-protect-2 (NTS-protect-1) should be installed first.
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29. Extra Hardware - Fiber Optic Converter

i Introduction

The FO-01 enable fiber optic NTS-antenna connectivity to NTS-x000 (any server model). It is requiring
4pcs. of multi-mode fibers to supporting: ToD-in, PPS-in, ToD-out, PPS-out. Minimum configuration is
requiring pair of FO-01 device: one for Master (sender) to support NTS-antenna, 2" Slave (receiver) to
support NTS-x000 server. More advanced configurations enable functionality of sharing single
NTS-antenna between multiple NTS-x000 time servers.

The max. fiber connection distance is 1.5km (1 mile) end-to-end device. No intermediate devices such
as: switches, routers, splitters, amplifiers are allowed between FO-01 devices. To ensure NATO
standards of cyber-security the FO-01 scheme and BOM is available on request for security auditors.
The FO-01 device is symmetric, and it does not meter if it will support antenna or server. However, in
case of NTS-antenna side FO-01 converter requires extra external power supply 24VDC. The FO-01
time server side is powered directly from NTS-x000 via RJ45 electric interface.

The FO-01 is ready to use device, fully automatic unit with auto configuration.

multi-mode fibers — 4X ST

. § W

Out

ToD PPS

SELPROMA

PWR OUTPUT INPUT

|— PPS -in

ToD-in
—— PPS -out
ToD-out
PWR
Multi-SAT Antenna Time Server

i o + + %) X + +
s:5532¢8 8 z:0538¢¢
TETCHIToID Y3 TEEEETnED

o - .
RI4 | |
TB
UTP or STP cable UTP or STP cable

FO-01 Electric-2-Fiber Connector. Antenna side requires external power supply +24VDC connected via terminal block (TB)

78



. Intercom multi-mode fiber connection

To connect pare of FO-01 devices please use 4pcs. of multi-mode fibers max. 1.5km and connect

them using crossed configuration as presented below:

E!E - +5dd (1)
ooy 4 2 el H ,z:ﬂé} 1
[V R = =] < o
= 3 = cc & [ wvriv)
(6)ToD- | = (@] o b © | (s)
(s)iame | 5 = v = P £ | oL@
(a1aM- | Gn ) =% =1 o= = | | wm
([l [B17oD+ | B - o =% o §§ nE|
2) PPS-
o 2 [—Ii o 3 1[[:11 - D B 83 2
= -_ &
3 9z g 5 z = “E o
E M
— +24VDC "3 ’—.E §._| g - Janvzs Ll
ov
i - g ‘O3 | |
ow (=4 <
T 5 > (@] 3 I +5dd (1)
E (8)0v 55 Gn? ) [ ] £ g -giiig I
[ 43 5 o o | i
l\::Tuo- 2 (9] g wv = g -+ (5]
i |2 s |2 1 3 c 3|
(] |(3)Ta0+ | 2 = =1 - ot g
(2)pps- | @
(1) PPS+ E
Intercom fiber connection of single pair of FO-01
. Connection Converter To Server

You can use both ANT1 and/or ANT2 server interface RJ45 for connecting FO-01 to NTS-x000 time
server. In this configuration FO-01 is powered directly from NTS-x000 time server interface. The max.
UTP/STP cable connection between FO-01 and NTS-x000 is limited to 0.7 km.

EXPANDER #3
1PPS

Omil

LAN7 LANB

EXPANDER #1
1PPS

Omil

LAN3 LAN4

EXPANDER #2
1PPS

‘mil

LANS LANG

ANT 2, RIGB_IRIGB 10MHz 10MHz _1PPS__1PPS

EXPANDER #4

1PPS

omil

LANS LAN 10

@MMMMMMM@ -

Time Server PIN

RI45 data

(8) ov

RI45

==

—

BuUUY 1VS-INA

(7) v+

1
1
1
C

HMd
no-goy
no- 5dd

(6) ToD-
(5) JAM+
(4) JAM-

uj-qoL

ul-Sdd

(3) ToD+

(2) PPS-
(1) PPS+

ANdNl LNdLNO dMd

YWOUd1IE

Sdd
ino

1l

aoL
o Ul

il

uj

Tl
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EXPANDER H5
IRIG-B

2@ our
(:)IRE-B
. out
" @ IRIG-B
out

IRIG-B8
out

&

PE:

WARNING!

Do not use external power
supply for FO-01. Converter
is powered directly from
NTS-x000 ANT1 or ANTZ
RJ45 interface.



. Connection Converter To Antenna

When connecting NTS-antenna and FO-01 there is necessary to use external AC/DC power supply.
The max. UTP/STP cable connection between FO-01 and NTS-antenna is limited to 0.7 km.

FNERETT BUUSIUY 1VS-BINIA

UMd ——
mno-qof —
N0- Sdd

fitr ﬂ_l |

INdNI  LNd1NO Y¥YMd

VWOYd1I S

Sdd goL
oy ille) uj

N IRY SR S

You can use UTP cat 5. On max. distance of 0.7km from FO-01 supplying NTS-antenna. This side requires external power supply 24VDC
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SOFTWARE SETUP WWW

Setup WWW



30. Software WWW - Login

IMPORTANT NOTE! New web setup is not compatible with Internet Explorer (IE) browser. All other
browsers are supported. Elproma recommends Chrome and Firefox web browsers.

New web SETUP is available via LAN1 or LAN2 interface only. Other interfaces as LAN3-LAN10* does
not support software SETUP directly, and they can be configured via LAN1-LAN2 only. Please connect
your PC to LAN first, and ensure it operates in same IPv4 subnet. The factory defaults are specified
earlier in chapter “QUICK INFO — Restoring Factory Defaults”. Only single exclusive access is available
per single server. If you access it via LAN1 the setup will not be available via LAN2 or RS232 etc. Please
type LAN1 (LAN2) IPv4 address in your favourite web browser. Press the lock icon located in right upper
corner of screen to activate LOGIN screen. The user default login and password are:

Username: admin
Password: 12345

and click LOGIN button located below.

SELPROMA _ sofetime
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31. Software WWW - Main Screen (SCADA)

Directly, after successful LOGIN the main DASHBOARD screen appears.

a Network Time Server ) .
safetime
E LPROMA 2019-07-10 11:45:55 UTC admin
Dashboard —Hardware status
GNSs1

GNSs2 Onboard voltage [L]

Network
+3.39+5.11 0OCXO0: 42.5
LAN
Services System uptine: 8D 09:24:06
NTP
IRIG/1PPx L
SNMP/SYSLOG [ System info
stname N NTS firm QCXo firm b firm. RIG In firm IRIG Out firm
System TESTKB 15012197 20190622 1560960719 3.24 1478718164 1477935552

Authentication

DNS -‘—Sys(em status

J LAN2 B ANT ANT2 -
10.1.0.225 192.168.0.233 = gIn:6/9
Antenna gpsi10/16

" LAN
Time '
Logout (—NTP Charts

I clock offset [ms] [ jitter rms [ms] freq offset [ppm]
APPLY CONFIG

The DASHBOARD of a new SOFTWARE WWW setup keeps basic SCADA monitoring functionalities.
The following parameters corresponds real-time to data available on physical front panel of NTS-x000.

QELPROMA Network Time Server Sgafetimg

2019-07-08 21:03:35 UTC

—Hardware status
Dashboard

GNss1
GNSS2 B9-a7-2819 0K
Hetaor B5:83:36 SAT B=19/25 OCXO0: 528

Lot System uptine: 7D 06:41:47

(—System nfo

PTP4 TESTK NTS-5000 15012197 20190622 1560960719 ¢ 1478718164 1477935552
Services

NTP —System st tus
=

IRIG/1PPx 10.1.0.225 192.168.0233 - gn:9/9
gpsi10/16

SNMP/SYSLOG
System

Security

DNS

Time

Antenna

Logout
safetime

6x LED indicators (from left: OSC, GNSS, PPS, LAN, NTP, PTP, IRIG)
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a Network Time Server safetime
ELPROMA 2019-07-08 21:03:35 UTC : admin
—Hardware status
DELLLLELS ]
GNSS1
GNSS2 GNS B3-a7-2819 0K
Network A5:83:36 SAT B=19/25

LAY System uptine: 7D 06:41:47

e —

PTP4 TESTKB NTS- 5000 15012197 20190622 1560960719 1478718164 1477935552

NTP —System status

=)
1010225 192.168.0233 - gn:9/9
gpsi10/16

IRIG/1PPx

Services ‘

SNMP/SYSLOG
System

Security

DNS

Time

Antenna

Logout
safetime

2x 20-character green colour LCD display with date & time, and GNSS satellite basic status

QELPROMA Network Time Server Sﬁfetimﬁ

2019-07-08 2 U

—Hardware status
Dashboard

GNSS1 )
GNss2 NSS B3-87-2819 0K
B35:83:36 SAT B=13/25 0CXO0: 5

Network

Lot System uptine: 7D 06:41:47

—System info

PTP4 ‘ TESTKB NTS-5000 15012197 20190622 1560960719 .. 1478718164 1477935552

Services

NTP (—System status
IRIG/1PPx 10.1.0.225 192.168.0.233 - gin:9/9

gps:10/16
SNMP/SYSLOG

System

Security
DNS
Time
Antenna

Logout
safetime

Temperature information (every 5 min. visible on LCD)
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QELPROMA Network Time Server Sﬁfetimﬁ

2019-07-08 21:03:35 UTC

—Hardware status
Dashboard

GNSS1

GNss2 83-a7-2813 0K
Network B35:83:36 SAT B=13/25

o System uptine: 7D 06:41:47

PTP1

PTP2

PTP3 —System info

PTP4 TESTKB NTS-5000 15012197 20190622 1560960719 ¢ 1478718164 1477935552
Services

NTP (—System status

IRIG/1PPx 10.1.0.225 192.168.0.233 gin:9/9

SNMP/SYSLOG gps:10/16
System

Security

DNS

Time

Antenna

Logout
safetime

Model (e.g. NTS-5000) available on LCD after power-on. Also located on the right side of front panel

QELPROMA Network Time Server Sﬁfetimﬁ

2019-07-08 21:03:35 UTC

—Hardware status
Dashboard

GNss1
GNSS2 B9-a7-2819 0K
Network B5:83:36 SAT B=19/25

Lot System uptine: 7D 06:41:47

(—System info

PTP4 TESTKB NTS-5000 15012197 20190622 1560960719 . 1478718164 1477935552
Services
NTP (—System status

=3

IRIG/1PPx 1010225 1921680233
SNMP/SYSLOG

System
Security
DNS
Time
Antenna

Logout
safetime

Serial number available on LCD after power-on. Also located on the back-panel S/N sticker
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QELPROMA Network Time Server Sﬁfetimﬁ

2019-07-08 21:03:35 UTC

—Hardware status
Dashboard

GNSS1

GNss2 83-a7-2813 0K
Network B35:83:36 SAT B=13/25

o System uptine: 7D 06:41:47

PTP1

PTP2

PTP3 —System info

PTP4 TESTKB NTS-5000 15012197 20190622 1560960719 ¢ 1478718164 1477935552
Services

NTP (—System status

N AN = »
IRIG/1PPx 10.1.0.225 192.168.0.233 - gin:9/9

SNMP/SYSLOG gpsi10/16
System

Security

DNS

Time

Antenna

Logout
safetime

Firmware serial available on LCD after power-on. Also available as KEYBOARD command sequence

QELPROMA Network Time Server safetigpﬂg

2019-07-08 21:03:35 UTC

—Hardware status
Dashboard

GNss1
GNSs2 B9-a7-2819 0K
Hetwork B5:83:36 SAT B=19/25

L System uptine: 7D 06:41:47

PTP1
PTP2
PTP3 —System info

PTP4 ‘ TESTKB NTS-5000 15012197 20190622 1560960719 324 1478718164 1477935552

Services
NTP —System status
=

) N L=
IRIG/1PPx 10.1.0.225 192.168.0.233 - gin:9/9
gps:10/16

SNMP/SYSLOG
System

Security

DNS

Time

Antenna

Logout

IPv4 address & LANZ2 front panel LED indicator (flash green when Ethernet network cable connected)
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a Network Time Server safetime
ELPROMA 2019-07-08 21:03:35 UTC : admin
—Hardware status
DELLLLELS ]
GNSS1
GNSS2 B3-a7-2819 0K
Network A5:83:36 SAT B=19/25

LAY System uptine: 7D 06:41:47

—System info

Services

NTP (—System status
N N = -
10.1.0.225 192.168.0.233 - gin:9/9
gps:10/16

IRIG/1PPx

PTP4 ‘ TESTKB NTS-5000 15012197 20190622 1560960719 1478718164 1477935552

SNMP/SYSLOG |
System
Security
DNS
Time
1 77
Antenna LR XOROROKOK)

Logout

IPv4 address & LAN1 back panel LED indicator (flash red when Ethernet network cable disconnected)

QELPROMA Network Time Server safetime

2019-07-08 21:03:35 UTC admin
—Hardware status
DELLLLELS ]
GNSS1
GNSs2 B9-a7-2819 0K
B5:E3:36 SAT B=19/25 OCXO: 52.8 ¢

Network

LAY System uptine: 7D 06:41:47

—System info

PTP4 TESTKB NTS-5000 15012197 20190622 1560960719 1478718164 1477935552

Services
—System status
= -

10.1.0.225 192.168.0233 - gn:9/9
gpsi10/16

IRIG/1PPx

NTP ‘

SNMP/SYSLOG |
System
Security
DNS
Time

77
Antenna CEOROXO) ‘\0:.\ e

Logout

ANT2 back panel LED indicator (blank is NTS-antenna disconnected), and number of SAT is display
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SELPROMA

Network Time Server safetime
2019-07-08 21:03

—Hardware status

admin
Dashboard

GNSS1

GNSS2

83-a7-2819 0K

s B5:03:36 SAT B=19/25

LAN

PTP4

NTP

IRIG/1PPx

System uptine: 7D 06:41:47

—System info

TESTKB NTS-5000 15012197 20190622 1560960719
Services

1478718164 1477935552
—System status

10.1.0.225 192.168.0.233 -

gn:9/9
SNMP/SYSLOG |

System

gpsi10/16

Security

DNS

Time

Antenna

Logout

lo @ © (© @ @f_\ )

ANT1 back panel LED indicator (blank is NTS-antenna disconnected)

IMPORTANT! Please note, when NTS-antenna disconnected also do not forget to disable software
setup level interface, otherwise a RED colour LED will flesh generating false alarm.

SELPROMA

Dashboard
GNSS1
GNSS2

Network
LAN
Services
NTP
IRIG/1PPx
SNMP/SYSLOG
System
Authentication
DNS
Time

Antenna

Logout

APPLY CONFIG

Network Time Server

2019-07-10 15:23:31 UTC
&)

System: Antenna
—Ant 1 direction
Direction Visibilit Delay
—Ant 2 direction

Direction

Visibility Delay
Input NMEA GPS/GLOANSS v “% ns

ANT-1 is disabled at Antenna Submenu item, ANT-2 is enabled and set to text NMEA183 mode
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32. Software WWW - Saving & Exit Config

Save the settings using disk icon (1) and save it permanently by “Apply config” button (2). To quit the
setup please use blue “Logout” button.

QELPROMA Network Time Server : NTS-5000 (15195733)

Dashboard
GNSSs2
Network
LAN
VLAN
PTP-LAN
CARP
ROUTE
PTP1
Services
NTP
IRIG/1PPx
Notifications
System
Security
DNS
Time
Antenna
Monitoring

Factory reset

APPLY CONFIG

LOGOUT

2024-06-24 07:49:14 UTC
c LAN interfaces
LANT BACK-PANEL
—Interface
Enabled
v

DHCp 1PV 1Pu4 1Pv4 gatewy

mask
« 3@ T O
IPv6
B B 8 5 B B B RS- -
|

(ofo@H B H

safetime

EN DE FR PL dmin (O

®

—NTP Broadcast———————————NTP Multcast —m——m——mmmm™¥¥@¥¥Xm0404 4 0 - 4 4 4 4 m-7v:7 7 0 0 0 0 0 0 0 0 0 0 0

b)

| Range

Enabled
—Services

NTP Telnet HTTP
< ] <

LAN2 FRONT-PANEL

—Interface

Enabled
|
pHcp |Pv4 add |Pvd mask IPv4 gatew

o BN N o N ofo |
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33. Software WWW - Setting GNSS & Antenna

: Single NTS-antenna System

The following screen is available if one antenna is connected (e.g. ANT-1):

QELPROMA Network Time Server

2019-07-11 11:31:41 UTC

Dashboard Connected Constellation Latitude Longitude Altitude Visibility

GNSS1 YES GPS: 7/19, Glonass: 6/9 52.3464 20.8922 757 m 100%

GNSS2

w

Network

w
&

3 IS
N
N
I |
s
a
Iq

LAN
PTP1

»
N

PTP2

i
N
N

Services

>

I a

w

Iw.
°

NTP
IRIG/1PPx

nN
S
a
o

SNMP/SYSLOG

N
S

System

N
w
ale

»
3

Authentication

DNS

~
N
|l w
N

~
)
w
(]

Time
Antenna

Logout

APPLY CONFIG

Glonass GPS

If antenna is not connected (e.g. ANT-2) the following screen appears after selecting GNSS2:

QELPROMA Network Time Server safetime
2019-07-11 11:31:59 UTC admin
Dashboard Connected Constellation Latitude Longitude Altitude Visibility Map
GNSS1 100%
GNSS2
Network
LAN
PTP1
PTP2
Services
NTP
IRIG/1PPx
SNMP/SYSLOG
System
Authentication
DNS
Time

Antenna

Logout

APPLY CONFIG

IMPORTANT NOTE!
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In case of using single antenna (ANT-1 or ANT-2), disable not used interface:

QELPROMA Network Time Server

2019-07-11 11:32:27 UTC

Dianbogn &5 System: Antenna
GNSS1 (Ant 1 direction

GNSS2 Direction Visibili Dela
Input BINR NVO8 GPS/GLONASS W % ns
Network

Ant 2 direction
LAN Direction Visibilit Dela

PTP2

Services
NTP
IRIG/1PPx
SNMP/SYSLOG
System
Authentication
DNS
Time
Antenna

Logout

Keeping both antennas enable, when only ANT-1 (or ANT-2) is present, will trigger the front panel GNSS
LED fleshing RED. This indicates a phantom problem with 2" (not existing) antenna. Please take care
to disable not used antenna I/O when only single antenna system is deployed.

SELPROMA Network Time Server safetime

2019-07-11 09:58:51 UTC

Dashboard —Hardware status

GNSS51
GNSs2
Network
0OCXO0: 46.5 °C
LAN
Services System uptine: 9D 07:37:01
NTP

IRIG/1PPx

SNMP/SYSLOG [~ System info

F T e V L: SN NTS firm. OCXO firm. 3 irm. RIG Quit firmr
System TESTKB NTS-5000 15012197 20190622 1560960719 1478718164 1477935552
Authentication

DNS —System status
- — |

AN AN -
10.1.0225 192.168.0.233

Time gnin

Antenna

Logout —NTP Charts

I clock offset [ms] [N jitter rms [ms) freq offset [ppm]
APPLY CONFIG

Redundant NTS-antenna System (2x antenna)




The following looks like screens appear when double antenna system (ANT-1, ANT-2) is in use:

QELPROMA Network Time Server safetime

2019-07-11 11:31:41 UTC admin
Dashboard Connected Constellation Latitude Longitude Altitude Visibility Map
GNSS1 YES GPS: 7/19, Glonass: 6/9 523464 20.8922 100% Q
GNSS2
Network
LAN
PTP1
PTP2
Services
NTP
IRIG/1PPx
SNMP/SYSLOG
System
Authentication
DNS
Time
Antenna

Logout

APPLY CONFIG

Glonass GPS

QELPROMA Network Time Server

2019-07-11 11:50:55 UTC

Dashboard Connected Constellation Latitude Longitude Altitude Visibility
GNSS1 GPS: 10/15, Glonass: 9/9 52.3464 20.8923 A 50%
GNSS2

Network
LAN

Services
NTP
IRIG/1PPx
SNMP/SYSLOG

System
Security
DNS
Time
Antenna

Logout

APPLY CONFIG

Glonass GPS

IMPORTANT NOTE!

In case of using 2 antennas, please set each of them to different operation mode:
E.g. ANT-1 in BINR, and ANT-2 in NMEA mode. Never use the same MODE for both antennas.
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QELPROMA Network Time Server

2019-07-11 11:55:38 U
Dashboard (o
GNSS1 —Ant 1 direction

GNSS2 Direction ibility - Delay
Input BINR NVO8 GPS/GLONASS ¥ % ns

Network
—Ant 2 direction

System: Antenna

LAN e
Direction

Services Input NMEA GPS/GLOANSS ¥ -

N )
IRIG/1PPx
SNMP/SYSLOG
System
Security
DNS
Time
Antenna

Logout

APPLY CONFIG

QELPROMA Network Time Server safetime

2019-07-10 11:45:55 U admin

Dashboard —Hardware status
GNSS1
GNSS2
Onboard voltage [L]
+3.39+5.11

Network
0CX0:425°C
LAN
Services System uptine: 8D 09:24:06
NTP
IRIG/1PPx

SNMP/SYSLOG [~ System info
am M NTS firmr OCX0 firm R RIG In firm IR J m

System TESTKB NTS-5000 15012197 20190622 1560960719 . 1478718164 1477935552

Authentication

DNS ;System status
N L AN / -
10.1.0.225 192.168.0.233 = 8l 9
Antenna gpsi10/16

Time

(—NTP Charts

I clock offset [ms] [ jitter rms [ms] freq offset [ppm]
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: Antenna Modes: In, Out (Emulating NMEA 183)

Each antenna (ANT-1, ANT-2) can operate in INPUT or OUTPUT mode. The output mode emulates
antenna in std. GPS NMEA 183 mode, providing ref. time (PPS & ToD) from NTS-x000 to another
device. This is very useful when considering over firewall connection between 2 or more timeservers.
In fact this can be one of way to use a public NTP-server to provide alternative backup ref. of time into
internal time servers operating inside secured network. This technique can be also be used for remote
auditing purpose of internal operating network appliance NTS-x000.

-

(é% GPS, GALILEO, DCF7?

AL
Dial-up a_(
Time Service A
a 8
Or——m—— —_— 3
NTP public thme

NTP, SNTP, TSP (RFC3161)

Servers

QELPROMA Network Time Server

2019-07-11 11:58:49 UTC

Dashboard (& System: Antenna
GNSS1 —Ant 1 direction

GNSS2 Direction Visibility - Delay
Output NMEA simulation v % ns

Network
—Ant 2 direction
LAN

Direction Visibility [EY
NTP ;
IRIG/1PPx
SNMP/SYSLOG
System
Security
DNS
Time
Antenna

Logout

APPLY CONFIG

In above example, the ANT-1 interface will be set to OUTPUT (NMEA183) mode, and the ANT-2 stays
operating in INPUT mode (requiring NTS-antenna to by physically connected). Please apply config
changes and safe your configuration for effective use of new configuration.

Also, considering the INPUT settings, you can choose a different GNSS constellations subset.
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QELPROMA Network Time Server : NTS-5000 (15258644) safetime
2024-08-02 09:28:48 UTC EN F admin ()

Dashboard c System: Antenna ®
GNSS1 —Até84p 21— " ——/ @ /@ /
GNSS2 ‘ Di Predefined position Timescale Visibility Delay

7 -auto mode (ecommended uev] w8
INPUT = NM_EA 38‘_:00 Latitude Longitude Altitude
OUTPUT - simulation NMEA 38400 52.388866 20.721773
OUTPUT-simulation CCSA 9600
Disabled

Network

¥ GALILEU
ROUTE @ BEIDOU
@ SBAS
® Qzss
Services @ IMES

PTP1

NTP Antenna 2

IRIG/1PPX Direction Predefined position Timescale Visibility Delay

INPUT - auto mode (recommended) ¥ m% m

Model: Furuno / GT88 Latitude Longitude Altitude

System Constelation; 52388828 20.721830 817

Security @ GPS
¥ GLONASS

DNS @ GALILEO

BEIBOU
@ 5BAS
Antenna ® Qzss
MES

Notifications

Time

Monitoring

Factory reset

System automatically recognizes the build in GNSS receiver. Depends on type of receiver chip your
server is equipped, a new system like GALILEO, IRSS, IRIDIUM can be use too. Some of satellite sub-
systems or functionalities are requiring additional licenses to pay separately.

Elproma optionally offers a various of different GNSS receivers supporting GPS, GLONASS, BEIDOU,
GALILEO* o any combination of above systems. We also offer on request a multicarrier receiver
supporting frequencies L1/L2/L5:

Metal plate

RJ45

DATA

q
|

Exchangeable GNSS modules for NTS-antenna

Each module basis on different GNSS receiver from different ELPROMA qualified supplier vendor. This
functionality is very useful when requirement for new satellite system evolves in time. In such case there
are not needs to replace all time-server to new one. The replacing technique is crucial to ensure cyber-
security and “plan B” for unexpected problem like many vendors experience.
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: Presenting visibility of GNSS satellites

Sometimes, it is just simply not possible to locate your antenna perfectly to let it view all 360
degree of the sky. In such case, you might like to indicate this fact by setting your own visibility
filter on radar. The 100% visibility looks following:

Network Time Server safetime
2019-07-13 17:38:00 UTC PL  admin (/
Dashboard Connected Constellation Latitude Longitude Altitude Visibility
GNSS1 YES GPS: 12/15, Glonass: 9/9 52.3464 20.8923 779 m 100%
GNSS2

>
w

Network

w
F
7]

N
~

LAN

>
Iy

PTP1

i

Services

NTP

IS
2

IRIG/1PPx

"

>
>
)

SNMP/SYSLOG

»
«

»
(]

System
Security

DNS

w
w
ii
o

Time

ﬁ.ﬁ ‘
‘ 8
N
| w
| 311

Antenna

Logout

N
i {
a
2w
)

Glonass GPS

Network Time Server safetime
2019-07-13 17:37:41 UTC PL  admin ()

Dashboard (= System: Antenna
GNS51 —Ant 1 direction

GNSS2 Direction Visibility Delay

Network L
(—Ant 2 direction
LAN

Direction Visibility Delay

Services )

NTP

IRIG/1PPx

SNMP/SYSLOG
System

Security

DNS

Time

Antenna

Logout

APPLY CONFIG

The 50% visibility gives following effect when green colour field indicator moves to centre:
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Network Time Server

Dashboard Connected Constellation Latitude Longitude Altitude Visibility
GNSS1 YES GPS: 12/15, Glonass: 9/9 523464 20.8923 785m 50%
GNSS2

Network

LAN
PTP1

w

iii

Services

w
~

NTP

w
alw
>

IRIG/1PPx

N
w

SNMP/SYSLOG

a
@

»
Iy

System
Security

DNS

|

Time

2

Antenna

ii

Logout

I

Glonass GPS

k Time Server
131 uTC

DEELLEN] System: Antenna
GNSS1 —Ant 1 direction

GNSS2 Direction \ ity Delay

Network L
(—Ant 2 direction
LAN

Direction Visibility Delay
Services -
NTP
IRIG/1PPx
SNMP/SYSLOG
System
Security
DNS
Time
Antenna

Logout

The 25% visibility gives following effect when green colour field indicator moves to centre:
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QELPROMA Network Time Server safetime

2019-07-13 17:46:43 UTC PL  admin (!

Dashboard Connected Constellation Latitude Longitude Altitude Visibility Map

GNSS1 GPS: 11/15, Glonass: 8/8 52.3464 20.8923 786m 25% Q
GNSS2

Network

LAN

a (R
N

||~

» »
a

I mI

PTP1

]

Services
NTP

IRIG/1PPx

SNMP/SYSLOG
System

Security

DNS

Time

»
=

Antenna

Logout

w
©

iii

M ‘
i

Glonass GPS

Network Time Server
2019-07-13 17:45:56 UTC

Dashboard System: Antenna
GNSS1 —Ant 1 direction

GNSS2 Direction Visibility Delay

Network L
(—Ant 2 direction
LAN

Direction Visibility Delay

Services

NTP

IRIG/1PPx

SNMP/SYSLOG
System

Security

DNS

Time

Antenna

Logout

: Compensating cable length delay

IMPROTANT NOTE! The cable compensation works only for BIN antenna mode. The NMEA
mode currently does not support cable delay compensation.
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The NTS-antenna includes built-in GNSS receiver. It computes position and time based on the position.
However, the signal must travel through a potentially long UTP (STP) cable before it reaches the
NTS-x000 time server. The typical delay for most UTP (STP) cables is 1.5417 ns per foot. For a 30 ft
cable, the delay would be 1.5417x30 = 46.25 ns. If uncorrected, the NTS-x000 estimates of UTC would
be 46.25 ns later than a properly calibrated unit. For the SI metric system please assume a cable delay
is 4.5 ns each cable meter. Therefore, for a max. cable length of 700m the compensation delay should
be set to 3.15 [us] (microsecond). The final delay compensation you can store at server WWW setup:

Network Time Server safetime
2019-07-14 10:01:51 UTC PL admin ()

Dashboard = System: Antenna
GNSS1 —Ant 1 direction

GNSS2 Direction Visibility Delay

Network
—Ant 2 direction
LAN

Direction Visibility Delay

Services

NTP

IRIG/1PPx

SNMP/SYSLOG
System

Security

DNS

Time

Antenna

Logout

APPLY CONFIG

Above example present delay compensation 450ns for 100-meter UTP cat. 5 cable used
between NTS-antenna and time server NTS-x000.

NOTE! You will need to save your configuration and apply changes in setting first.

. Setting Synchronization priority time resources
All Elproma servers support simultaneously both ANT-1 and ANT-2. In fact, it receives simultaneously
data from all /O inputs providing ref. sources of UTC time. Switching between the ref. sources does not
impact the server time output (note! This is a valid assuming all references are operating same time
scale as UTC). However, only one reference is taken in time following user-definable PRIORITY TABLE
and all other sources stays ready backup.

You can choose using TIME menu item, whatever ANT-1 or ANT-2 will keep priority in synchronization:
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Network Time Server safetime
2019-07-14 08:27:09 UTC PL  admin ()

Dashboard
GNSS1
GNSS2

System: Set time

Server Time UTC
—Set time
Network Date [yyyy-mm-dd] Time [hh:mm:ss]
n ®

PTP1 S

urces: OK
Services Enabled: g
NTP —Source priority

IRIG/1 PPx 1 ANT1

SNMP/SYSLOG ’
ANTZ
System
Security PPS IN
DNS S
Time PTP1
Antenna
PTP2
Logout

IRIG IN
APPLY CONFIG

NTPIP

You can swap between antennas priority ANT-1/ANT-2 by clicking green upper/down arrow of each item:

Source priority Source priority

1 ANT2 1 ANT1

IRIG IN IRIG IN

: Monitoring synchronization status of antenna
(please ref. to below chapter)
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34. Software WWW - Setting Network

To configure network interface please connect your time server to PC using LAN1-LAN2.

The NETWORK menu presents all sync. resources with its current priority and status.

The 15t column marks “0”,

”ouxn

indicates current source of time. Other candidates are market

“+” or “-“, Table presents also other data useful to examine performance and status of syncing.

SELPROMA

PERLLLEL]
GNSS1
GNSS52

Network
LAN
PTP1

Services
NTP
IRIG/1PPx
SNMP/SYSLOG

System
Security
DNS
Time
Antenna

Logout

Network Time Server
2019-07-14 uTC

c Network statistics

NTPQ

Status Remote Delay [ms] Offset [ms]
22.0.00
0.0.0.0

192.168.1.3

127.127.20.1

127.127.22.2
127.127.283
127.127.28.0
127.127.28.4
127.127.28.5
127.127.40
192,168.1.2

PTP

PTP cacr Clock state Clock sync TOD in PPS in UTC offset

1

Jitter [ms]

o

@ 2 o o @ @ o e

Time PTP

Time ref

Time UTC

If your server is equipped with Expander 1-4 PTP IEEE1588 cards, the bottom part of screen
includes a list expander cards and its data:

Network Time Server

SELPROMA

Dashboard
GNSS1
GNSS2

Network
LAN
PTP1
PTP2
PTP3
PTP4

Services
NTP
IRIG/1PPx
SNMP/SYSLOG

System

Security
DNS
Time
Antenna

Logout

APPLY CONFIG

&

NTPQ
Status Remote

127.127.20.0

127127222
127127283
127.127.28.0

127.127.40

PTP
PTP card Mode
MASTER FREE
MASTER FREE
MASTER FREE
MASTER FREE

Clock state

Clock sync
NO
NO
NO
NO

2019-07-14 09:29:53 UTC

Network statistics

Delay [ms]

TOD in
Unstable
Unstable
Unstable

Unstable

PPS in
Unstable
Unstable
Unstable

Unstable

101

Offset [ms]

UTC offset
37
37
37
37

Jitter [ms] Poll

Time PTP
2019-07-14 09:30:30
2019-07-14 09:30:30
2019-07-14 09:30:30
2019-07-14 09:30:30

8

Time Ref
2019-07-14 09:29:53
2019-07-14 09:29:53
2019-07-14 09:29:53
2019-07-14 09:29:53

safetime

admin

Time UTC
2019-07-14 09:29:53
2019-07-14 09:29:53
2019-07-14 09:29:53
2019-07-14 09:29:53




LAN1-LAN2 (std.) - Platform 0

IMPORTANT NOTE!
Configuring Time Server is requiring exclusive access by single interface at time.
Only single LAN in time can include GATEWAY (LAN1 or LAN2).
LAN1-LANZ interfaces are 10/100Mbps and they support software stamping NTP and PTP.

QELPROMA Network Time Server safetime

2019-07-14 10:06:03 UTC admin
Dashboard [
GNSS1

LAN interfaces (0]

LAN1

GNS52 —Interface

Network Enabled IPv4 address 1Pv4 mask IPv4 gatewy IPv6 address 1Pv6 prefix

" ="' I [ K I BTSN KO 3 G A B

PTP1 (—NTP Broadcast ————————————————————————————— NTP Multicast

5TP2 Enable Range Enable encryption MD5 key ID || gnaple Range Enable encryption MD5 key
- IO - HE - oaoEn .
—Services
PTP4 TP
Services ”
EUE LAN2

IRIG/1PPx —Interface

SNMP/SYSLOG Enabled |Pv4 address IPv4 mask IPv4 gatewy IPv6 address IPv6 prefix

system « [0 3 o§oR Ry ] e
Security (—NTP Broadcast—————————————————————— —NTP Multicast

e Enable Range Enable encryption MD5key ID_ || gnaple Range Enable encryption MD5 key

—Services

Time
Antenna NTP Telnet sS SNMP
Logout i -

APPLY CONFIG

LAN3-LAN10 (optional Expander 1-4 for NTS-5000/TC)
Platform 0

IMPORTANT NOTE!
Configuring LAN3-LAN10 is only possible via LAN1 or LAN2 interface at time.
Each LAN can include own GATEWAY (LAN3- LAN10).
LAN3-LAN10 interfaces are 1GE and they support hardware stamping PTP IEEE1588
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QELPROMA Network Time Server safetime

2019-07-14 10:19:30 UTC admin

Dashboard (- PTP interface 1 ®
s ev/ptp1)
GNSS2 —Profile

Network MAC mode Mode
"

.—IP ffh—m————M8M8M8M8M8 ———————————————————————————————— —IP SFP

Mask Gateway Mask Gateway

3.3 5. E1 e 1. 1. 1 | 6. . B ) I -

P
HBE! —Cluck PIP—///————————————————————————————————————————————— —Clock Quality

PTP4. Description Two step Priority 1 Priority 2 Domain Class Accuracy  Variance

NTP

SNMP/SYSLOG L
—SNTP Server ———————————— ¢ i —————— —IP Master Node

System
Y Enable Mode U enable Offset IP address

securtty s v]o - (o B o B oloj

DNS
Time
Antenna

Logout

APPLY CONFIG

: PTP IEEE1588 configuration

NTS-5000 and NTS-TC can be equipped with additional network interfaces, supporting hardware
stamping PTP IEEE1588. There are max. 4x NIC (Expander 1-4 cards), each includes 2x LAN (1GE)
supported by Rj45 and SFP interface. Expander cards 1-4 are available only for Platform 0. In Platform
2 they have been replaced by LAN2, LAN3 and LAN4, LANS as an option

For Platform 0 Expander 1-2 can operate both: grandmaster & slave PTP IEEE1588. Expander 3-
4 are only able to operate as grandmaster. All cards are automatically recognized by NTS-5000/NTS-
TC system and added to main menu. Master/Slave is set for all expander, so if you choose to operate
Expander1 card slave, both LAN3 and LAN4 will operate slave too. To choose MASTER or SLAVE mode
(LAN3-LANG) select from profile menu:
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QELPROMA Network Time Server safetime

2019-07-14 10:59:39 UTC admin

Dashboard C PTP interface 1 ®

GNSS1
PTP1 (/deviptp1)
GNS52 —Profile

Network MAC mode Mode

o EER st

p — lave .
— IP Eth S 1P SFP

Mask Gateway 3 Gateway
PTP2

P
192 168§ 1 W 211 2552552550 19 211 2552552550 Y o Wo B ol ol

AE —Clock PIP—8M8M8 M  —Clock Quality

PTP4

Description Two step Priority 1 Priority 2 Domain ss Accuracy  Variance
Services ECE - EEE EE O | O EE

NTP

IRIG/1 PPx ec oto ibility Timeout [s] Un|(ai| Asymetry [s] Sync DE|dV Pdelay Announce Receipt DSCP
SAMPISHSLOG o] 0]

(—SNTP Server————————— —Time———————————— —IP Master Node
System .
Enable Mode 0 UTC offset enable O IP address

security « (N0 OIS . _ (o B o B o R o)

DNS
Time
Antenna

Logout

For Platform 2 each LAN 2-5 can operate as MASTER or SLAVE (SLAVE is depending on the
firmware version)

Choose specific interface ETH or SFP you want to configure for each Expander 1-4 car: PTP1.. PTP4.
(platform 0)

QELPROMA Network Time Server safetime

2019-07-14 10:59:23 UTC admin

DEELLLETS] [ PTP interface 1 ®

GNSS1
PTP1 (/deviptp1)
GNS52 —Profile

Network MAC mode Mode

an vEm

—IPEth————  SFP
PTP1
P ETH+SFP Gateway Gateway

m 5220 v o B oBoffo] o ssassasso_ v oo B o o]

PTP3
PTP4

criptic Two step Priority 1 Priority2 _ Dc Accurac Va”an:p

NTP ~—Port PTP

IRIG/1PPX Mechanism Protocol  Compatibility Timeout [s] Unicast Asymetry [s] Sync Delav Pdelay Announce  Receipt DSCP
NMPIEYSLOG 2= v I uop v Jort v [ Disable V] o o :]

= —SNTP Server————————————Time———————————— —IP Master Node
stem
Y Enable Mode 0 UTC offset enable Offset IP address

e Irr 1T

DNS
Time

Antenna

Logout

Choose predefined PTP IEEE1588: 2008 profiles from menu or define our own custom one:
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A ' . '
ELPROM." pefautt e2¢ MGk Tinie Server safetime
Default P2P s Nl Rk A

Dashboard Tel G.8265.1 PTP interface 1 ®
GNSS1 Tel G.8275.1
Tel G.8275.2
Power ¢37.238.v1
Network Power ¢37.238v2
v Custom
—PEN—————— PSP

GNSS2

P Mask Gateway Gateway

sasazsso v oo Lo B o JLeh ) (2552552550 VI o o B ol o]
ETRS lock Quality —M™@™8 —————MmM8@8@™™M8M8Mm™MmMm8m™
PTP4

Description pPr!orl 1 Priority 2 Domaln (Iass Accural Varrance

NTP

(—Port PTP _————
IRIG/1PPx Mech: Protocol  C tibility Timeout [s] U t Asme! [s] Snc Dela Pdela Announce RE(e!t DScCP
SNMP/SYSLOG _ _ _
(—SNTP Server —Time ————————————— —IP Master Node
System
y Enab\e MDdE PO” uTC gﬂsg(ename Oﬂset IP address
S Lo Rofcfo}

DNS
Time

Antenna

Logout

Currently supported PTP IEEE1588 profiles are:

Default E2E, Default P2P, Telecom (ITU-I G8265.1, ITU-I G8275.1, ITU-l1 G8275.2), Power (IEEE
C37.238 v1, v2 — covering compliance of IEC 61850-9-3 Power Utility Profile) and Custom (you do
configure manually each parameter)

Now you can set specific IPv4/IPv6 address to each PTP interface (ETH or SFP) separately:

QELPROMA Network Time Server safetime

2019-07-14 11:28:11 UTC admin

Dashboard (e PTP interface 1 ®

GNSS1
PTP1 (/deviptp1)
GNS52 —Profile

Network MAC mode Mode
"

—WPEth——m————————————————————————————————————————————————— —IP SFP
PTP1 ¢ E
Mask Gateway P Mask Gateway

P
el ] B Ressassasso Qo o o B o Jliel ]+ Bev fesassasso vR o Jo Qo o)

PTP3 —ClockpTP—————————————————————— —Clock Quality

PTP4 Description Two step Priority 1 Priority 2 E‘Jmam C ass Accurac Variance

NTP ~—Port PTP

IRIG/1PPX Mechanism Protocol  Compatibility Timeout [s] Unicast symetry [s] Sync Delay Pdelay Announce  Receipt DSCP
NMPISYSLOG [e2c v i uoe v Joft V) ousev] o -] ome

= —SNTP Server————————————Time———————————— —IP Master Node
stem
Y Enable Mode Poll uTc nffgey enable Offset IP address

DNS
Time

Antenna

Logout

Some predefined values will help prevent against errors (e.g. subnet MASK):
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QELPROMA Network Time Server safetime

2019-07-14 11:28:24 UTC admin

Dashboard e PTP interface 1 ®
GNSS1 255.255.256.255
FIRTUdev/ppi) 265.256.256.252
(TProfle——————  56.256.256.248
NStwork M/ 956.2656.266.240
LAN | CESSNRD G 555255255220
P —IPEth————————  255.56.255.192
255.255.256.128 Mask Gateway

P
A v/ 265.265.265.0 (o B ol oflo]

L S Py p—— L LA —  Clock Quality
PTP4 Description 255.265.252.0 Domam Class Accura Vanan(e
—_— 255.255.240.0
S 255.255.224.0
e |30 GEDE IR0 NN NN ENNEN CONNE) DO O N
SNMP/SYSLOG 255.255.128.0
(—SNTP Server ————— 255.255.0.0 IP Master N
Enable Mode 255.254.0.0 ffset IP address
iy - TEO0 22200 [E D
DNS T  255.248.0.0 D
255.240.0.0
255.224.0.0
255.192.0.0
Logout 255.128.0.0
255.0.0.0
254.0.0.0
252.0.0.0

GNSS2

System

Time

Antenna

The other PTP data can be set:

QELPROMA Network Time Server safetir;r]e
2019-07-14 11:37:41 UTC admin
Dashboard (e PTP interface 1 ®

GNSS1
PTP1 ( /ptp1)
GNS52 —Profile

Network MAC mode Mode
"

PTP1
Gateway K Gateway

- oEoon

PTP3

PTP4 Description Two r{ep Priority 1 Priority 2 H Cla

Accurac Val

NTP ~—Port PTP

IRIG/1PPX Mechanism npatibility Timeout [s] Unicast symetry [s] Sync Delay Pd Announce  Receipt DSCP
o = Wosoer]e sl clo cfe o o -
awpevsios | (VE2E | (KD o2 o__:]

p2p —IP Master Node
Enable Mode Poll uTC nff<er enable Of IP address
sy . e S O E e

DNS

T e —— e 1
System

Time

Antenna

Logout
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QELPROMA Network Time Server

safetime
2019-07-14 11 5 U

admin
Dashboard [

PTP interface 1 ®2
GNSS1

PTP1 (/

GNS52 —Profile

Network
LAN

PTP1 —IP Eth
P Mask Gateway
PTP2

P Mask Gateway
3. [ EN. E1 EEET . K- K o zzsasso v o Mo J o B o]
PTP3 — —— —— —

—Clock PTP———————————————————————————————————————————————— —Clock Quality
PTP4

Description Two step Priority 1 Priority 2 Domain Class

s Accurag Variance

NTP

IRIG/1PPx npatibility Timeout [s] Unic; [s] Sync DE|dV Pdela nounce Receipt DSCP
APISYSLOG _- v [Disavie v | o :] o]

—sntps ETH ——————— —IP Master Node————
enable M UDPE C offset enable Offset IP address

Security [ ] m a m nnnn

System

DNS
Time
Antenna

Logout

QELPROMA Network Time Server

2019-07-14 11 6 UTC

safetime

admin
Dashboard (e PTP interface 1 ®
S PTP1 (/i ptp1)

GNsSs2 —Profile

Network

"
g P Eth
P Mask Gateway P Mask Gateway
i 3. . | SR N o Rsassasso v o B0 o B o]
PTP3 .ﬁk Quality

PTP4 Description Two ::ep

Accurac Vanan:
NTP —Por[PTP—
npatibility Timeout [s] Unicast Asymetry [s] Delay Pdelay nounce  Receipt DSCP
DN oo SN CNNER XY CNNEY CNE) ORI CONE
—SNTP Server

IRIG/1PPX
——————— me Master |5 Master Node
System
¥ Enable Mode o UTC ot SIAYS 1P address

Security ™ L] 0 nnnn

Services

SNMP/SYSLOG

DNS
Time
Antenna

Logout
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QELPROMA Network Time Server

Dashboard
GNSS1
GNSS2

Network
LAN
PTP1
PTP2
PTP3
PTP4

Services
NTP
IRIG/1PPx
SNMP/SYSLOG
System

Security

DNS

Time

Antenna

Logout

safetime

2019-07-14 11 7 U admin

PTP1 (/
—Profile

PTP interface 1 ®2

IP Eth

P Mask Gateway

P Mask Gateway
3. [ EN. E1 EEET . K- K o zzsasso v o Mo J o B o]

—Clock PTP

— Clock Quality
Two step Priority 1 Priority2  Domain Class

s Accurag Variance

Description

Compatibility Timeout [s] Unic Delay Pdi nounce Receipt DSCP
o e Gl C N O O O O

Manycast E— ———— —IP Master Node————
enab  Broadcast C offset enable Offset IP address

* J Mixed - T
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35. Software WWW - Services

. NTP backup servers

The NTS-x000 is state of the art technology server. It is designed to ensure robust synchronization,
cybersecurity and easy maintenance. Therefore, each of its modules operates autonomously. This is
possible due to fact, that each functional module is independent, and microprocessor controlled.
You can trace and monitor status of each independent service, but you can also reset each of them.

QELPROMA Network Time Server safetime

2019-07-14 12:15:20 UTC admin

Dashboard C System Status

GNSS1 —Services

GNSS2 Service name Status Monitored Monitor mode Uptime Restart

Antenna 1
Network

LAN Antenna 2 Monitored active 5d 22h 21m

PTP1 0Cxo Monitored active 5d 22h 22m

PTP2
Rubidium Monitored active 5d 2zh 22m

PTP3
PTP4 IRIG In Monitored active 5d 22h 22m

Services IRIG Out Monitored active 5d 22h 22m
NTP
NTP server Monitored E= 16m
IRIG/1PPx
SNMP/SYSLOG HTTP server 3 Monitored active 5d 22h 22m
System LED Monitored active 5d 22h 22m
Security

DNS

LcD Monitored active 5d 22h 22m

Time System Menitored active 5d 22h 22m

Antenna

Logout

APPLY CONFIG

You can define up to 10 of backup NTP time servers. They can be used when missing stratum O ref.

QELPROMA Network Time Server safetime

2019-07-14 13:32:22 UTC EN PL  admil
Dashboard c Services: NTP
GNSS1
GNSS2

NTP sou

Peer Address/IP Key type
Network
192.168.1.2
LAN
192.168.1.3
PTP1
192.168.1.3

[ 0 < = < ]

Services
www.wp.pl
NTP
IRIG/1PPx
SNMP/SYSLOG
System 342345234235235T34TRWTRFEWFTWERAT34T4353453

Security FGDRHERHEAGGEARHGERGERHERTHRETSH|RTS

DNS mIW(D%Zq2nve?

o B a ) al

Time babchdyer0-ldkjweu3dksu; Tl
Antenna

Logout
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To add new NTP-server please click (+) icon located on the top of table and provide IPv4 address:

Enabled @

ELGICETEN 192.168.0.211

CANCEL SAVE

You can also add/remove authentication keys (used when NTP-authentication is necessary):

- e

CANCEL SAVE

IRIG-B/PPS-x Management
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You can define direction, coding, time-code format and time-scale for IRIG-B interface:

SELPROMA

DEHNLEN]
GNS51
GNSS2

Network
LAN
PTP1

Services
NTP
IRIG/1PPx
SNMP/SYSLOG

System
Security
DNS
Time
Antenna

Logout

APPLY CONFIG

c

IRIG/1PPx
—Irig

Direction

Qutput
1PPI

SELPROMA

c

IRIG/1PPx

DEHNLEN]
GNSS1
GNSS2

Network
LAN
PTP1

Services
NTP
IRIG/1PPx
SNMP/SYSLOG

System
Security
DNS
Time
Antenna

Logout

APPLY CONFIG

—Irig
Input
+ Output
—1PPx
Qutput

Network Time Server safetime

2019-07-14 14: 9 EN PL  admin

Services: IRIG B

Time Zone
—Set

Input time code Ouput time code Time scale Timezone

B102 ¥ R AFNOR 'V I Local time W

Network Time Server
2019-07-14 14:11:02

Services: IRIG

Time Zone
—Set

iput time code Quput time code Time scale Timezone

Bio2 Vamor ¥

Setting IRIG-B input time-code:
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QELPROMA Network Time Server

2019-07-14 14:12:30 UTC

Dashboard () Services: IRIG
GNSS1

GNS52

IR X Time Zone

—lrrig—mm—m—mm™8 ™ Set
Network Direction Input time code Quput time code Time scale Timezone

s oo WA

—1pPx— | B103
PTP1
Output AFNOR

Services IEEE 1344

NTP

IRIG/1PPx

SNMP/SYSLOG
System

Security

DNS

Time

Antenna

Logout

APPLY CONFIG

Setting IRIG-B output time-code:

QELPROMA Network Time Server safetime

2019-07-14 14:13:46 EN PL  admin (1)

Dashboard (= Services: IRIG
GNSS51
GNSS2

IRIG/1PPx Time Zone

—lIrig———  B102
Network Direction Input tim me scale

« B103
LAN v/ AFNOR

PTPY ’— 1ppx———  |EEE1344

Output

Services
NTP
IRIG/1PPx
SNMP/SYSLOG
System
Security
DNS
Time

Antenna

Logout

APPLY CONFIG

IRIG-B can be defined to operate LOCAL TIME or UTC:
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QELPROMA Network Time Server safetime

2019-07-14 14:15:04 UTC EN PL  admin ()

Dashboard (@) Services: IRIG ®
GNS51
GNSS2

IRIG/1PPx Time Zone
—lrig—m——m/m™M8M8 ™ —Set
Network Directio Input time code Ouput time coc ~ UTC Timezone

1re 8102 VARNOR W [IWARESIRTS a/Manila v

PTP1 (1PPx

s . Qutput
erices @n
1PPM 'V

NTP

IRIG/1PPx

SNMP/SYSLOG
System

Security

DNS

Time

Antenna

Logout

If you choose LOCAL TIME setting, you should also specify your localization for it:

QELPROMA Network Time < Asia/Krasnoyarsk S@fetlme
2019-07-14.14:16:16 Asia/Kuala_Lumpur BN P admin®
Dashboard (& Sery  Asia/Kuching ®
Asia/Kuwait
g IRIG/1PPx Asia/Macau
s Asia/Magadan
Network Asia/Makassar
LAN V Asia/Manila
e [ —— Asia/Muscat
Output Asia/Nicosia
Services ( ’ Asia/Novokuznetsk
NTP R — Asia/Novosibirsk
Asia/Omsk
Asia/Oral

IRIG/1PPx
SNMP/SYSLOG

Asia/Phnom_Penh
System Asia/Pontianak
Security Asia/Pyongyang

Asia/Qatar
Asia/Qyzylorda
Asia/Rangoon
Antenna Asia/Riyadh
Logout L SETRELGE]
Asia/Samarkand
Asia/Seoul
Asia/Shanghai
Asia/Singapore
Asia/Taipei
Asia/Tashkent
Asia/Tbilisi

DNS

Time

You can also decide on PPS output frequency standard:

e PPS (Pulse Per Second)
e PPM (Pulse Per Minute)
e PPH (Pulse Per Hour)
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QELPROMA Network Time Server safetime

2019-07-14 1 3 EN PL  admin

Dashboard (@) Services: IRIG ®
GNS51
GNSS2

IRIG/1PPx Time Zone
—lrrig—mm—m—mm™8 ™ Set
Network Direction Input time code Ouput time code Tim Timezone
ax Loupuc¥ J 102 ¥ ] asnon_ ¥ I Locaiume 7] savania
—_—
. 1PPS
Services v 1PPM
NTP 1PPH
IRIG/1PPx

PTP1

SNMP/SYSLOG
System

Security

DNS

Time

Antenna

Logo

APPLY CONFIG

. SYSLOG/SNTP

QELPROMA Network Time Server safetime _
2019-07-14 14:31:33 EN  PL  admin
Dashboard c Services: SNMP/SYSLOG ®

GNSS1 —Server
Hostname
NTS-5000 TEST2

GNSS2
Network

LAN SNMP

PTP1 —Network

Servic Enable |
s o 1 11
— Data

IRIG/1PPx

Community Name Location Contact

System V3 auth passphrase V3 priv passphrase VEET G
Securty _ 1 T

DNS

Time

Antenna Level

— . D G

Facilif

R - 1 vcc B oo B 11 RLocso ¥  sysemaieny
Server 3

IPva4 Level

KN EN KN KN C

—Server 4

P " "
Enable T¥4 lity Level

L Lo v eneo v

Enable
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36. Software WWW - System Security & DNS

Following screen presents system time CLOCK frequently used by admins as information dashboard:

QELPROMA Network Time Server safetime

2019-07-14 14:42:57 UTC EN PL  admin ()

Dashboard
GNSS1
GNS52

Network
LAN
PTP1

Services
NTP
IRIG/1PPx
SNMP/SYSLOG

System
Security
DNS
Time
Antenna

Logout

APPLY CONFIG

You can generate, upload or download SSL, SSH keys and manage HTTPS, Radius and configuration

QELPROMA Network Time Server safetime

2019-07-14 14:49:27 UTC EN PL  admin ()

Dashboard (¢] System: Authenication
GNSS1
GNSS2

User accounts

—Admin

Network upl

LAN Enable Password Password (repeat) : [Upload prag here

PTP1 -
—User

Services
Enable Password Password (repeat)

TP - I )

IRIG/1PPx —Viewer

SNMP/SYSLOG Enable Password Password (repeat)
System L= ®

Security HTTPS Server
DNS —SSL keys

. ) v ey SL key d e SL key:
Time Upload private Generate new SSL keys pair

Antenna
Logout
Radius
(— Parameters

APPLY CONFIG
Enable Host address/IP Secret Telnet

SSH
0 152.168.1.79 12345678901234567890 ®

Configuration
—Backup and restore

Restore config

Upload | Drag here

You can define multiple users accessing time server:
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Password sword (repeat)

Max failed logins
Session duration [RUQIITRIEIA 4

Ban duration &

IRIG/1PPx
Notifications
System
Security
DNs —Users

Login Password Privileges

H

Time

=1 1T  [.
=T 1 Tl -

Antenna
Monitoring

Factory reset

— 1 [ [
=T 1 Tl -
— 1 [ [
=T 1 Tl -
— 1 [ [
=T 1 Tl -
— 1 [ T

APPLY CONFIG

LOGOUT

(O U OB OO I CU B OB U T

vate SSL key

Upload | Drag here

GENERATE DOWNLOAD

HTTPS Server
—SSL keys

Upload’ Drag here

Upload’ Drag here

Radius

Generate new SSL keys
pair
GENERATE

DOWNLOAD

—Parameters —

Enabled Address/IP
|

Configuration

Telnet

SSH
I B

—Backupandrestoe—————

Rest fi

Upload | Drag here

© Elpromatime, 2015-2022, ver. 220401

You can define up to 4x DNS servers:

SELPROMA

Network Time Server

DOWNLOAD CONFIG

safetime
EN

PL

admin

2019-07-14 14:53:33 UTC EN )

Dashboard
GNS51
GNS52

c

DNS servers

—DNS Server 1

Enable 3d Id
. 192.168.1.1

DNS Server 2

Network
LAN
PTP1

Services Enable

AL NS Server 3

IRIG/1PPx Enable Address/IP
SNMP/SYSLOG
DNS Server 4

Enable Address/IP

System

Security
DNS

Time
Antenna

Logout

APPLY CONFIG
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37. Software SSH - Setup LAN1-LAN2

This chapter will let you configure std. LAN1 and LANZ2 interfaces (100/10 Mbps) of NTS-x000 family
products. All below presented operations of configuration are similar NTS-3000, NTS-4000, NTS-5000
but this chapter will describe details based on example of server NTS-5000.

The factory default (user and password) is:

Username: admin
Password: 12345

To start configuration, please configure all LAN interfaces by simply placing:

IP
MASK
DEFAULT GETEWAY
SLANL | ip address:192.168.001.002(]
LAN2
VLAN
ROUTING ip address: 192.168.001.002
SYSLOG netmask: 255.255.252.000
SNMP gateway: 192.168.001.001
NTP ipv6é address: 0000:0000:0000:0000:0000:0000:0000:0000
DATE/TIME prefixlength: 64
TIMEZONE ntp broadcast: 000.000.000.000 key: -1
AUTH ntp multicast: 000.000.000.000 key: -1
RADIUS telnet: yes
DNS ssh: yes
MISC http: yes
Exit https: yes
snmp: yes

In addition, you can specify what mode you want to work on specific LAN interface. You can enable
extra broadcast and multicast modes running in the background of standard client/server mode, but we
suggest to finish basic configuration first before you go to more advanced options. Therefore, please
leave those options for the moment now by simply filling fields O.

Now it's time to decide what other remote services you like to keep active for future accessing. You
access each LAN separately:
e Enable/Disable access via Telnet

e Enable/Disable access via SSH

e Enable/Disable access via HTTP

o Enable/Disable access via HTTPS

e Enable/Disable access via SNMP (MIB2)
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LAN1
QLAN2
VLAN
ROUTING
SYSLOG
SNMP
NTP
DATE/TIME
TIMEZONE
AUTH
RADIUS
DNS
MISC
Exit

ip address:010.000.000.210 |

ip address:
netmask:
gateway:

ipvé address:
prefixlength:
ntp broadcast:
ntp multicast:
telnet:

ssh:

http:

https:

snmp:

010.000.000.210
255.255.255.000
000.000.000.000
0000:0000:0000:0000:0000:0000:0000:0000
64

000.000.000.000 key: -1
000.000.000.000 key: -1
no

yes

yes

yes

yes

Now you should repeat above steps for LAN2. It is strongly recommended to use only 1 of 2 (LAN1 or
LAN2) GATEWAYS. So, if you have chosen GATEWAY for LAN1, please do not use GATEWAY for
LAN2, and vice versa. It is because using 2 GATEWAYS simultaneously might cause risk of redirecting
IP return packages to wrong GATEWAY output. This is well known problem for Unix and FreeBSD. To

prevent such unexpected behave we recommend setting static routing.

LAN1

LAN2

VLAN
GROUTING |
SYSLOG
SNMP

NTP
DATE/TIME
TIMEZONE
AUTH
RADIUS
DNS

MISC

Exit

000.000.000.000/00 via 000.000.000.000

c He He R
o 0 Qo

Ho He He e He He e He He e Hs B
oooooooo0oQ00Q
PRPRPRRPPER
COPRWNRPROOONOGCUG NN

N .
o
[y

A static routing is useful when considering stub network, or pocket network. This is a somewhat casual
term describing a computer network, or part of an internetwork with no knowledge of other networks,
that will typically send much or all of its non-local traffic out via a single path, with the network aware
only of a default route to non-local destinations. As a practical analogy, think of an island which is
connected to the rest of the world through a bridge and no other path is available either through air or
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sea. Continuing this analogy, the island might have more than one physical bridge to the mainland, but
the set of bridges still represents only one logical path.

NTS-x000 can use VLAN’s when linked to CISCO (for information contact ELPROMA).

LAN1 000.000.000.000/00 vlanid 0000 via LANZE
LAN2
QVLAN |
ROUTING
SYSLOG id 2:
SNMP id 3:
NTP id 4
DATE/TIME id 5:
TIMEZONE id 6:
AUTH id 73
RADIUS id 8:
DNS id 9:
MISC id 10:
Exit id 11:
id 12:
id 13:
id 14:
id 15:
id 16:

You can also specify SYSLOG server for future tracing functionality. You can configure facility and
verbosity of NTS server messages, to ease log segregation on your syslog server. Please read syslog
documentation for details about logs gathering.

LAN1 loghost address:000.000.000.000) |
LAN2
VLAN
ROUTING
4SYSLOG |
SNMP loghost address: 000.000.000.000
NTP facility: origin
DATE/TIME level: emerg
TIMEZONE
AUTH
RADIUS
DNS
MISC
Exit
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If your network supports SNMP, you can configure special MIB2 traps to implement exceptional facts
you can be interesting in. It is very easy to set traps on such way that you will be informed by mail or
mobile phone (SMS) on any unexpected situation may occur inside NTS server like e.g. losing GNSS
antenna signal etc. Also you can trace all IP statistics using your favourite SNMP client (ie. Mrtg)

LAN1 snmp trap receiver:192.168.002.187]
LAN2

VLAN

ROUTING

SYSLOG

SISNMP | snmp trap receiver: 192.168.002.187
NTP hostname: ntp.elproma.com.pl
DATE/TIME community name: public

TIMEZONE location: Elproma

AUTH contact:

RADIUS SNMPv3 user:

DNS SNMPv3 AUTH MD5:

MISC SNMPv3 ENC DES:

Exit

Another step is to define up to 10x NTP backup servers for single NTS server unit. In this mode NTS
server reminds Stratum 1 if GPS antenna works fine or any other time source (PPS_IN, Rubidium/NTS-
50000nly, OCXO). But in case of missing accurate time source NTS server checks backup servers list.
If NTP accepts any of them the NTS server reduce its stratum to N-1 (where N is a Stratum of approved
server taken out of backup list). We advise to specify only Stratum 1 servers on NTS server backup list.
This does not let reduce NTS server Stratum below 2. The backup NTP servers should be configured
for authorized NTP transmission. For this reason, there is another field key pointing position in
encryption list with MD5 keys. But in this step we still advice to continuous Setup without encrypted
associations. Safety and protection will be discussed shortly in this manual.

LAN1

LAN2

VLAN

ROUTING May 24, 2017
SYSLOG Su Mo Tu We Th Fr Sa
SNMP

NTP 01 02 03 04 05 06 07
* 08 09 10 11 12 13 14
TIMEZONE 15 16 17 18 19 20 21
AUTH 22 23 25 26 27 28
RADIUS 29 30 31

DNS

MISC

Exit

Setting DATE/TIME is a tool to pre-set LOCAL clocks time. It always use to be UTC however some
customers use this option to maintaining other than UTC timescales (GPS). This can be useful option
to maintain local zone time too.
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LAN1 Select timezone
LAN2 x 1338
VLAN [ JAfrica
ROUTING [ JAmerica
SYSLOG [ ]JAntarctica
SNMP [ JArctic
NTP [ JAsia
DATE/TIME [ JAtlantic
S TIMEZONE | [ JAustralia
AUTH [ JEtc
RADIUS [ JEurope
DNS [ lIndian
MISC
Exit

Time Zone service lets set LCD time to local time. It has information meaning only and timeserver works
and supports universal UTC timescale.

LAN1 PASSWD -- change access password
LAN2 MD5 —— edit NTP md5 keys
VLAN VIEW —-- view NTP md5 keys
ROUTING SSH —— generate new SSH keys
SYSLOG SSL —— generate new SSL keys
SNMP Return —- return to main menu
NTP

DATE/TIME

TIMEZONE YR MD5 VIEW SSH SSL Return
GAUTH |

RADIUS

DNS

MISC

Exit

AUTH includes set of settings related to security and authentication including MD5 and SSH/SSL keys.
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LAN1 Radius host:[]
LAN2
VLAN
ROUTING
SYSLOG
SNMP Radius host:

NTP Radius secret:
DATE/TIME Radius for SSH: ignored
TIMEZONE Radius for Telnet: ignored
AUTH
QRADIUS |
DNS

MISC

Exit

LAN1 DNS Server 1: ©87.204.204.204 |
LAN2
VLAN
ROUTING
SYSLOG
SNMP DNS Server 1: 087.204.204.204
NTP DNS Server 2: ©62.233.233.233
DATE/TIME
TIMEZONE
AUTH
RADIUS
*|

MISC

Exit

Upgrade. To perform firmware upgrade you should put USB memory stick with new firmware into port
on front panel and then activate this option. GPS. With this function you can monitor GNSS receiver
messages on line, just as they came. You can check receiver location and GPS status bits. ANT A/B
DIR. This functions give you ability to send time signal in NMEA/PPS format to another NTS series unit.
Just configure one antenna socket as an output (O) and connect it with 1 to 1 twisted pair cable with RJ-
45 TIA-568B connectors to antenna input (I) of second NTS.
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LAN1 UPGRADE —— try firmware upgrade by USB
LAN2 GPS —— show GPS status data

VLAN ANT A DIR —-- antenna A socket direction (I)
ROUTING ANT B DIR —- antenna B socket direction (I)
SYSLOG NTPQ —— console ntpq

SNMP Return —— return to main menu

NTP

DATE/TIME UPGRADE [ DIR-A DIR-B NTPQ Return
TIMEZONE

AUTH

RADIUS

DNS
gMISC |

Exit

LAN1

LAN2 ANTENNA A GPS 6/10 GLN o/ o

VLAN TIME VALID, LEAP NO WARRNING

ROUTING GPS SNR 50 00 46 00 38 44 00 00 39 29 00 00
SYSLOG GLN SNR 90 00 00 00 00 00 00 00 PO 00 00O 00
SNMP Lat = 52.346390 N 52720'47.00"

NTP Long = 20.892353 E 20?753'32.47"
DATE/TIME Alt = 89.00

TIMEZONE

AUTH ANTENNA B NOT CONNECTED||

RADIUS

DNS
gMISC |

Exit

Once setup is done you have to exit with save option. Do not turn off power when NTS is saving settings
(appropriate message appear on LCD). The NTS-5000 supports SETUP available via SSH and
TELNET service or serial console port located on front panel (DTE configuration, 9600 baud, 8 data bits,
no parity, 1 stop bit).
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LAN1
LAN2
VLAN
ROUTING
SYSLOG
SNMP

NTP
DATE/TIME
TIMEZONE
AUTH
RADIUS
DNS

MISC

gExit |

Save settings?

KX | Vo cancel

LAN1
LAN2
VLAN
ROUTING
SYSLOG
SNMP

NTP
DATE/TIME
TIMEZONE
AUTH
RADIUS
DNS

MISC

gExit |

0ld setting restored
Press any key to continue
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38. Software SSH - Setup LAN3-LAN10

This chapter includes information dedicated to NTS-5000/NTS-5000LITE PTP IEEE1588 hardware
extensions. The NTS-5000/NTS-5000LITE can be equipped with 1-4 optional hardware PTP modules
located at back panel of server. NTS-5000 is delivered with built-in (mounted) and calibrated PTP
IEEE1588 interfaces. Therefore, all hardware PTP interfaces must be ordered and assembled at factory.
If you have ordered less that required PTP interfaces, please contact Elproma technical support.

PTP #1 PTP #2 PTP #3 PTP #4

|-|I] ml ml mN o -
MODEM IEEE 158819TM

/3101518 ) WSS

BNC ] DIGITAL TIME CODE & SVSPLEX
NTS-5000 Back Panel w/ high precision x4 interfaces: PTP1, PTP2, PTP3, PTP4
PTP #1 PTP #2 PTP #3
|-|_1 |-|H m il o -

i ~FEER

PTP #1 PTP #2

PTR Y PTP2
BNC_ 1 DIGITAL TIME CODE & SYSPLEX

T
IRIG-B__IRIG-B MODEM IEEE1588IFTM

i o/3/0/0/6] -l WS

NTS-5000 Back Panel w/ high precision x2 interfaces: PTP1, PTP2

IRIG-8
IN

IRIG-B
[OUT

C
IRIG-8 IRIG 8 1PPS__1PPS MODEM |EEE 1588/PTPV2
E

ole/e|olo| e W11

NTS-5000 Back Panel w/ high precision x3 interfaces: PTP1, PTP2, PTP3

‘l DIGITAL TIME CODE & SVSPLEX

PTP3 PTP4

PTP #1
mil
PTP3 PTP4
BNC_ - DIGITAL TIME CODE & SVSPLEX
ANT 1 aNT2~ (IRIE8, RES ) omz, - 1188 FS LN e G4 T s |7
uuuuuuu\ e WETEET -

NTS-5000 Back Panel w/ high precision single PTP1 interface

Ultra-high precision nanosecond [ns] PTP/IEEE1588 extension card
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lo @ ver-

DIGITAL TIME CODE & SYSPLEX
IRIG-B_ IRIG-B. 1PPS__1PPS TIMER TIMER
IN ouT

uu‘w Slaldld] [oc oo

NTS-5000/NTS-5000LITE back panel view

The 1-4 hardware PTP cards must be factory pre-installed. The firmware software setup automatically
recognised them and a new menu item PTP is displayed a last line before Exit item:

LAN1
LAN2
ROUTING
SYSLOG
SNMP

NTP
DATE/TIME
TIMEZONE
AUTH
RADIUS
DNS

MISC

Exit

The std. UID and Password for setup are:

Username: admin
Password: 12345
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Platform 0: Depends how many Extender 1-4 cards are installed inside NTS-5000, the submenu will
looks like:

Time

ork

[Esc/F12 - Cant | Enter

View of PTP Expander card configuration. This card operates autonomously:

NTS Network Time Server

Reference time:
PTP UTC time
TAI time

: 2019-03-25 18:03:00 Link ETH
: 2019-03-25 18:03:37 Link SFP

2019-03-25 18:03:00 Mode : MASTER
: Down

: Disabled

UTC offset: 37 sec
states : FREE
sync : NO

ETH
SFP

MAC
MAC
S/N
TOD
PPS
PPS
NTP
Port
Mechanism

: fc:af:6a
: fc:af:6a
: 026236.5
input : Unstable
input : Unstable
source: UNKNOW
offset: -163.

Default E2E
Default P2P
Tel G.8265.1
Tel G.8275.1

Power C37.238 v2
Custom
Network
IP eth
Netmask
Gateway
IP sfp
Netmask
Gateway
IP node
Mode

Protocol

10.112.0.254___| Compatibility

timeout
Unicast

.168.1.211__
.255.255.0__

Asymetry [sec]
Sync

Delay

Pdelay
Announce
Receipt

DSCP

SNTP server

Clock
Description
Type

NTSPTP1
Ordinary
boundary

Two step

Slave only

Domain
Time
UTC offset
seconds
Quality
Class
Accuracy

Variance <Cancel>

<Apply>

<Save>

Clepsydra Time Systems (2016)

Esc/F12 - Cancel | F2 - Firmware upgrade | F5 - Apply | F18 - Save
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The meaning of parameters is:

Reference time

The Reference Time is a Grand Master Clock main time and the time domain reference of NTS-5000
time server. Usually, the reference time is a UTC, but can be also set to other scales including TAI too.
Mostly the Reference Time is drawn from GNSS receiver (max. 2), but it can also be drawn from external
atomic clocks. The reference time is also used to synchronize internal holdover oscillators (Rubidium
and OCXO). Reference time is redistributed internally to all server outputs including network interfaces
(PTP/NTP protocols), hardware IRIG-B output, SYSPLEX output, PPS-out, 10MHz-out etc.

Satellites
GNSS GNSS
#1 #2
Built-in u ﬂ Local Ref.
OSC (INT) Clocks (EXT)
EXT
< IN
Rb K
Grand Master Clock
UTC TIME
ocxX0

Hardware(HW) Software(SW)

I

PTP NTP

The Reference Time is a main input time used to ensure time domain operation of NTS-5000.
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PTP UTC Time

This is PTP UTC time is general information purpose time information. It is basis on software
measurement done at input of Expander PTP BUS internal input. It is the same time as Reference Time
sent, but on another side of the bus — at arrive to PTP module hardware. A little observed offset to
Reference Time is related to software way of measurement and has now impact on final accuracy of

synchronization. This parameter has diagnostic purpose and it used to ensure there is pending internal
synchronization.

GNSS ENMEA Simulation

]

Built-in Local Ref.
OSC (INT) Clocks (EXT)
| 1PPS E
= ::) 10MHz X
- Rb K— p
& Grand Master Clock —> L:
d UTC TIME :
n
Output Support
. | oocxo K= PUtSUpp — 5
| |
Hardware time stamping Software time stamping
Timing Bus (PTP)
Z l/
PTP PTP PTP | P |
#1 #2 #3 NTP NTP

Network

131



PTP TAI time

Is the same as PTP UTC time but recalculated to TAI — the Atomic Time Scale. Currently the TAl is 37
leap seconds ahead to UTC. The number of #leap_seconds is indicated next line.
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TOD input, PPS input, PPS source

Directly afterNTS-5000 power ON the information looks following:

TP 1] Reference time: 2019-03-04 14:38:12 Mode : MASTER
PTP 2 PTP UTC time : 2019-03-04 14:38:11 Link ETH : Down
PTP 3 PTP TAI time : 2019-03-04 14:38:48 Link SFP : Disabled
PTP 4 PTP UTC offset: 37 sec MAC ETH : fc:af:6a:f£:66:7
Exit Clk states : FREE MAC SFP : fc:af:6a:ff:66:7
Clk sync : NO S/N : 026236.5.29151
TOD input : Unstable
PTP Profile PPS input : Unstable
(*) Defa PPS source: UNKNOW
) NTP offset: -163.758 ms
) Port
) Mechanism
) Protocol
() Cus
Network
IP eth Compatibility
Netmask
Gateway
IP sfp timeout
0 Zhitelsl Netmask Unicast

]

Once NTS-5000 server gets synchronized to Reference time, it starts to produce internal
synchronization signals on Time Transfer Bus (TTB). These signals are input to Expander card. When
Extender is internally synchronized to Reference time it shows information as presented below:

TS Network Time Server

Reference time:
PTP UTC time
PTP time :
PTP UTC offset:
Clk states
Clk sync

Network

IP address
Netmask
Gateway
Mac mode

10.
255

10.
(x)

Clock
Description
Type

Two step

Slave only
Priority 1 §bii]
Priority 2 i

2016-08-02 20:07:50 Mode
2016-08-02 20:07:50 MAC

: Master loop

fc:af:6a:ff:0e:9d

2016-08-02 20:08:26 Link : 100Mb/Full
36 sec 0D input : Stable
Syncing PPS input Stable
: Yes PPS source: Rubidium
PPS in/out: 17 usec
Port
0.1.70 | Mechanism
.255.255.0
0.1.1 Protocol
ETH
Compatibility
timeout
Unicast
Asymetry

Notes on TTB (Time Transfer Bus) and signals as: TOD input, PPS input, PPS source
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The Time Transfer Bus (TTB) supports
following synchronization signals and dataflow:

e 1PPS (Pulse Per Second) high
accuracy frequency reference. Built-in
Rb 1:4 signal splitter share this single GMC

Grand Master Clock
e i reference to all 1-4 PTP modules.

Output
ocxo =
]

e ToD (Time of Day) UTC phase data
information. It tightly corresponds to
1PPS above data. It is sent via serial
communication to all 1-4 PTP modules.

NTP

e Extended info package of data includes
additional information from GMC incl.
LEAP_SECOND and ERROR
BUDGET.

Internal Timing Bus redistributes UTC time from
GMC to all 1-4 PTP autonomous op. modules

Unless additional factors are taken in the account, in broad outline it can be assumed rightness that
Reference Time is equal PTP UTC Time. Considered factors are:

a) Latency if I/O at GMC module output and PTP module input

b) Latency of time transfer at TB (Internal Time Transfer Bus between GMC and PTP module)
c) Time scale computing algorithms TAI-UTC

d) Others minor factors

The NTS-5000 unit arrives factory pre-calibrated. However, because of aging of electronic elements
some differences can be observed in the future. This might require recalibration. Furthermore,

NTS-5000 provides self-audit monitoring. It gives additional information about stability of internal
synchronization signals (PPS, ToD) at the time they arrive from TTB to PTP Extender card.

Those parameters are:
ToD input: <value>
PPS input: <value>
Where value are:

e Stable - when TTB signals are examined by PTP module to be stable
e Unstable -when TTB signals are examined by PTP module to be unstable
The PTP modules switches then to local holdover (HO) mode TCXO driven
e Unknown -when PTP cannot examine the quality of TTB input signals to be stable/unstable

There are several possible scenarios of action when other than Stable status is reach. This manual is
not providing details on such algorithms. Nevertheless, the USER should assume NTS-5000 unit is
trying to resolve the problem automatically at grandmaster level (GMC — Grand Master Clock time
management level).
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The PPS source values can be:

e Rubidium (GMC level) ”

e OCXO (GMC level)

e PPSa (GNSS #1) GMC
e PPSb (GNSS #2)

e EXT (1PPS-in EXT)

e SYS (SYSPLEX)

e IRIG (IRIG-B IN)

Note! After both internal oscillators (Rubidium l
and OCXO) are synchronized to GNSS, the
NTS-5000 users mostly observe status of PPS

source: #1 #2

e PPS source: Rubidium
e PPSsource: OCXO

Time Synchronization Bus GMC-PTP(1-4)

Before Rubidium/OCXO are synchronized, other values like PPSa (GNSS#1) or PPSb (GNSS#2) can
be observed in PPS source too.

TS Network Time Server

Reference time: 2016-08-02 20:07:50 Mode : Master loop
PTP UTC time : 2016-08-02 20:07:50 MAC : fec:af:6a:ff:0e:9d
PTP time : 2016-08-02 20:08:26 Link : 100Mb/Full
PTP UTC offset: 36 sec TOD input : Stable

Clk states : Syncing PPS input : Stable

Clk sync ¢ Yes PPS source: Rubidium

PPS in/out: 17 usec

Network Port

IP address [N TR I Mechanism

Netmask

Gateway Protocol

Mac mode

Clock Compatibility

Description

Type

timeout

Two step Unicast

Slave only

Priority 1 i
S Priority 2 i Asymetry
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PTPv2/IEEE1588:2008 output generation:

Each of 1-4 PTP modules is prepared for
autonomous operation IEEE1588:2008
standard generation to Eth (SFP or RJ45).

1PPS
l::> 10MHz .
Rb K= Before modules are operationally ready they
Cia A local clocks needs to be synchronized first.
UTC TIME Each module includes at least TCXO oscillator
ocxo = Output Support for sub-local holdover operation (inde-
pendently on Rubidium/OCXO at GMC level).
@ Each Expander module includes autonomous
i | operating functionality to act a Master Clock.
U U V|
PTP PTP PTP PTP
#1 #2 e 43 BT [ [

The synchronization process of 1-4 PTP
modules can be traced via variables:

1-4 PTPv2/IEEE1588:2008 autonomous operating
modules- each with own local TCXO oscillator and
clock (Master Clock — MCLK)

Clk sates: Syncing
Clk sync : Yes

Assuming the PPS/ToD input signals (sent via TTB) are stable, the PTP modules are beginning their
local Master Cock (MCLK) synchronization. Each of max. clocks are synchronized separately to let PTP
modules operate autonomous and independent on each other. Each 1-4 module includes own operating
system with own IP and PTP stack (IPv4/IPv6). The PTP modules separation is essential for cyber-
security.

Clk states variable provides information of local MCLK (Master Clock) synchronization process of PTP
module.

Clk states: <status>
status:
Syncing —when MC is synchronizing to GMC
HOLDOVER —when MC is operating from local TCXO
FREE —when MC is operating FREE RUN mode TCXO
(MC reminds unsynchronized, e.g. after internal RESET)
— shortly after reset of module, or if module is not responding
- when MC intervals are syntonizing to ref. interval definition

unknown
Syntonizing

In addition, the Clk sync information is provided and it can be neither Yes — if MC is synchronized to
GMC, or No - if not synchronized. Together, with Clk states it provides full information on PTP module
operating autonomous. The synchronized and stable operationally unit mostly displays:
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Clk states
Clk sync

: Syncing
: Yes

where, MC is synchronized to GMC (TTB signals are stable) but it is consciously synchronizing to keep
best synchronization accuracy and MC performance. In case of getting PPS or ToD input Unstable, the
Clk states transfers to HOLDOVER (assuming the Clk sync was previously Yes). Similar situation after
module (or unit) reset might conclude with data outputs Clk states : FREE or earlier directly after reset
Clk states : unknown (assuming the Clk sync is No). In addition, the Mode value parameters can be
traced for screen for maintenance tracing:

mode: <value>

value:

Master (loop) — MC is operating (communication is OK), PTP produces ETH output
— communication PTP module INPUT is close (NO communication)
— GMC is trying to lunch connection to PTP module INPUT

— GMC is reading PTP module configuration (communication OK)
Configuration — PTP module configuration is pending

Close
Connecting
Read config

Init
Booting
Cli wait

— initializing PTP Expander module

— PTP Expander module is booting (restarting)

— PTP module is waiting for command sent by GMC (Grand Master CIk)

TS Network Time Server

: Master loop

Reference time: 2016-08-02 20:07:50 Mode
PTP UTC time : 2016-08-02 20:07:50 MAC
PTP time : 2016-08-02 20:08:26 Link :
PTP UTC offset: 36 sec TOD input :
Clk states . Syncing PPS input
Clk sync . Yes PPS source:
PPS in/out:
Network Port
IP address [N NI Mechanism
Netmask
Gateway Protocol
Mac mode
Clock Compatibility
Description
Type
timeout
Two step Unicast
Slave only
Priority 1 i
S Priority 2 i Asymetry

fc:af:6a:ff:0e:98d
100Mb/Full
Stable

: Stable

Rubidium
17 usec
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TS Network Time Server

Reference time: 2016-08-02 20:07:50 Mode : Master loop
PTP UTC time : 2016-08-02 20:07:50 |MAC . fc:af:6a:ff:0e:9d
PTP time : 2016-08-02 20:08:26 |Link : 100Mb/Full
PTP UTC offset: 36 sec TOD input : Stable

Clk states : Syncing PPS input : Stable

Clk sync : Yes PPS source: Rubidium

PPS in/out: 17 usec

Network Port

IP address [N R, I Mechanism

Netmask

Gateway Protocol

Mac mode

Clock Compatibility

Description

Type

timeout

Two step Unicast

Slave only

Priority 1 [
2 Priority 2 i Asymetry

Each PTP card provides NIC parameters including MAC and type of Ethernet connection (1GE, 100/10
Mbps).

(1) PTP
TS Network Time Server
Reference time: 2016-08-02 20:07:50 Mode : Master loop
PTP UTC time : 2016-08-02 20:07:50 MAC : fc:af:6a:ff:0e:9d
PTP time : 2016-08-02 20:08:26 Link : 100Mb/Full
PTP UTC offset: 36 sec TOD input : Stable
Clk states : Syncing PPS input : Stable
Clk sync : Yes PPS source: Rubidium
PPS in/out: 17 usec
Network Port
IP address [N .1 Mechanism
Netmask 255.255.255.0
Gateway 10.0.1.1 Protocol
Mac mode (x) ETH
Clock Compatibility
Description
Type
timeout
Two step Unicast
Slave only
Asymetry

Above (red colour) marked block defines PTP Clock parameters described in Precision Time Protocol
standardization IEEE1588:2008 document. This specification is well done, so there are no reasons to
repeat it in this manual. For the std. server operation PTP always claim to work Ordinary. In some
specific cases PTP card can be configured Boundary. The Boundary mode can be selected when clock
is synchronization via PTP/Ethernet and it provides synchronization to PTP/Ethernet. In such mode the
Slave only option should be selected too. We recommend to keep default Two step <enable> and 128
Priority default set to 128 since those are most std. PTP figures to keep compatibility close.
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TS Network Time Server

Reference time: 2016-08-02 20:07:50 Mode : Master loop
PTP UTC time : 2016-08-02 20:07:50 MAC : fc:af:6a:ff:0e:9d
PTP time : 2016-08-02 20:08:26 Link : 100Mb/Full
PTP UTC offset: 36 sec TOD input : Stable

Clk states : Syncing PPS input : Stable

Clk sync : Yes PPS source: Rubidium

PPS in/out: 17 usec

Network Port

IP address [N R, I Mechanism

Netmask

Gateway Protocol

Mac mode

Clock Compatibility

Description

Type

timeout

Two step Unicast

Slave only

Priority 1 [
2 Priority 2 i Asymetry

There are two PTP delay measurement Mechanisms:

End-To-End (E2E - default)
Peer-To-Peer (P2P)

The Peer-To-Peer (P2P) delay measurement mechanism is best in IT engineered network, where all
switches can be guaranteed to be IEEE1588:2008 capable (either transparent clocks or boundary
clocks). If there are going to be any non-PTPv2/IEEE1588 aware switches, or if there is any doubt about
this, then please use End-To-End (E2E) delay measurement mechanism. This is why E2E is also the
default mechanism at NTS-5000.

The Precision Time Protocol (PTPv2/IEEE1588:2008) works by exchanging messages between master
clocks and slave clock.
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GMC

Master
tl t4
| \3
—f\ -—
)
. & 2
~ \O »
3 \2 & (v
Network © \c 9 )
Q e}
>
@
v v v o
S & O TR
PTP PTP PTP PTP Slave

Slave Slave Slave Slave
#1 #2 #3 #4

E2E mechanism

Above (right side) sequence diagram is showing the exchange of messages between a PTP master
clock and a PTP save clock. For NTS-5000 this process is independent for each of max. 4 PTP masters.
The departure and arrival times of the Sync and Delay Request messages are saved as the four
timestamps t1-t4. The Follow Up and Delay Response messages are used to transport the timestamps
recorded at the MCLK to the SCLK. Such information is used to adjust slave clock time on the end of
these exchanges when SCLK has all four t1-t4 timestamps. It can than calculate the offset of it's own
clock with respect to the master using following delay averaging formula:

Offset = (t2 + t3 — t1 — t4) /2

The equation assumes that the time it takes for messages to go from the MCLK to SCLK, the forward
delay, is the same as the time it takes for messages to go from the slave to the master, the reverse
delay. There is no problem if these delays are large, just so long as they are the same. Any difference
in the forward and reverse delay results in an error in determining the difference between the master
clock and the slave clock.

Why would the forward and reverse delays be different? It's mainly due to all of kind of pesky queues.
There are queues in the routers, there are queues in the switches, there are even queues in the network
stacks at the end devices. Usually messages spend minimal time in the queues, but sometimes they
are waiting for a switch to finish up with other messages on the same port, or for an operating system
to complete what it was doing so it can fetch a timestamp. In some cases, the delay can be quite long
(to long), many microseconds, or even milliseconds. So obviously if this happens in the one direction,
but not the other providing to a big time transfer error.

Basically this is all solved with hardware timestamping when messages depart from or arrive at a
network port, special hardware generates a timestamp from the local clock, usually in the media
independent interface between the data link layer (MAC) and the physical layer (PHY). That removes
the unpredictably slow response of the operating system (OS) and other software (APP, DEV-driver
etc). Switches and routers which are PTP aware also timestamp PTP messages. One type of such
devices, is called a transparent clock works by updating PTP messages to correct for time spent in the
device. Another type, called a boundary clock uses the PTP messages to set its own clock, then sends
its time to PTP slaves which need it. This delay measurement mechanism is known as the End-to-
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End delay measurement mechanism. As it turns out PTP has an alternative delay measurement
mechanism known as the Peer-to-Peer mechanism.

In Peer-To-Peer networks the master still sends Sync and Follow Up messages to the slave clock just
as with the end-to-end delay measurement mechanism. With peer-to-peer the slave calculates its clock
offset with respect to the master as follows:

slave time = master time + network delay

No need to combine four timestamps like we did with End-To-End networks. But how did the slave
know the network delay? That is the Peer-To-Peer delay measurement. Instead of sending delay
measurement messages from the slave to the master, as with the end-to-end approach, each device on
the network exchanges peer-delay measurement messages. That way each device can keep track of
the delays between itself and its immediately connected neighbors. Each device periodically initiates
an exchange of peer-delay messages on every connected port. Then each device removes the peer-
delay from Sync messages when it enters the device, by updating the correction field in either the Sync
or Follow Up message. If it is a switch, it doesn’t include the peer-delay in the outgoing cable, even
though it also knows that. The next device in the chain will do that correction, and we don’t want to
double count. The sequence of peer-delay compared to E2E looks:

E2E P2P

Master Slave
t1 t4 t1 t4
@)

=z \C 2 = ac x =
2 \2 3 ® > >~ 2
cC 9 O 2 L0 I o
o Q % () _g (3] %
%S i a L &

t2 t3 t2 t3

Slave Master

If in P2P model the SCLK wants to know the delay to MCLK, it sends a Pdelay Req messages, short
for peer-delay request. SCLK also saves the time it sent in t1 message. MCLK saves the time of its
clock, when t2 message arrives. Then the MCLK sends a PDelay Resp message, short for peer-delay
response, and a Pdelay Resp Follow Up. The Follow Up message contains the departure time for the
Pdelay Resp, t3. SCLK also saves the arrival time of the Pdelay Resp, t4, so it has all of four
timestamps and can calculate the delay between the clocks. Here, as with the end-to-end mechanism,
the assumption is made that the time it takes for the peer-delay messages to get from one clock to the
other is the same in each direction. In the peer-to-peer case we only making that assumption over a
cable, not the whole network, and there are no queues. So unless the cable is very long, that is a good
assumption.

What about the queues in the switches? At the beginning of this post | said that peer-to-peer only works
well when every switch is either a transparent clock or a boundary clock. That way the switch will take
care of its own queuing delays. Another reason that we don’t use peer-delay with ordinary switches is
that the switches don’t know what to do with peer-delay messages, and will not respond to them.

Although the end-to-end mechanism is more versatile, because it can handle ordinary switches and
routers, the peer-to-peer mechanism has several advantages in networks where it does work:

e All links are periodically measured, so delay between the master and slave are already known
when the network path changes. Note that peer-delay messages are exchanged even on ports
blocked to prevent loops, such as by the Rapid Spanning Tree Protocol.
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There is no chance of Sync and Delay Request messages taking different paths, since there
are no Delay_Request messages.

There is no need to worry about the master clocks ability to respond to Delay Request
messages when there are a lot of slaves, it only has to send the Sync and Follow_Up.
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39. NTP symmetric authentication (MD5)

Network Time Protocol (NTP) supports authentication method using symmetric keys (MD5). This
functionality is not available for Precision Time Protocol (PTP).

If a packet is sent while using this authentication mode, every packet is provided with a 32-bit key ID
and a cryptographic 64/128 bit checksum of the packet. This checksum is built with MD5. With that
algorithm the receiving NTP clients validate the checksum. Only NTP client and NTP server using the
same pares of MD5 keys will successfully exchange synchronization data and therefore both parties
need to have the same crypto key with the same key ID.

The key file etc/ntp.keys

The user must add the key number and the key value to a key file. The file can have any name and be
located in any directory, but is usually named ntp.keys and is usually located in the same directory as
the NTP software and ntp.conf configuration file. The ntp.keys file includes in each line:

KeylD EncryptionFormat KeySequence #Remarks

The first column holds the key ID (digit in range 0-65000). The second column defines the FORMAT.
The third column is the MD5 (or DES) key. Supported encryption formats are:

FORMAT “M” - MD5 key with up to 31 ASCII characters
[Timeservers NTS-3000, 4000, 5000 only supports M format/

FORMAT “A” - DES key with up to eight 7-bit ASCII characters
/each character is standing for a key octet. This is used by Unix passwords, too./

FORMAT “S” -DES key written in hexadecimal notation,
/where the lowest bit LSB of each octet is used as the odd parity bit/

FORMAT “N” — DES hexadecimal string,
INTP standard format is using the highest bit (HSB) of each octet used as the odd
parity bit/

Useful remarks:

e Please be aware of the following restrictions of not using “#”, TAB, Newline, and NULL as
ASCII key.

The keylD 0 is reserved for special purposes and should not appear too.

The key value must be entered in upper and lower case on both sides (server/client).

For initial testing purpose please locate nip.keys file in same directory as ntp.conffile is.

For final production keys file should be owned by root and should not be readable by normal
users

The ntp.keys text ASCII file may look like this:

10 N 29233E0461ECD6AE # des key in NTP format

20 M Rlrop8KPPvQvYotM  # md5 key as an ASCII random string

14 M sundial # md>5 key as an ASCII string

15 A sundial # des key as an ASCII string

12345 M BlahBlahBlah # key can be any ASCII string and any unique KeyID
Following keys are identical:

101 A SeCReT # this is ASCII (DES) text

101 N d3e54352e5548080 # this is HEX (DES) string HSB notation

101 S a7chb86a4cha80101 # this is HEX (DES) string LSB notation
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In the authentication mode a party is marked “untrusted” (not suitable for synchronization), whenever
unauthorized packets (or authorized packets with a wrong key) are used. Please note that a server may
recognize a lot of keys but use only a few of them. This allows a time-server to serve a time-client, who
is demanding authenticated time-information, without trusting. Additional parameters are used to specify
the key IDs for validating the authentic of each partner.

Configuring the client NTPD daemon for MD5 authentication

In order to use authentication, the following commands must be added to the ntp.conf configuration file.
These changes should be made after the key has been added to the key file as described above. The
symbol “#” introduces a comment (remark), which continues for the remainder of the line. The NTP
daemon process must be restarted after the file has been edited.

The configuration file ntp.conf of a server using this authentication mode may look like this:

server 10.0.0.210 key 10

server 192.168.0.210 key 10

keys <path>/etc/ntp.keys # UNIX family OS

keys “<path>\etc\nip.keys” # MS-WINDOWS

trustedkey 10 15

requestkey 15 # key (mode 6) for accessing server variables
controlkey 15 # key (mode 7) for accessing server variables

The keys parameter indicates the location of the file, in which all symmetric keys are stored. The
trustedkey line includes all key IDs, which have to be considered (trusted — also called uncompromised).
All other keys defined in the keys are considered as compromised. This allows re-using already owned
keys by just adding their respective key ID to the trustedkey parameter. If a key needs to be switched
off, it can be removed from this line without removing it from the system. This ensures an easy way to
re-activate it later without actually transferring the key again.

The line requestkey 15 declares the key ID for mode-6 control messages (as described in rfc for NTP),
which are used by the ntpq utility for example. The controlkey parameter is specifying the key used for
mode-7 private control messages, for example used by the ntpdc utility. These keys protect the ntpd
variables against unauthorized modification.

It is helpful to monitor the performance of the NTP daemon to confirm that the authentication algorithm
is working as expected. The NTP daemon provides a number of monitoring tools that can be used for
this purpose. For example, the peerstats command will provide information on the status of the
connections to the servers that are being used to synchronize the system time. To enable this report,
the following commands would be added to the NTP configuration ntp.conf file:
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Testing the keys

1. Any given key can be tested using the utility program nfpdate in debug mode (-d options). Running in
debug mode will print intermediate results on screen and do not adjust the clock (-a option). The integer
specifies the key number ( —k option). The xxx.xxx.xxx.xxx is the IP of NTP server. The command is:

ntpdate -d -a 12345 -k /local/bin/ntp.keys XXX.XXX.XXX.XXX
The NTP server replay should include confirmation sequence:

authentication passed transmit(XXX.XXX.XXX.XXX) receive(XXX.XXX.XXX.XXX)

If the key number or key value is not correct then the message “authentication passed” will be replaced
with “authentication failed.” If the response shows transmit messages with no corresponding receive
responses then either the IP address is wrong, keyID mismatch or a firewall or network router is blocking
the connection to the timeserver. The ntpdate always require root (admin) rights.

2. Starting from NTP version 4.2.8 there is nfpqg new command authinfo available for testing and statistic.
Please type “?” at ntpq prompt command level to see all commands. The ntpq can be also executed
from shell level. The command is:

ntpq —c authinfo

It returns statistic of authentication with following detailed data output:

time since reset: 21483
stored keys: 2

free keys: 15
key lookups: 2712
keys not found: 0
uncached keys: 1
expired keys: 0
encryptions: 1356
decryptions: 1356

Observing in time client “encryptions” and “decryptions” figures ensures that packages are exchanged
encrypted. Both parameters should increase each pool interval, but not necessarily (depends on
ntp.conf configuration and time server availability) both must point the same value.

3. Itis helpful to monitor the performance of the NTP daemon to confirm that the authentication algorithm
is working as expected. The NTP daemon provides a number of monitoring tools setup in ntp.conf :

#monitoring lines add to ntp.conf
enable monitor

enable stats

statistics peerstats

filegen peerstats file peerstats type day
statsdir /local/bin/

The daemon process will add an entry into the peerstats file each time the client queries a server. The
entry will be in the following form:

54237 86332.222 132.163.4.107 f624 -0.011106682 0.000251015 0.000953898
0.000073756

The first two parameters give the time of the query as the MJD (Modified Julian Day number) and the
UTC second of the day. The third parameter gives the IP address of the remote system. The fourth
parameter describes the state of the query using the hexadecimal representation of a series of bits. The
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significance of each bit is described in Appendix B of RFC1305. Using the convention that the most
significant bit of the state is bit 0, the first hexadecimal digit of the state should be “f’ to indicate that:

Bit O: peer is configured

Bit 1: authentication is enabled
Bit 2: authentication is ok
Bit 3: peer is reachable

If authentication is not used, then bits 1 and 2 will be 0, and the first digit will be 9 instead of f. The “6”
in the second digit signals that this server is being used to synchronize the local clock. If the client is
querying more than one server, then the one that is selected to synchronize the clock will have a 6 as
the second digit and the other status words will normally have a 4 in that position. The remaining
parameters describe the offset, delay, dispersion, and jitter of the query.

ntp.conf/ntp.keys examples

Example configuration for testing NTP for Microsoft Windows 8.1 PRO

# file ntp.keys — the same file for both: SERVER & CIENT
10 M ElpromaElectronica1

14 M sundial

15 A sundial

20 N 29233E0461ECD6AE # des key in NTP format

30 M Rirop8KPPvQvYotM # md>5 key as an ASCII random string

12345 M BlahBlahBlah # key can be any ASCII string and any unique KeyID
101 A SeCReT # this is ASCII (DES) text

1010 N d3e54352e5548080 # this is HEX (DES) string HSB notation

10101 M a7cb86a4cba80101 # this is HEX (DES) string LSB notation

Configuring authentication at NTS-3000/4000/5000

NTS-3000/4000/5000 authentication can be lunch using std, server setup (HTTP, SSH, TELNET).
Timeserver supports MD5 symmetric keys only. Please be sure to save updated configuration and
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restart NTP client demon or service. It is also recommended to power down NTS-3000/4000/5000 and
restart unit before using new defined MD5 symmetric keys.

MD5 Setup (WWW)

From left menu please select NTP MDS Keys and write your MD5 ASCII keys to table. The 1-10 column
represents KeylD. If you like to store large number KeylID please use Prev/Next buttons. Once your
MD5 key configuration (servers ntp.keys) is ready, please save it pressing “Save changes” and wait until
confirmation of storing will be displayed. Before using new defined MD5 keys please perform “Save
settings” (and wait for success saving confirmation), and Logout. It is recommended to restart time
server before using new keys.

P NTS-4000 Configuration Panel
WWW.NEP-SETVers.com

NTP MDS Keys management SimpleTestkeyMDs

1
2
3
4
5
6
7
8
9

10

Prev Next
NTP MD5 Ke Save changes

Discard changes

Configuring symmetric MD5 keys via HTTP (example use server IP 10.0.0.249)

Saved configuration creates automatically ntp.keys file inside NTS-3000/4000/5000. Please note keys
you have defined for NTS and use them at ntp.keys/ntp.conf file of your client. Files may looks like:

MD5 Setup (SSH/TELNET)
Below screenshots shows how to configure symmetric MD5 keys using text mode terminal services SSH

and Telnet. For secured network environments, it is strongly recommended to use SSH service (not
HTTP or Telnet).
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& 10.0.0.249 - PuTTY

When defining new or existing MD5 key you will be requested for its KeyID (key number) first.

7 10.0.0.249 - PuTTY = =

You can provide new MD5 key text sequence, modify or remove existing one.
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2 10.0.0.249 - PuTTY _ o :

NTP MD5

1: SimpleTestKeyMDS5

Stored MD5 keys can be viewed. Please use VIEW from AUTH menu to view all defined MD5 keys.

L2 10.0.0.249 - PuTTY - olEd

NTP
DATE/TIME

Once all MD5 keys definitions are complete please use RETURN and EXIT with saving setup. All
operation will be confirmed on TTY display. We thank you for you patience and please follow those
messages until final one. It is recommended to restart your timeserver before using new or modified
MD5 keys. You should also perform to restart your NTP client demon (service) to take effect on changes.
Please test your authenticated synchronization first before using in final production environment.
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2 10.0.0.249 - PuTTY = 1=

LAN1
LAN?
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40.SYSLOG

Syslog is a widely used standard for message logging. It permits separation of the software that
generates messages, the system that stores them, and the software that reports and analyses them.
Computer system designers can use syslog for system management and security auditing as well as
general informational, analysis, and debugging messages. Syslog is a client/server protocol a logging
application transmits a text message to the syslog receiver. The receiver is commonly called syslog
server. Syslog messages may be sent via the UDP or TCP. The data is sent in clear text. Therefore in
some cases port 514 is required to be open.

A ELPR A NTS-5000 Configuration Panel
o OM WWW.ntp-servers.com

Service enable Enabled
If this option is set, device will store system logs on remote
host

SYSLOG
SYSLOG host 10.0.0.246 oK
Enter SYSLOG host IP address here

Facility Original Lt
Select facility

Level Emergency »
Select level

Setup version up to 2018

(o] ELPROMA Network Time Server : NTS-5000 (15258644) safetime
2024-08-0. :47 UTC EN admin ()
Dashboard il
GNSS1
GNSS2 855 Hostname

e
LAN G
PTP-LAN
CcARP . Level

ROUTE - Emergency W

PTP1
Level
Services

NTP

IRIG/1PPx

| 1Pud addre Level
r— R R

System —Server 4
susy Enabf ! evel
DNS a - - - - Emergency ¥
Time MAIL

Antenna Enabled
.

SMTP Server

Monitoring

Factory reset

APPLY CONFIG

LOGOUT

Setup version from 2019

NTS-3000/4000/5000 SETUP page for defining syslog server address, facility and level
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NTS servers supports single syslog server reporting. Multiple syslog server support is possible
intermediately using LOG redistribution between syslog servers. NTS3000/4000/5000 is providing
standard reporting from most to least severe:

- Emergency (factory default),
- Alert,

- Critical,

- Error,

- Warning,

- Notice,

- Info,

- Debug

A facility level is used to specify what type of NTS-3000/4000/5000 service is logging the message. This
lets the configuration file specify that messages from different facilities will be handled differently. The
possible selection are: Original (factory default — the same as FreeBSD UNIX), demon, syslog, local
use from 0 to 7.

The NTS-3000/4000/5000 sends to syslog following security messages:

e entering/exiting SETUP locally from front panel keyboard

e entering/exiting SETUP remotely using ssh, www, telnet etc

e the new source of UTC faze stamping is selected for synchronization (GNSS-NMEA Ant1,
GNSS-NMEA Ant2, remote backup NTP servers, LOCAL clock)

Note ! Frequency ref. as 1PPS (GNNS, EXT, IRIG-B, SYSPLEX) as well as internal build-in OSC (OCXO,
Rubidium) will not trig LOG message report when synchronized to. It is because 1PPS is just a
frequency std. and it is not providing any UTC time stamping information (UTC date & time). If performs
high accuracy frequency tuning possible only once time server is locked (PLL/FLL) to source as Ant1,
Ant2 or remote backup NTP server.

Entering/exiting SETUP locally from front panel keyboard

File Edit View Help
|i| m A @ Display 00 [Default) »

Date Time Priority Hostname Message
02-14-2015 22:56:09 Auth.Info 10.0.0.244 Feb 14 21:56:09 s<hd[4891]: Server listening on 0.0.0.0 port 22.
02-14-2015 22:56:09 Syslog.Info 10.0.0.244 Feb 14 21:56:09 logd: [origin sof " logd™ sw¥ersion="3.20.0" x-pid="3645" x-info="http://www._rsyslog.com™] restart
02-14-2015 22:56:08 Daemon.Motice 10.0.0.244 Feb 14 21:56:08 NTS5-FrontPanel: Saving changes setup
02-14-2015 225555 Auth.Info 10.0.0.244 Feb 14 21:55:55 sshd[3190]: Received signal 15;
02-14-2015 22:55:55 Syslog.Info 10.0.0.244 Feb 14 21:55:55 logd: [origin sof 5 logd™ sw¥ersion="3.20.0" x-pid="3645" x-info="http://www.rsyslog.com™] restart

02-14-2015 22:5%:55 Daemon.Motice 10.0.0.244 Feb 14 21:55:5% NTS5-FrontPanel: Enter to setup

Accessing SETUP from keyboard (without saving changes)

[File Edit View Help
U @ A B ) [ Display 00 (Default) v

Date Time Priority Hostname Message

02-14-2015 22:59:10 Auth.Info 10.0.0.244 Feb 14 21:59:10 2£hd[5046]: Server listening on 0.0.0.0 port 22_

02-14-2015 22:59:10 Spyslog.Info 10.0.0.244 Feb 14 21:593:10 logd: [origin soft " logd"” swWersion="3.20.0" x-pid="3645" x-info="http: //www_rsyslog com”] restart
|02-14-2015 22:59:08 Daemon.Notice 10.0.0.244 Feb 14 21:59:08 NTS-FrontPanel: Changes not saved
i 02-14-2015 22:58:55 Auth.Info 10.0.0.244 Feb 14 21:58:55 sshd[4891]: Received signal 15
|02-14-2015 22:58:55 Syslog Info 10.0.0.244 Feb 14 21:58:55% logd: [origin sof! " logd” swWersion="3.20.0" x-pid="3645" x-info="http://www.rsyslog.com”] restart

i 02-14-2015 22.58:55% Daemon Motice 10.0.0.244 Feb 14 21:58:55 NT5-FrontPanel: Enter to zetup
il

Accessing SETUP from keyboard (saving changes)

Entering/exiting SETUP remotely using ssh/www/telnet and other protocols or utility
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File Edit View Help
2 QmA (.3 |Display 00 (Default) v

Date Time Priority Hostname Message
02-14-2015 23:05:35 Userinfo  10.0.0.244 Feb 14 22:05:35 www_setup: Enter to NTS-SETUFP [www]
02-14-2015 23:05:26 SyslogiInfo 10.0.0.244 Feb 14 22:05:26 logd: [origin sofl "rsyslogd" sw¥ersion="3.20.0" x-pid="3645" x-info="http://www_isyslog com"] restart stait

02-14-2015% 23:04:17 User.Info 10.0.0.244 Feb 14 22:04:17 -nowy_setup: DId setting restored NTS-SETUP [ssh/telnet)

02-14-2015 23:04:06 Uger.Info 10.0.0.244 Feb 14 22:04:06 -nowy_setup: Enter MTS-SETUP [gzhitelnet]

02-14-2015 23:04:05 SyslogiInfo 10.0.0.244 Feb 14 22:04:05 logd: [origin soft "rsyslogd" sw¥ersion="3.20.0" x-pid="3645" x-info="http-//www_rsyslog com"] restart start
02-14-2015 23:04:04 Auth.info  10.0.0.244 Feb 14 22:04:04 sshd[5320]: A d keyboard-i ive/pam for admin from 10.0.0.246 port 56602 ssh2

Accessing SETUP from SSH (saving changes)
New NMEA UTC source of time stamping

File Edit View Help
£ m A (3 |Display 00 [Default) v

Date Time Priority Hostname Message
02-14-20015 23:39:37 System2 Motice 10.0.0.244 Feb 14 22:39:37 ntpd[1831];. kemnel time sync status change 2001
02-14-2015 23:39:37 System2 Motice 10.0.0.244 Feb 14 22:39:37 ntpd[1831]: time reset +0.833924 s

02-14-2015 23:39:37 SystemZ.Info 10.0.0.244 Feb 14 22:39:37 ntpd[1831]: synchronized to GPS NMEA antena 2, stratum 1

This message is sent each time NMEA UTC timestamp new source is selected. Message is not generated for frequency tuning std. as 1PSS

Indicating LOCAL clock operation
File Edit View Help

BV A (3 |Display 00 (Default] v

Date Time Priority Hoszstname Message
02-14-2015 23:14:33 System? Notice 10.0.0.244 Feb 14 22-14:32 ntpd[459]: kernel time sync status change 2001
02-14-2015 23:14:33 System?.Info 10.0.0.244 Feb 14 22:14:32 ntpd[459]: synchronized to LOCAL[D]. stratum 5

NTS-3000/4000/5000 is synchronized to NTP LOCAL CLOCK. This situation can periodically (temporary) be noted in LOG when switching
between UTC sources. It is requiring than Admin inspection (eg. via NTP tool “ ntpq.exe —pe”’) to check current status of Antl/Ant2.

Missing UTC source for time server

File Edit View Help
4] @ A B 9 Display 00 (Default) v

Date Time Priority Hostname Meszage
02-14-201% 23:41:54 SystemZ.Info 10.0.0.244 Feb 14 ZZ:41:54 ntpd[1831]: no zervers reachable

NTS-3000/4000/5000 is missing source of UTC time. This situation might happen when all antennas are disconnected and server
configuration has disabled OSC (OCXO, Rubidium) and LOCAL clock.

Simple LOG sequence after power up timeserver
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| File Edit View Help
[ & ! |Display 00 [Defaul) v

Date Time Priority Hostname Message
[02-15-2015  01:59:51 SystemZ Info 10.0.0.244 Feb 15 00:59:51 ntpd[459]: synchronized to GPS NMEA antena 1. stratum 0
|0215-2015 01:59:40 System2.Info  10.0.0.244 Feb 15 00:59:40 ntpd[453] synchronized to GPS NMEA antena 2. stratum 0
02-15-2015 01:48:56 System?2_Info 10.0.0.244 Feb 15 00:48:56 ntpd[459]: zynchronized to LOCAL[D), stratum 5
02-15-2015 01:48:50 System?_Info 10.0.0.244 Feb 15 00:48:50 ntpd[459]: zynchronized to GPS NMEA antena 2, stratum 0
02-15-2015 01:43:28 System?2_Info 10.0.0.244 Feb 15 00:43:28 ntpd[459]: zynchronized to LOCAL[D), stratum 5
02-15-2015 01:43:26 System?2_Info 10.0.0.244 Feb 15 00:43:26 ntpd[459]: no servers reachable
02-15-2015 01:41:29 System?_Info 10.0.0.244 Feb 15 00:41:29 ntpd[459]: zynchronized to GPS NMEA antena 2, stratum 0
02-15-2015 01:41:25% System2 Motice 10.0.0.244 Feh 15 00:41:25 ntpd[459]: kernel ime sync status change 2001
02-15-2015 01:41:25 System?2_Info 10.0.0.244 Feb 15 00:41:25 ntpd[459]: zynchronized to GPS NMEA antena 1. stratum 0
Good weather conditions

Below screenshot illustrates LOG example when bed weather conditions are and there are
problems in receiving SAT signals.

File Edit View Help
M A Display 00 (Default)  +
Date Time Priarity Hostname Message

02-15-2015 11:0%:53 System?Z.Info 10.0.0.244 Feb 15 10:05:53 ntpd[455]: synchronized to GP5S NMEA antena 2. stratum 0
02-15-2015 11:0%:51 System?Z.Info 10.0.0.244 Feb 15 10:05:51 ntpd[455]: spnchronized to 10.0.1.215. stratum 1
02-15-2015 11:03:43 SystemZ.Info 10.0.0.244 Feb 15 10:03:43 ntpd[455]: synchronized to LOCAL[D]. stratum 5
02-15-2015 11:03:2% System?Z.Info 10.0.0.244 Feb 15 10:03:25 ntpd[455]: synchronized to GP5S NMEA antena 1. stratum 0
02-15-2015 11:02:36 System?Z.Info 10.0.0.244 Feb 15 10:02:36 ntpd[455]: synchronized to GP5S NMEA antena 1. stratum 0
02-15-2015 11:02:3% System?Z.Info 10.0.0.244 Feb 15 10:02:35 ntpd[455]: synchronized to LOCAL[D]. stratum 5
02-15-2015 11:01:47 SystemZ.Info 10.0.0.244 Feb 15 10:01:47 ntpd[455]: synchronized to LOCAL[D], stratum 5
02-15-2015 11:00:57 System?Z.Info 10.0.0.244 Feb 15 10:00:57 ntpd[455]: synchronized to LOCAL[D). stratum 5
02-15-2015 10:59:52 System?.Info 10.0.0.244 Feb 15 09:59:52 ntpd[455]: synchronized to LOCAL[D), stratum 5
02-15-2015 10:59:02 System?.Info 10.0.0.244 Feb 15 09:59:02 ntpd[455]: zynchronized to GPS NMEA antena 2, stratum 0
02-15-2015 10:58:47 System?.Info 10.0.0.244 Feb 15 09:58:47 ntpd[455]: synchronized to LOCAL[D), stratum 5
02-15-2015 10:37:27 System?.Info 10.0.0.244 Feb 15 09:37:27 ntpd[455]: synchronized to LOCAL[D), stratum 5
02-15-2015 10:12:05% System?.Info 10.0.0.244 Feb 15 09:12:05 ntpd[455]: zynchronized to GPS NMEA antena 1. stratum 0
02-15-2015 10:12:01  System?.Info 10.0.0.244 Feb 15 09:12:01 ntpd[455]: zynchronized to GPS NMEA antena 2, stratum 0
02-15-2015 10:11:50 System?2.Info 10.0.0.244 Feb 15 09:11:50 ntpd[455]: synchronized to GP5S NMEA antena 1. stratum 0
02-15-2015 10:11:46 System?2.Info 10.0.0.244 Feb 15 09:11:46 ntpd[455]: synchronized to GPS NMEA antena 2, stratum 0
02-15-2015 10:11:3%  SystemZ.Info 10.0.0.244 Feb 15 09:11:35 ntpd[455]: synchronized to GP5S NMEA antena 1. stratum 0
02-15-2015 10:11:17  System?2.Info 10.0.0.244 Feb 15 09:11:17 ntpd[455]: spnchronized to GPS NMEA antena 2, stratum 0
02-15-2015 10:10:23 System2 Hotice 10.0.0.244 Feb 15 09:10:23 ntpd[455]: time reset -1679_806025 =

02-15-2015 10:10:03  System?Z.Info 10.0.0.244 Feb 15 09:38:02 ntpd[455]: synchronized to GPS NMEA antena 2, stratum 0
02-15-2015 10:09:16 System?Z.Info 10.0.0.244 Feb 15 09:37:15 ntpd[455]: synchronized to GP5S NMEA antena 1. stratum 0
02-15-2015 10:09:15 System?2_Info 10.0.0.244 Feb 15 09:37:14 ntpd[455]: synchronized to GPS HMEA antena 2, stratum 0
02-15-2015 10:09:01 System?.Info 10.0.0.244 Feb 15 09:37:00 ntpd[455]: zynchronized to GPS NMEA antena 1. stratum 0
02-15-2015 10:08:59 System?.Info 10.0.0.244 Feb 15 09:36:58 ntpd[455]: zynchronized to GPS NMEA antena 2, stratum 0
02-15-2015 10:08:45 System?.Info 10.0.0.244 Feb 15 09:36:44 ntpd[455]: zynchronized to GPS NMEA antena 1. stratum 0
02-15-2015 10:08:44 System?.Info 10.0.0.244 Feb 15 09:36:43 ntpd[455]: zynchronized to GPS NMEA antena 2, stratum 0
02-15-2015 10:08:14 System?.Info 10.0.0.244 Feb 15 09:36:13 ntpd[455]: zynchronized to GPS NMEA antena 1. stratum 0
02-15-2015 10:07:41 System?Z.Info 10.0.0.244 Feb 15 09:35:40 ntpd[455]: zynchronized to GPS NMEA antena 2, stratum 0
02-15-2015 10:07:11  SystemZ.Info 10.0.0.244 Feb 15 09:35:11 ntpd[455]: synchronized to GPS NMEA antena 1. stratum 0
02-15-2015 10:06:18 System?Z.Info 10.0.0.244 Feb 15 09:34:17 ntpd[455]: synchronized to GPS NMEA antena 2, stratum 0
02-15-2015 10:06:07 System?Z.Info 10.0.0.244 Feb 15 09:34:07 ntpd[455]: synchronized to GP5S NMEA antena 1. stratum 0
02-15-2015 10:0%:24 System?Z.Info 10.0.0.244 Feb 15 09:33:23 ntpd[455]: synchronized to GPS NMEA antena 2, stratum 0
02-15-2015 10:03:57 System?Z.Info 10.0.0.244 Feb 15 09:31:57 ntpd[455]: synchronized to GP5S NMEA antena 1. stratum 0
02-15-2015 10:03:25% System?Z.Info 10.0.0.244 Feb 15 09:31:24 ntpd[455]: synchronized to GPS NMEA antena 2, stratum 0
02-15-2015 10:02:34 System?Z.Info 10.0.0.244 Feb 15 09:30:33 ntpd[455]: synchronized to GP5S NMEA antena 1. stratum 0
02-15-2015 10:02:20 System?Z.Info 10.0.0.244 Feb 15 09:30:19 ntpd[455]: synchronized to GPS NMEA antena 2, stratum 0
02-15-2015 10:01:49 System?.Info 10.0.0.244 Feb 15 09:29:49 ntpd[455]: zynchronized to GPS NMEA antena 1. stratum 0
02-15-2015 10:01:46 System?Z.Info 10.0.0.244 Feb 15 09:29:45 ntpd[455]: zynchronized to GPS NMEA antena 2, stratum 0
02-15-2015 10:01:45 System?.Info 10.0.0.244 Feb 15 09:29:44 ntpd[455]: zynchronized to GPS NMEA antena 1. stratum 0

Bad weather conditions (missing SAT signals or GNSS signal is unstable)
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Important note ! Each time LOCAL clock message is the last status written to LOG the
inspection via std. NTP tool “ntpq —pe” is recommended to check antennas and internal
oscillators. This situation does not necessary mean emergency call since there is a high
probability server reminds FLL (frequency locked) to 1PPS of NMEA GNSS (Antl or Ant2).
If next LOG message confirms new synchronization source to NMEA (see above example on
the top) there are no needs to verify LOCAL clock action.
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41. Application notes HFT (MiFID II)

Below scheme presents recommendation of UTC time distribution via PTP based on NTS5000 HFT
equipped with 4x PTPv2/IEEE1588 hardware cards. Solution warranties following properties:

1) All traders work in same UTC time domain (robust synchronization)

2) Mulit source time ref. provides robust UTC synchronization. Time is driven simultaneously
from GNSS and NTA (NMI).

3) Each trader has own independent PTPv2/IEEE1588 synchronization line, so traders cannot
interfere each other synchronization (traffic problem and its impact to PTP). Each trader PTP
synchronization creates kind of “synchronization umwelt”. Each PTP Master has own IP stack,
own OS driven. There is no communication between PTP masters inside NTS-5000. The Grand
Master NTS-5000 supports synchronization to all trader “synchronization umwelts” — and they
all work in same UTC time domain powered by robust synchronization.

4) Each trader PTP slave should consider to support:

a) NIC 1PPS-out for hardware monitoring (SDH). 1PPS-output should be considered to be
compared to ref. 1PPS(k). All monitored data, incl. transaction LOG should be
cryptographically timestamped RFC3161

b) Solution can be considered to use software level NTP/PTP monitoring (e.g. FSMlab Time
Keeper). This is independent on NTA 1PPS hardware validation. All output audit data should
be stored in LOG files, cryptographically RFC3161 timestamped, and archved for future
AUDIT.

‘;::m‘e monitoring) e emeTRY R ... PPSavetoUTCINPY
— 4----=---5 HW & SW offset monitoring
NTA o O SDH M |
TRF (e e ' !
! PTP Master To UTC(NTA) f |
uTCik) | HW offset monitoring i '
ELPROMA NTS-5000HFT | | :
pps+Ta0  PPSiq IPPSW T PESQUI 5
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Example of Stock Exchange HFT synchronization system supporting two redundant NTS-5000HFT servers
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Above configuration was tested w/ std. M1000 PTP Slave on distance 50km achieving synchronization accuracy
of 60ns with jitter +/- 10ns. Below data presents Time Deviation (TDEV) and Allan Deviation (ADEV) plots from

December/January 2017 testing at London NPL.
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USER GUIDE & TUTORIALS
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42.PTP (Precision Time Protocol) IEEE1588

The Precision Time Protocol (PTP) IEEE 1588 is designed to synchronize real-time clocks in LANs used
for telecommunications, power grids, financial market, and industrial automation. Especially protocol is
currently employed to synchronize financial HFT transactions, mobile phone tower transmissions
Lte/5G BTS, sub-sea acoustic arrays, and any networks that require precise timing but lack
access to GNSS time reference.

Typical accuracies achieved on a high-speed, multiple-segment LAN are within 100 ns and in some
cases much better. Version 1 of the PTP was published in 2002. Version 2 was published in 2008 and
it is not backward compatible. Shortly it is expected a new PTP IEEE1588 version 2.1

The PTP messages use the User Datagram Protocol over Internet Protocol (UDP/IP) for transport.
Version 1 IEEE1588-2002 uses only IPv4 transports, but this has been extended to include IPv6 in
IEEE1588-2008specification. In PTPvl IEEE1588-2002, all PTP messages are sent
using multicast messaging, while PTPv2 IEEE1588-2008 introduced an option for devices to
negotiate unicast transmission on a port-by-port basis. Multicast transmissions use IP
multicast addressing, for which multicast group addresses are defined for IPv4 and IPv6.

Event messages are sent to port number 319.
General messages use port number 320.

Terminal and Network Devices

The IEEE 1588 standards describe a hierarchical master-slave architecture for clock distribution

A 1588 clock is an oscillator, usually a temperature-compensated crystal oscillator (TCXO), and a
counter that represents time in seconds and nanoseconds since 0 h 1 January 1970. The intended
timescale is International Atomic Time (TAI) with provisions for the UTC offset and advance notice of
leap seconds. The time representation is similar to POSIX, except the PTP seconds field has 48 bits,
making the timestamp 10 octets long.
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. How many Slaves supports PTP Master?

The short answer: It depends....

A slightly longer answer: The NTS-5000 PTP IEEE1588 expander cards (LAN3 and above) are designs
can handle approx. 350 outgoing PTP messages per second. In Multicast this means that:

s+d*n<3500rn<(350-s)/d

Where s is the number of sync messages (one-step) per second, d is the number of delay request
messages per second and n is the number of slaves. We also have the announce messages, but
these are usually kept at a very low rate, so it does not really matter. Assuming the rates are the same
for sync and delay request this means:

e 1/sec: 349, but we say 250 to be safe. It depends a lot on how well the slaves distribute their delay
requests over time.

e 2/sec:174

e 32/sec: 9 (tested in our lab)

e 64/sec: 4 (tested in our lab)

In Unicast the formula is:
(s+d+a)*n<3500rn<350/(s+d+a)

Where s is the number of sync messages (one-step) per second, d is the number of delay request
messages per second, a is number of announce messages per second and n is the number of slaves.
Assuming the rates are the same for sync and delay request and the default announce rate of 1 every
two seconds):

1/sec: 140

2/sec: 77

16/sec: 10 (tested in our lab)
32/sec: 5 (tested in our lab)
64/sec: 2 (tested in our lab)

Now, this is theoretical calculations (although practically verified to some extent) so keep that in mind
and use a sound margin to any numbers.

Another thing of great importance, is that our concept of Edge Grandmasters and Gateway clocks
significantly reduces the need of high message rates, due to the fact that these devices will be much
closer to the clients, with less complex networks in between. 16 msg/s or less should be sufficient in
most cases.
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43.NTP (Network Time Protocol)

When NTP on LAN1-LAN2 are operational they automatically also support older Unix DAYTIME
RFC687 and RFC688. No additional configuration is required for DAYTIME.

STRATUM-0 UTC ref. time - The Clocks
1 — — —
SN\

IR
88 88—

E B B B

NTP structure is organized in 0-15 level STRATA tree. Beginning from Stratum 2 each computer acts
client to STRATUM-1 server and server for STRATUM-3. Servers can PEER providing redundancy and
improving robustness of synchronization. Other protocols as SNTP and PTP do not support STRATUM
hierarchy. The operate CLIENT-SERVER (Master-Slave) structure only.

. NTP - Network Time Protocol

Network Time Protocol (NTP) is a networking protocol for clock synchronization between computer
systems over packet-switched, variable-latency data networks. In operation since before 1985, NTP is
one of the oldest and stable Internet protocols in current use. NTP was designed by David L. Mills of the
University of Delaware.

NTP is intended to synchronize all participating computers operating over public Internet to within a few
milliseconds of Coordinated Universal Time (UTC). Using NTS-x000 family product this accuracy can
be improved inside local networks up to level of teens of microseconds.

NTP uses the intersection algorithm, a modified version of Marzullo algorithm, to select accurate time
servers and is designed to mitigate the effects of variable network latency. This algorithm is also used
to detect time manipulations if several time servers are available as primary reference of time.

NTP uses a hierarchical 0-15, semi-layered system of time sources. Each level of this hierarchy is
termed a stratum and is assigned a number starting with zero for the reference clock at the top. A server
synchronized to a stratum n server runs at stratum n + 1. The number represents the distance from the
reference clock and is used to prevent cyclical dependencies in the hierarchy.

Important Note! Stratum is not always an indication of quality or reliability
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A typical NTP client will regularly poll three or more servers on diverse networks. To synchronize its
clock, the client must compute its time offset and round-trip delay. Time offset 6 is defined by

and the round-trip delay & by

Where:

t0 is the client's timestamp of the request packet transmission,

t1 is the server's timestamp of the request packet reception,

t2 is the server's timestamp of the response packet transmission and
t3 is the client's timestamp of the response packet reception

The values for 8 and & are passed through filters and subjected to statistical analysis. Outliers are
discarded and an estimate of time offset is derived from the best three remaining candidates. The
clock frequency is then adjusted to reduce the offset gradually, creating a feedback loop.

The synchronization is correct when both the incoming and outgoing routes between the client and the
server have symmetrical nominal delay. If the routes do not have a common nominal delay, there will
be a systematic bias of half the difference between the forward and backward travel times.

SNTP - Simple Network Time Protocol

SNTP (Simple Network Time Protocol) and NTP (Network Time Protocol) are describing
exactly the same network package format, the differences can be found in the way how a
system deals with the content of these packages in order to synchronize its time. They are
basically two different ways of how to deal with time synchronization. It is especially important
for client side - responsible for accuracy, security and stability of synchronization.

Compering to NTP, the SNTP does not support multisource and cryptographic authentication.

While a full featured NTP client reaches a very high level of accuracy and avoids abrupt
timesteps as much as possible by using different mathematical and statistical methods and
smooth clock speed adjustments, SNTP client can only be recommended for simple
applications, where the requirements for accuracy and reliability are not too demanding.

By disregarding drift values and using simplified ways of system clock adjustment methods
(often simple time stepping), SNTP client achieves only a low-quality time synchronization
when compared with a full NTP implementation.
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SNTP version 4 is defined in RFC2030, where it reads: "It is strongly recommended that SNTP
be used only at the extremities of the synchronization subnet. SNTP clients should operate only at the
leaves (highest stratum) of the subnet and in configurations where no NTP or SNTP client is
dependent on another SNTP client for synchronization. SNTP servers should operate only at the root
(stratum 1) of the subnet and then only in configurations where no other source of synchronization
other than a reliable radio or modem time service is available. The full degree of reliability ordinarily
expected of primary servers is possible only using the redundant sources, diverse subnet paths and
crafted algorithms of a full NTP implementation "

Therefore, SNTP servers can supports both NTP and SNTP clients if server provides reliable
high security and trustable source of time. In all other term "NTP time server" or "NTP
compatible client" can - by definition - describe a system with a fully implemented NTP as well
as any other product which uses and understands the NTP protocol but achieves far worse
levels of reliability, accuracy and security

. PTP - Precision Time Protocol (IEEE1588)

The Precision Time Protocol (PTP) is a protocol used to synchronize clocks throughout a computer
network. On a local area network, it achieves clock accuracy in the sub-microsecond range, making it
suitable for measurement and control systems. |IEEE 1588 is designed for local systems requiring
accuracies beyond those attainable using NTP.

The IEEE 1588 standards describe a hierarchical master-slave architecture for clock distribution. Under
this architecture, a time distribution system consists of one or more communication media (network
segments), and one or more clocks. An ordinary clock is a device with a single network connection and
is either the source of (PTP-master) or destination for (PTP-slave) a synchronization reference. A
boundary clock has multiple network connections and can accurately synchronize one network segment
to another. A synchronization PTP-master is selected for each of the network segments in the system.
The root timing reference is called the grandmaster. The grandmaster transmits synchronization
information to the clocks residing on its network segment. The boundary clocks with a presence on that
segment then relay accurate time to the other segments to which they are also connected.

A simplified PTP system frequently consists of ordinary clocks connected to a single network, and no
boundary clocks are used. A grandmaster is selected, and all other clocks synchronize directly to it.

IEEE 1588: 2008 standard introduces a clock associated with network equipment used to convey PTP
messages. The transparent clock modifies PTP messages as they pass through the device. Timestamps
in the messages are corrected for time spent traversing the network equipment. This scheme improves
distribution accuracy by compensating for delivery variability across the network.

PTP typically uses the same epoch as Unix time (start of 1 January 1970). While the Unix time is based
on Coordinated Universal Time (UTC) and is subject to leap seconds, PTP is based on International
Atomic Time (TAI). The PTP grandmaster communicates the current offset between UTC and TAI, so
that UTC can be computed from the received PTP time.
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Hardening guide

1. Disable HTTP and Telnet Protocols:

- HTTP and Telnet are plaintext protocols, meaning that data transmitted using these
protocols is not encrypted. Disabling these protocols enhances security by reducing the risk of
unauthorized access and interception of sensitive information. Instead, consider using more
secure alternatives like HTTPS for web communication and SSH for remote access.

2. Use Strong Passwords:

- Weak passwords are susceptible to brute force attacks, where attackers systematically try
different combinations to gain unauthorized access. Utilizing strong, complex passwords
significantly strengthens the system's security posture, making it more challenging for
malicious actors to compromise user accounts.

3. Enable Only Necessary Services on Interfaces:

- Every service enabled on an interface increases the potential attack surface. By disabling
unnecessary services, you reduce the number of entry points that could be exploited by
attackers. This minimizes vulnerabilities and helps in maintaining a lean and more secure
system.

4. Segregate Interfaces for Production and Management Purposes:

- Segregating interfaces is a fundamental security principle that helps prevent unauthorized
access and potential disruptions. By dedicating specific interfaces for production tasks and
separate ones for management purposes, you create an additional layer of defense. This
isolation ensures that critical functions, like time synchronization for production, are not
jeopardized by potential security incidents on management interfaces. It also helps in
implementing and enforcing different security policies based on the role of each interface.
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APPENDIX

SNMP /MIB-2 file traps for managing NTS-5000

The SNMP MIB-2 file can be downloaded here:
https://cloud.elpromaelectronics.com/index.php/s/INTS-MIB

GNSS Anti-Jamming/Spoofing

The NTS-x000 family is carrier grade Grandmaster clock with additional capabilities of security
that provide a flexible technology suite to match the synchronization needs of evolving
networks. It enables communications service providers to build a stable, robust and reliable
network infrastructure using simultaneously synchronisation protocols: PTP IEEE1588, SyncE,
NTP, SNTP, Chrony, IRIG, 1PPS/ToD (TC), 10MHz... etc.

The hardware redundancy is built-in from scratch to each level of architecture of
NTS-5000 time server. Dual GNSS receivers (ANT1, ANT2), dual holdover oscillators
(Rubidium, OCXO0), multiport network interface expansion module cards NIC (each with private
PTP/NTP/SyncE software stacks built into the hardware chip FPGA) ensures that there is no
impact on client synchronisation performance when failover occurs. Separating clients from
each other provide protection far superior to network redundancy models where random traffic
push to reacquire synchronization from a different grandmaster somewhere else in the network.
When locked to a GNSS input, the NTS-5000 meets the applicable performance requirements
of the ITU-T G.8272 (Rubidium version only) standard for a primary reference time clock
(PRTC). This is important considering protection of the input clock sources that has
become increasingly important these days.

NTS-x000 has 3 independent LEVELS of protection

The LEVEL-1 protection is built-in to standard NTS-x000 network appliance, however to enable
it needs, a pied license. This functionality is supported for each GNSS receiver (ANT1, ANT2).
Both connected Smart Antennas can do auto antenna ON/OFF switching when RF jamming
or GNSS spoofing is recognised. It lets NTS-x000 switch early enough to built-in oscillator
(Rubidium, OCXO) holdover mode refusing false signals from antenna.

The NTS-5000 will then still ensure the accuracy of 200ns (nanoseconds) for another 15 hours
of GNSS less operation (the ANT1/ANT2 antenna is OFF or STAND-BY mode) when equipped
with Rubidium & OCXO oscillators, and 4 hours only when NTS-5000 (NTS-4000) is equipped
with OCXO oscillator only (no Rubidium). Longer holdovers increase the oscillator drift
ensuring less accuracy of synchronisation on next days. The NTS-3000 does not include
internal oscillator, therefore it drifts near immediately, once the GNSS is missing.

Once the RF jamming/spoofing attack ends the NTS-x000 switches back to normal operation
synchronizing from GNSS. The LEVEL-1 protection can be extra amplified by using
simultaneously 2x GNSS receivers located min. 50m (optimally if more than 200m) from each
other. This is so-called the “Geographical” anti-jamming/spoofing approach, perhaps
the most effective one to prevent against mobile jammers and Hack-RF GPS spoofers.
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The vulnerability of GNSS, especially of the GPS system, to various signal incidents
is well documented. The rapid proliferation of GNSS systems has embedded these
vulnerabilities into critical national infrastructures as well as corporate infrastructures that rely
on GNSS delivered for daily operations. This widespread deployment of GNSS receivers
makes it impractical to replace all fielded GNSS systems in a timely or cost-effective manner.
The NTS-x000 family protects for all vulnerabilities.

GNSS satellite traceability is important.

NTS-x000 has built-in professional GNSS satellite traceability monitoring linked to SNMP /
MIB-2 NMS system. It is compatible to any OSS software. The Elproma MIB-2 file is defining
one of the world largest database of alarm traps, including RF jamming and spoofing
recognition alarms.

Network Time Server
2019-07-11 11:50:55 UTC
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523464 208923
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SNMP/SYSLOG
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« [
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Glonass = GPS

Adaptive GNSS antennas - multi-path mitigation and 3 part suppliers

The NTS-x000 is delivered with Smart Antenna in which the replaceable GNSS receiver
adaptive board is built into the antenna dome, instead of the usual approach of placing the
receiver inside the server enclosure. The replaceable GNSS receiver boards are OCP (Open
Computing Project) standard and security checked inside Facebook, Microsoft, Google,
Amazon labs. The NTS-x000 can be also equipped with the 3™ part adaptive antenna suppliers.

One of cyber-security acknowledged for NTS-x000 receivers is Furuno manufacturer, who has
developed a new special technology to enhance the reception of GNSS signal. This unique
functionality enables correct timing signal to be computed even when antennas are mounted
in a lower canyon ground and accept reflected/diffracted GNSS signals.
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GNSS antenna

“Geographical” 200m distance jamming/spoofing risk diversification

The NTS-x000 comes with dual GNSS antenna physical ports ANT1 ANT2.
At LEVEL-1 antenna protection, when 2 x Smart Antenna are at least 50m apart, the physical
distance deters the risk of mobile jammers as the signal interference is typically limited to max.
200m. Therefore, if the primary antenna is jammed, the secondary antenna (outside the
jammed area) can take over to provide GNSS signal to NTS-x000. Independently NTS-x000
senses RF-interferences switching-OFF jammed antenna and continuing with 2"* antenna or
switching to GNSS-less holdover mode.

Secondary Receiver I Primary Receiver Portable .:
(Unjammed) I (Jammed) Jammer I
- | I
I I
I I
Reco_mmended I
distance |
min 50m apart | |
(recommended 200m) | I
I I
I I

Mobile Hacerk Jammed / Spoofing Area

(Typically limited to 200m)

Elproma has developed a Smart Antenna in which the replaceable GNSS receiver board is
built into the Smart Antenna dome, instead of the usual approach of placing the receiver
inside the server enclosure. One pcs of Smart Antenna is included to NTS-5000 and the 2™
needs to be purchased separately.

Critical Infrastructures and US President Directive EO13905
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Easy GNSS receiver replacement enables custom cybersecurity ensuring correct industry
profile setting suitable for current “Geopolitical” situation in region. Protection of the input time
from GNSS source has become increasingly important today and therefore it is requiring
flexibility of changing to GNSS trusted receivers - the one security approved by Open
Computing Project society (OCP-TAP).

The US Presidential Directive EO13905 recommends using only GPS for US critical
infrastructure and further recommends synchronization backups from NIST servers or from
alternative PNT systems (e.g. Xona Space Systems). Similar recommendations are underway
in the EU which recommend a GALILEO + GPS configuration. Russia's economy is focused
on GLONASS, India prefers IRNSS, and China recommends BEIDOU to support local critical
infrastructure. Other countries set its own policy.

Elproma has uniquely decoupled the GNSS receiver to their smart NTS-antenna to enable
flexibility and cybersecurity:

* Flexible to switch between GNSS receiver manufacturers Furuno, u-blox, Trimble...

* Help to diverge risks of security & firmware gaps in using different GNSS receivers

+ Ease of migration to a new future GNSS constellations IRNSS, IRIDIUM, XONA...

+ Ease of migration from single (L1) to dual (L1+L5 / L1+L2) or triple band L1+L2+L5

* Using dual GNSS Smart Antennas improves high availability (HA) of GNSS

» Improves robustness of UTC leap-second support and preventing unexpected peaks
Custom periodical GNSS synchronisation with “DELTA-T* condition

The highest level of cybersecurity is offered by those systems that use proprietary, irregularly
changed (dynamic) security strategy. The NTS-x000 is able to use custom defined security
algorithm using pseudo randomness (RNG). The operating concept assumes that, once
synchronized initially to GNSS, the NTS-5000 stays in constant holdover mode and only
periodically synchronizes its Rubidium + OCXO oscillators to GNSS. This requires the special
operation of the Smart Antennas in the STAND-BY reading mode. The NTS-x000 server
checks the condition of UTC offset between OSC and GNSS, and unless it detects UTC offset
greater than the predefined DELTA-T, it will periodically turn on the synchronization stabilizing
the operation of both for both Rubidium & OCXO oscillators. This method is effective for fast
spoofing only. For slow gradual long-term spoofing it is recommended to use cloud time backup.

Tips and basic recommendations (what do they not tech you at school)
+ Use 2x GNSS Smart Antenna (GNSS receiver built-in to antenna dome) for redundancy

+ Use above redundancy on smart way — ask you supplier to provide both Smart
Antennas with a different vendor GNSS receivers.

4 In other words - do not use the same type of GNSS receivers for both
Smart Antennas.

v If you use the GNSS receiver, the GNSS spoofing attack will easily avoid
both receivers

4 The GNSS spoofing needs strategy. If more niche your configuration is then

more protected you are...
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* Use natural “GEOGRAPHICAL” anti-jamming/spoofing by locating both Smart
Antennas on a min. 200m from each other. More of mobile GNSS jammers and RF-
hacker spoofers have limited range of effective disruption distance do max. 200m.

* Locating 2x Smart Antennas in a distance of min 50-200m reduces probability both will
be affected by mobile jamming/spoofing.

Inside USA/EU:

+ The GNSS receivers should be configured exclusively for GPS-alone, GALILEO-alone,
GPS+GALILEO pair only...

+ GNSS constellations like the Russian GLONASS or Chinas BEIDOU can be
considered for time monitoring only ...

» Follow the US President Directive EU13905 to stay synchronize to emanative remote
time backup centres (NIST, EURAMET etc.)

Outside USA/EU (all other countries):

+ Always try to make your GNSS configuration suitable for current geopolitical situation
in the region...

» Try to consider the GNSS receivers that supports multipath-mitigation, null steering
anti-jamming techniques...

+ Separate your NTS-5000 time server form physical GNSS signals using SafeTime
GNSS Guard. It is the equivalent of network Firewall appliance, but dedicated for
separation from physical GNSS signals.

+ The SafeTime GNSS Guard is a satellite GPS L1 C/A code simulator operating on
electric signal level.

+ The SafeTime GNSS guard protection enables functionality to get ref. time from remote
Time Backup Center or NMI.

» This is the only protection for strong (>150dB) military RF-jamming attack.

» Order special protection functions for NTS-x000 that switches OFF the antenna when
RF- interference is recognised.

» The customised NTS-5000 is able to work all the time in holdover mode of oscillator
switching from time to time ON to get synchronised
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For detailed product technical specification please visit:
www.elpromaelectronics.com

tel. +48 227517680
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